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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3037
49. 80. 254. 226 Chi na 147.237.76. 199 e. nakchal .idf.il ock_Udp All _Nets dr op 6

14. 209. 240. 45 Chi na 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 5
101. 228. 246. 121 Chi na 147. 237.76. 199 e nakchal .idf.il |Block Udp Al Nets drop 5

58. 58. 183. 2 Chi na 147.237.76. 199 e. nakchal .idf.il Bl ock_Up Al _Nets drop 5
180. 118. 31. 168 Chi na 147.237. 76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 4
183. 142. 131. 166 Chi na 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 4
120. 39. 148. 218 Chi na 147.237.76. 199 e. nakchal .idf.il ock_Udp All _Nets dr op 4

60. 181. 28. 172 Chi na 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 3
58.45.121. 27 Chi na 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 3
221.126. 136. 45 Hong Kong 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 3
112. 156. 90. 103 Korea, Republic of 147.237. 76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 3

60. 180. 2. 126 Chi na 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 2
118.248. 41. 23 Chi na 147.237.76. 199 e. nakchal .idf.il ock_Udp All _Nets dr op 2
218. 2. 244. 94 Chi na 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 2
185. 56. 28. 67 Net her | ands 147.237.76.176 test.ncore.idf.il |Bock Np Al Net drop 1
119. 127. 42. 126 Chi na 147. 237.76. 199 e nakchal .idf.il |Block Udp Al Nets drop 1
185. 38. 12. 22 Net her | ands 147.237.76. 198 e.yohalan.idf.il |L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Count |
42.101. 154. 233 |Chi na 147.237.77.216 |dover.idf.il 13764: HTTP. Chi na Chopper Ml ware Communi cation Attenpt |[B ock 1
62.109. 7. 46 Russi an Federation |147.237.77.216 |dover.idf.il Cl96: HITP. B ock adnin login to gov.il sites ?g=user B ock 1

188. 165. 15. 49  |France 147.237.72.167 |i shuri maka. i df . i |@228: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 254 147.237.72. 166 Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
37.143.82.50 147. 237. 77. 205 Net her | ands prishaidf.il ET SCAN NVAP -sS w ndow 3072 1
37.143.82.50 147.237.0.17 Net her | ands mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 2048 1
218. 246. 0. 97 147. 237. 8. 50 Chi na e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147.237.0.17 Net her | ands mny- kosher -kravi . i df.il ET SCAN NVAP -f -sS 1
101. 2. 168. 215 147.237.0. 33 Australia idf.il ET SCAN NVAP -sS wi ndow 2048 1
101. 2. 168. 215 147.237.0. 33 Australia idf.il ET SCAN NVAP -f -sS 1
82.145. 33. 11 147. 237.77. 234 Uhi ted Ki ngdom hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237.77. 233 Net her | ands atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.109. 7. 46 147.237.77.216  |Russian Federation dover.idf.il SERVER- WEBAPP admi n. php access 1
37.143. 82.50 147. 237. 77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147.237.0.17 Net her | ands mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244 147. 237. 72. 167 Latvia i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.184. 195. 115 147.237.0. 33 Russi an Federation idf.il ET SCAN NMAP -sS wi ndow 1024 1
191. 240. 136. 5 147.237.0. 15 Brazil kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
101. 2. 168. 215 147.237.0. 33 Australia idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 163. 148. 90 147.237.8. 45 Ger many e.eitanidf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.8.28 e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng BEngi ne: TCP i i ssi
109. 67.54. 119  |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 15
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i Ssi
84.228. 234. 143 | srael 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | ., 15
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i issi
141.8.132.112 |Russian Federation |147.237.72.166 |aka.idf.il mng Ehgine: 7 Invalid segnent retransmssion. | . 12
Inval i d Retransnission Packet dr opped.
172.56.18. 1 Lhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 11
S reamng Engi ne: TCP i i ssi
178. 154. 189. 201 |Russi an Federation [147.237.72. 166 |aka.idf. i1 mng Engine. 1 Invalid segnent retransmssion. |, 9
Inval i d Retransm ssi on Packet dr opped.
109. 67.189.80 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reanming Engi ne: TCP i issi
84.228.234. 143 |Israel 147.237.76. 200 |ei tan. aka.i df . i mng Ehgine: 7 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
103.231.94.76  |Myanmar 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
172.56.18. 1 Lhited Sates 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber alert 5
172.56.18.1 Lhited Sates 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
172.56.18. 1 Lhited Sates 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid sequence nunber mnitor |5
91. 200. 12. 7 krai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
79.176. 24. 127 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i B ock HTTP Non Conpl i ant Zgjtged to hand e connection  Jopnitor |
109. 73. 248. 230 ga:lcis;i':éa” Territony s 47 237.77. 176 |mat pash. i of . i 1 SYN Att ack SYN -> SYN-ACK -> RST reect |4
S reamng Engi ne: TCP i i ssi
79.177.197.71  |israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant sztlaed to handie comection 1 oo |3
S reanming Engi ne: TCP i i ssi
109. 253. 198. 83 |l srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
46.19.85.194  |israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
Sreamng Engi ne: TCP i i ssi
176.13.12.131 [israel 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
. . . . SYNWAXK retransmt with .
188. 143.232. 13 |Russian Federation |147.237.77.216|dover.idf.il Bad TCP sequence different wi ndow scal e noni t or 3
46. 19. 85. 221 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
S reamng Engi ne: TCP i i ssi
130.193.37.16 |Russian Federation |[147.237.0.34 [tikshuv.idf.il mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
87.69.164.207 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i Ssi
79.177.195.78 |israel 147.237.72. 166 |aka.i df . i mng thgine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i issi
197.215.0.164 |Serra Leone 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
S reamng Engi ne: TCP i i ssi
141.8.132.22  |Russian Federation |[147.237.72. 166 |aka.idf.il mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
5.22.135.1 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
46. 19. 85. 154 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
S reamng BEngi ne: TCP i i ssi
66.249.78.239 |lnited Sates 147.237.76. 200 |ei tan. aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 2
Inval i d Retransnission Packet dropped.
46. 19. 86. 109 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
46.19. 86.0 I srael 147.237.77. 226 "} chanatz.aka.idf a4 TOP sequence Inval i d ACK nunber moni tor |2
50.18.94.121  |Whited Sates 147. 237. 77. 216 |dover . i df i Bl ock HTTP Non Conpl i ant sztlaed to hand e comection o |2
46. 19. 85. 172 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
191.240.136.5 |Brazil 147.237.8.28 |e.nobile-ks.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 91 I srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 187|Uhited Sates 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 143.232. 13 |Russian Federation |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
54.196.208.206 |Lhited Sates 147. 237. 77. 216 |dover . i df .i Bl ock HTTP Non Conpl i ant SZ’I!:d to hand e comection o |1
172.56.18.1 Lhited Sates 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 1
5.29.194. 149 I srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
191.240.136.5 |Rrazil 147. 237. 76. 196 |e. sviva. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 109 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141, 212. 122. 187|Wited Sates 147.237.77. 227 |e. hanaz. i of . | Geo- | ocati on enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
128.232.110. 28 |United Ki ngdom 147.237.77. 170 |naar achot . i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
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Attacker Address |Attacker Qountry Target Address |Jte Signature

Geo-1 ocati on i nbound

141. 212. 122. 176|Lhited Sates 147.237.0.200 [mdu.idf.il Geo- | ocati on enf or cerment enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.182.53.13  |israel 147.237.0.34 |tikshuv.idf.i| |100 My of the Same Response Cbde (404) in Session from Bl ock 11
79.182.53. 13
46.19. 86. 190 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
188. 143. 232. 13 RJSS::t”ion 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 188. 143. 232. 13 B ock 4
Russi an . - . . .

62.109. 7. 46 r at i on 147.237.77.216|dover.i df.i |l Mil tiple Admin B ocking from62.109. 7. 46 Bl ock 3
62. 109. 7. 46 RJSS::{} o 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 62.109. 7. 46 B ock 3
- . Unhaut hori zed URL Access to
109. 66. 123. 210 |l srael 147.237.72. 166 |aka. i df . i | wiww aka, i o i 1/ i v gi yus/ cont rol s/ at udal A B ock 2

Russi an . . ! .
62.109. 7. 46 er ati on 147.237.77.216|dover.idf .l Ostributed PHP Attenpt B ock 2
109. 253. 196. 192/l sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
80. 246. 136. 249 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 124 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
79.176. 147. 218 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216|dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
79.182.53.13 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.201. 137 |lhited Sates  |147.237.77.216(dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 238 |l srael 147.237.77. 216 |dover . i df .i | ww i of i |/ nternati onal trai ni ng/transport ati on. asp B ock 1
42.101. 154. 233 |China 147.237.77.216|dover.idf .il Ostributed PHP Attenpt B ock 1
176.13.12.131 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock
104. 238.93. 79 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/bl og/ wp-adnn/ Bl ock
] . - Unhaut hori zed URL Access to
68.180.228.112 |lhited Sates  |147.237.76.86 (navy.idf.il v navy. i df . i 1/ 1132- 8613- he/ navy. aspx. aspx Bl ock 1
192. 157. 245. 130|United Sates 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wawidf.il/pricing B ock 1
] . - D stributed Lhaut hori zed URL Access on
204.13.201.138 |lhited Sates  |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 78.102 |Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
42.101. 154. 233 |Chi na 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/pl us/ 90sec. php B ock 1
. . . -|Uhaut hori zed URL Access to
180.76.15. 33 China 147.237.76.147 chi nuch. aka. i df . i wan chi nuch. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
] . . D stributed Unauthori zed URL Access on
107.178.194.79 |[lhited Sates  [147.237.77.216|dover.idf. il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.176. 9. 201 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
197. 49. 104. 44 |Egypt 147.237.77.216|dover . i df . i PHP Attenpt B ock
149. 78. 163. 150 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |nited Sates 147.237.77.216|dover . i df . i v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66.249.78. 146 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/rabanut/62312 Bl ock 1
184.168.193. 47 |lLnited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/wp-adnin/ B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates  |147.237.77.216|dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
197.49.104. 44  |Egypt 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waww idf.il/xnrpc. php B ock 1
157.55.39.209 |Uited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/... B ock
. . D stributed Unauthori zed URL Access on
85.214.11.209  [Ger many 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 78.166 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
217.199.187.68 |United Ki ngdom |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp-admin/ B ock 1
185. 110. 109. 191 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.178. 34. 39 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
] . . D stributed Lhaut hori zed URL Access on
204.13.201.137 [Wited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
65. 132. 59. 34 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None
2.52.164. 222 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
173. 236. 224. 114|lnited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnin/ B ock
. . Unhaut hori zed URL Access to
94.102. 51.30 Nether | ands 147.237.76.86 [navy.idf. il 147. 237. 76. 86/ pl ugi ns/ cont ent / pl ugi n_googl enap2_pr oxy. php Bl ock !
67.212.175.138 [lnited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wordpress/w-admn/ B ock
46. 105. 220. 179 |France 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/ol d/wp-admn/ B ock
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