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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3036
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
115.230. 124. 164 Chi na 147.237.0. 33 idf.il Frk _Under Attack Con Tcp drop 2

82.145. 33. 11 Uhi t ed Ki ngdom 147.237.76. 201 e atal.idf.il Block Ip Véb In drop 1

185. 56. 28. 67 Net her | ands 147.237. 76. 199 e.nakchal .idf.il [Bock Np All _Net drop 1

31. 146. 178. 86 Georgi a 147.237. 76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1

82. 145. 33. 11 Uni ted Ki ngdom 147.237.76.176 test.ncore.idf.il ock | p_ VWb In drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sl gnature
89.132.195.59 [Hungary 147.237.72.166 |aka. i df . i| [C008: HITP: Xenu User Agent B ock 2
188. 165. 15. 176 |France 147.237.77.74 |lawidf.il |28 HITP. AhrefBot craw er B ock 1
208. 98. 56. 66 Lhited Sates 147.237.77.216 |dover . i df . i|16798: HITP. G\ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
94.76. 22. 211 147.237.0.35 |Bahrain akavs. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
163.172.13. 173 [147.237.72. 166 E?i;;gom aka. idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.76.22. 211 147.237.0.16 |Bahrain ny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
137.117. 168. 203|147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.230. 134. 13 147.237.8.45 |Ger many e.eitanidf.il ET SCAN NMAP -sS wi ndow 4096 1
137.117.168. 203|147.237.0.16 |thited Sates |ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
5.230. 134. 13 147.237.8.45 |Ger many e.eitanidf.il ET SCAN NVAP -f -sS 1
134.219. 148. 12 [147. 237. 76. 39 E?ir:;gom nobi | e.nei tav.idf.il |ET SCAN Potential SSH Scan 1
115.182.17.13  [147.237.77.19 |China | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
222.174.5. 63 147.237.76.30 |China hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
94.76. 23. 173 147.237.0.34 |Bahrain tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246.0. 97 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.76. 23. 173 147.237.0.16 |Bahrain ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244|147. 237. 77. 61 |Latvia e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.76. 22. 211 147.237.76.38 |Bahrain e.emeitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi .idf.il ET m Behavi oral Lhusu.al ly fast Ternmnal Server Traffic, 1
Potential Scan or Infection
94.76.22. 211 147.237.0.34 |Bahrain tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
137.117. 168. 203|147. 237. 8. 46 |lhited Sates |e chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.163.148.90 [147.237.0.15 |Ger many kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
137.117. 168. 203|147.237.0.33 |lhited Sates |idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.230. 134. 13 147.237.8.45 |Ger many e.eitanidf.il ET SCAN NVAP -sS w ndow 2048 1
137.117. 168. 203|147. 237.0. 15 |lhited Sates |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115.182.17.13 |147.237.77.19 |China I awforumi df .i | ET SCAN NMAP -sS wi ndow 2048 1
115.182.17.13  |147.237.77.19 [China | 'aw forumidf.il ET SCAN NVAP -f -sS 1
222.174.5. 63 147.237.0.33 |China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.76.23. 173 147.237.0.16 |Bahrain ny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
198.20.70. 114  |147.237.77.178|nited Sates |e matpash.idf.il ET SCAN Potential SSH Scan 1
94.76. 23. 152 147.237.0.34 |Bahrain tikshuv.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Invalid segnent ret

ransni ssi on.

109. 64. 81. 123  |Israel 147. 237. 72. 166 |aka.i of .i > dro 63
Ret ransmi ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.244.22.103 |Lhited Sates [147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop 34
172.56.11.253 |Uhited Sates [147.237.72.166|aka idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 27
Sreaming Engine: TGP Invalid i i sSi
46.19.86.5 I srael 147. 237, 77. 243 |nobi 1 e. i of . i 9 =9 nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
54.244.22.103 |lhited Sates |147.237.77.233|atal.idf.il dr op Frst packet isn't SN drop 13
Sreanming Engine: TCP Invalid i i ssi
176.13.18.173 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
149. 200. 191. 38 |Jordan 147.237.77. 176 |matpash.iof .il  |dr op First packet isn't SN drop 12
94. 230. 86. 206 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 11
Sreaming Engine: TGP Invalid i i sSi
188. 120. 148. 151|i srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
173.227.183.65 |[Uhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
149. 78. 245. 145 |l srael 147.237.0.19 [nadi matal .idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
172.58.16.236 |Wited Sates [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TGP Invalid i i ssi
66.249.78.37  |Wited Sates |147.237.77.234|hal ag.idf.il 9 =g nval i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dropped.
172.56.11.253 |Uited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence SINRAK retransmt with different (o0 |7
W ndow scal e
46. 19. 86. 163 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi
84.228.60.159 |l srael 147.237.77. 243 |mbile.i o . i1 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 107 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
79.182.102. 221 |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.182.188. 128 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.20.26 |l srael 147. 237.77. 243 |mobi l e. i . i 9 =9 Inval i d segrent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
5.29. 240. 192 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or
5.102. 254. 215 |Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
46.121.123.18 |israel 147. 237. 77. 243 |nobi l e.i df . i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
188. 120. 148. 151l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
5.29. 240. 192 I srael 147.237.0.34 |tikshwv.idf.il |Bad TCP sequence Invalid AGK nunber alert 5
46. 19. 86.5 I srael 147.237.77.243|mobile.idf.il  [Bad TCP sequence I'nval i d ACK nunber noni t or 5
172.56.11.253 |United Sates [147.237.72. 166 |aka idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
94. 230. 86. 206 |l srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid AGK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
100. 127. 222. 66 147.237.72. 166 |aka.i of .i drop First packet isn't SN drop 4
89.139.10.126 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 107 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 4
Sreanming Engine: TCP Invalid i i ssi
89.139.33.165 |l srael 147. 237.77. 243 |mobi l e. i . i 9 =9 Inval i d segrent retransmssi on. drop 4
Ret r ansmi ssi on Packet dropped.
172.56.11. 253 |Lhited Sates [147.237.72. 166 |aka idf.il Bad TCP sequence Invalid sequence nunber noni t or
31.210.188.40 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i sSi
185. 120. 126. 35 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
i Sreanming Engine: TCP Invalid i i ssi
89.145.95. 42  |Wited 147.237.0.34  |tikshuv.idf.il 9 =9 nval i d segrent retransmssi on. drop 3
Ki ngdom Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
37.26.147.246 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.18. 156 I'srael 147. 237.77. 243 |mobi l e. i i 9 =9 nval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
84.228.175.1  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
46.19. 85. 107 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i sSi
93.172.62.124 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.151.112  |israel 147. 237.77. 243 |nobi l e. i f . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
172.56.11. 253 |Uhited Sates [147.237.72. 166 |aka idf.il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaming Engine: TGP Invalid i i ssi
31.210.187. 135 | srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.182. 205. 208 I srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
31.210.187.135 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

109. 67. 55. 108 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 479
109. 67. 55. 108 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 241
109. 67. 55. 108 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 193
149. 78. 245. 145 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 107
46.19.86.169 |Israel 147.237.77. 243 |nobi | €. i df . i | ﬁ;ﬂtgci’rd'leie?/geggfﬁsem e/ 1 st i | cdocument s/ 1465 Bl ock 6
176.13.18.173 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 4
185. 32. 179. 225 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246.136. 76 [l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.85.102 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.18.156 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.138. 83 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None 2
31.154.155.4 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bte Gode Character in LR from31. 154. 155. 4 Bl ock 2
109. 67.126. 32 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46.19. 85. 61 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 65. 13. 193 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 2
204.12.251.37 |Uited Sates |147.237.77.216|dover. i df il m:zfpf)fye Eﬁ;gd/rj;fégmml of header upper Bl ock 1
66.249.78.109 |Israel 147.237. 7. 216 |dover . i df .i|  [hANOrized L ASess 10 over aspx B ock 1
46.19.85.230 |israel 147.237.77. 216 |dover. i df . i | Mal formed URL B ock 1
109. 163, 234. 4 |Ronani a 147.237. 7. 216 |dover . i df i [0 SI7 uted 1Lf§§.t2§é;§?ﬂeﬁv§°_fpfn Bl ock 1
2.54.23.237 | srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
95.133. 163. 86 |lkraine 147.237.77. 176 |mat pash. i df . i|  [Unauthori zed URL Access to waw cogat . idf.il/xmrpc. php B ock 1
68.180.228. 112 |thited Sates |[147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i | /1824- he/ dover . aspx B ock 1
66.220. 156. 118 |Lhited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
41.72.196.72 |Kenya 147.237.77.216|dover . i df . i Enmail collector robots 14 B ock 1
89.139. 33. 165 |[lIsrael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
204.13.201. 138 |United Sates [147.237. 7. 216 |dover . i df . i | D stri bt oc 1?;;}2222?%%&?22;” Bl ock 1
66.249. 78. 146 [l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in ww aka.idf.il/main/giyus/ general . aspx None
46.19.85.230 |Israel 147.237.77.216|dover . i df . il Unknown HTTP Request Method 9 in URL B ock

107. 178.194. 83 [Uited Sates  [147.237.77.216|dover . idf il |0 o Med lT;;f;ggigg_eﬁeﬁvzc_ispzn B ock 1
68.180.230. 29 |lhited States |147.237.77.176|nat pash.idf.il |Whauthorized URL Access to v cogat.idf.il/894-he Bl ock 1
176.13.20.26 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1
66. 249. 65. 231 |l srael 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to waw i df.il/atal 1/izkor/ vi ew pi ct ures. asp B ock 1
41.72.196.72 |Kenya 147.237.77. 216 |dover.idf.il eMai | Hoardi ng B ock 1
2.54.5.229 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
94. 159. 166. 86 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
207.46.13.135 [tnited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df . i |/ hi nush/ sit e/ he/ hi nush. asp B ock 1
66.249. 78. 159 |l srael 147. 237.77. 216 |dover . i df . i | aj;fir;ﬁuitﬁd atlgib’ti Zig'rfs?evtg‘ n:ﬁtcgssjs;n Bl ock 1
149. 78. 245. 145 |l srael 147.237.0.19 |[madimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 1
107.178. 104. 87 |ited Saes [147.237.77. 206 |dover i df i1 | TS0 I e TR eoess on B ock 1
31.168.14.82 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.179.182.95 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
66.249. 66. 136 I srael 147.237.76.42 [refuah.idf.il |75 000 b forized éﬁaﬁcgifx on Bl ock 1
2.54.17.192 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
94.230. 86. 206 I srael 147.237.76.31 [nakchal .idf il [M10 PAIw A BITwdth Uicode Encoding on LR/ Paraneter () Bl ock 1
208.184.112.74 |Uhited Sates 147.237.77. 216 |dover.idf. il [0 o7 Buted lfsgfggg;g?ﬂeﬁﬁfzsp;” B ock 1
68.180.228. 112 [thited Sates |[147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . il/1283-en/ dover . aspx Bl ock 1
46.120.79.135 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
157.55.39.179 [Wnited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294- he/ v i df. il B ock 1
31.168.87.204 |Israel 147.237.77. 234 |hal ag. i df . i | 1']4? ;';;“t;d2217:’;2‘;:;'2%”5@??? fgi . Bl ock 1
185. 107. 26. 32 147.237.77. 216 |dover.i df . il Uhaut hori zed LRL Access to wwyidf.il/newsitelenglish/nain. asp B ock 1
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