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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  [Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3146
134.191. 232. 69 | srael 147.237.77. 233 atal.idf.il JIMPurple Con Limt _Htp dr op 37
198. 48. 92. 104 Lhited Sates 147.237.76.176 test.ncore.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

80.246.136.78 |[147.237.0.19 |[lIsrael nadimatal .idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
o ET DO5 Large amount of TCQP ZeroWndow - Possibl e Nkiller2 DDos
41.69.211. 48 147. 237. 77. 216 |Egypt dover.idf.il 2
attack
94.76.2.11 147.237.0.19 |Bahrain medi matal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76.39 [China nobi | e. nei tav. i df.i |[ET SCAN Potential SSH Scan 1
89.163.148.90 |147.237.77. 178 |Ger many e. nat pash. i of .i | ET SCAN Potential SSH Scan 1
134.191. 232. 69 [147.237.77. 233 |Israel atal .idf.il ET SCAN NVAP -sA (2) 1
89.163.148.90 |147.237.76.39 |Ger many nobi | e. nei tav. i df.i |[ET SCAN Potential SSH Scan 1
113, 234, 218.57 |147. 237 76.31 |cni na nakehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.163.148.90 [147.237.72. 167 |Ger many ishurimaka.idf.il [ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 77. 121 [Tur key e.navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
101. 2. 168.215 |147.237.8.45 |Australia e.eitanidf.il ET SCAN NMAP -sS wi ndow 4096 1
36.77.151.211 [147.237.77.61 [Indonesia e.cogat.idf.il ET SCAN NMAP -sS wi ndow 3072 1
94.76.14. 33 147.237.77.61 |Bahrain e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 76. 10. 182 147.237.0.19 |Bahrain madimatal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
218. 246.0. 97 147.237.77. 179|Chi na e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.76.2.11 147.237.72.14 |Bahrain dover.idf.il(od) |[ET SCAN Potential VNC Scan 5800- 5820 1
191.240.136.5 |147.237.77.243|Razi nobi | e.i df il ET SCAN NMAP -sS wi ndow 1024 1
89.163.148.90 |147.237. 77. 227 |Ger many e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
89.163.148.90 |147.237.77. 176 |Ger many nat pash. i df . i ET SCAN Potential SSH Scan 1
116, 124. 223 15 |147 237 8 25 |Ore@ Republicf . . oo ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
89.163.148.90 |147.237.76.34 |Ger many yohal an. i df il ET SCAN NVAP -sS w ndow 1024 1
113. 207. 36. 253 |147. 237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
89.163.148.90 |147.237. 72. 167 |Ger many ishurimaka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
106. 5. 86. 241 147 237.77.19 |chi na | aweforumi i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
101.2.168.215 [147.237.8.45 |Austraia eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
94.76.14. 33 147.237.72.14 |Bahrain dover.idf.il(od) [ET SCAN Potential VNC Scan 5900- 5920 1
94.76.3.158 147.237.0.33 |Bahrain idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
91.67.205.189  |Ger many 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 35
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195. 239. 16. 40 R‘SS::I”i o 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |monitor |26
195. 239. 16. 53 RJSIS::tnion 147.237.77.74 [lawidf.il B ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |26
Sreaming Engine: TGP Invalid i i ssi
79.176.186.10 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54. 6. 204 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Invalid segnent retransmssi on. dr op 21
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182.188. 128 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
2.54.167.82 I srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 17
87.69.145.114 [l srael 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
reaming BEngine: TCP Invali i i ssi
2.54. 44. 208 I srael 147.237.77. 243 |moti e i or iy |27 €M NG Engine: TQP Invalid  invalid segnent retransnission drop 15
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.179. 117. 149 | srael 147. 237.76. 200 |6 tan. aka.i of . il 9 =9 nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
217.132.30.179 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 12
92.17.200.174 |United Ki ngdom|147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
79. 180. 203. 207 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
94.76. 19. 83 Bahrain 147.237. 76. 199 |e. nakchal . i df .i1|Geo- | ocat i on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 10
94. 76. 19. 83 Bahrai n 147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 10
94.76.19. 83 Bahrai n 147.237.76. 198 |e. yonal an.i df .i1|Geo- | ocat i on enf or cenent Geo-| ocati on inbound enf orcenent |drop 10
2.54.26. 226 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Russi an D Streamng BEngine: TGP Invalid Invalid segnent retransmssion.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 9
Sreaming Engine: TGP Invalid i i ssi
62.0.75. 117 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Russi an D Streamng BEngine: TGP Invalid Invalid segnent retransmssion.
141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 9
91.200.12.136 |lkrai ne 147.237.77. 170 |nmar achot . i df . i 1|dr op SAMrul e drop 8
Sreanming Engine: TCP Invalid i i SSi
176.13.7.185  [Israel 147.237.77. 243 |nobil e, i df . i1 9 =g nval i d segnent retransmssi on. dr op 8
Ret r ansni ssi on Packet dropped.
37.142.64.114 |lIsrael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54,23. 237 I srael 147.237.77.243|mobi l e.idf .il |SYN Att ack SYN -> SYN-ACK -> RST rej ect
79.182. 33. 41 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
46.19.85.158  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
213. 8. 204. 50 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d ACK nunber alert 6
217.132.30.179 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 145 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 6
213. 8. 204. 50 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d ACK nunber noni t or 6
217.132.30.179 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 145 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i SSi
79.176. 216. 202 |Israel 147. 237.77. 243 |mobil e. i f . | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 176 |natpash.idf.il |dr op First packet isn't SYN drop
46. 19. 85. 151 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert
217.132.30.179 |israel 147.237.72. 166 |aka. i df i drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
89.138.169.97 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
79.182. 33. 41 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d ACGK nunber alert
46.19. 85. 151 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
37.46.38.121  |israel 147. 237.77. 243 |nobi le.i df . i1 9 =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
217.132.30.179 |israel 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d AGK nunber alert 6
2.54.167. 82 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber alert 5
176.13.11. 162 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
2.54.167.82 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d AGK nunber noni t or 5
176.13.11.162 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5
2.54.167.82 I srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invali d sequence nunber noni t or 5
46.19. 85. 87 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACGK nunber noni t or 5
31.210.188.110 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
31.168.197.195 |israel 147.237.77. 234|halag.icf i1 |[Bad TOP sequence SNretransmt with different dert 4

wi ndow scal e
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site dgnature Action ‘Count
109. 67.55. 108 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 259
80. 246.136.78 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 241
80.246.136.78 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 123
109. 67.55. 108 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 122
109. 253. 200. 109|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 105
80. 246.136.78 I srael 147.237.0.19 |nadi matal .i df . i [1°° V& Of the Sane Response Code (403) in Session from Bock |88
80. 246. 136. 78
46.19. 85. 61 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
109. 67. 55. 108 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 34
46.210.181.42 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
5. 29. 245. 225 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 17
109. 64. 211. 141 |Israel 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) B ock 16
46.19.85.61  |israel 147.237.0.19  [nadi matal . i df i [jo° o0 G " ST Fesponse ode (404) i Session from Bock |5
2.54. 6. 204 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 4
2.52.34.141 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.246.136.76 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.176.51. 71 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54. 44, 208 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
77.125.92.219 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 77.125.92. 219 B ock 2
87.69.232.222 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
5.102. 254. 45 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 2
176.13.7.185 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
84.108. 97. 56 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
46.19. 86. 160 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13. 19. 23 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5. 29. 156. 60 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
157.55.39. 185 |Uhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/nain/nisrot.aspx B ock 1
66. 249. 66. 64 I srael 147.237.77. 170 |naar achot . i df . i | [Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 1/ 112421. pdf |B ock 1
46.19. 86. 124 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
79.182.33. 41 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
36. 63. 29. 131 Chi na 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df.il/1497-en/ dover. Bl ock 1
178.255. 215. 87 [France 147.237.77. 216 |dover i df .i| [ hori zed lﬁ_gfﬁgfisklzlfkkk:79615652kkkkkkk_79615652 Bock |1
Illegal Paraneter Encodi ng
5.28.161. 85 I srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $at udaCont r ol $secondAt udaC [None 1
ontrol $ct!100d i n ww aka.idf.il/nai n/gi yus/at uda/ at uda. aspx
123.125.71.43 |China 147.237.76.86 |navy.idf.il muagx.'izdiéiﬁi gigf;sagt;ﬁ oo/ 3 s 263380 1615 pg Bock |1
68.180.228.175 [lLnited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
46.60. 4. 12 'szrfustlo?;an 147.237.77. 216 |dover . i df . i | i‘sﬁtégziﬂgpﬁngﬁf g‘\I;DZ{T‘i:’CE‘;lO&?\'é; on None 1
Qccupi ed
80. 246. 136.23 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
77.125.92.219 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/sip_storagelfiles/ 9/ B ock 1
176. 13. 3. 188 I srael 147.237.77.243|nobi l e. i df . i | Dstributed Whaut hori zed URL Access on nobi | e.idf.il/nekudot/index |[B ock 1
66. 249. 66. 67 I srael 147.237.77. 170 |n@ar achot . i df . i | [Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 1/ 111171. pdf |B ock 1
80. 246.136.93 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.19. 86. 134 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
79.182. 49 127 | srael 147.237.72. 156 laman. i df .i | glséiié)rll)e Untraceabl e SSL Sessions from 79. 182. 49. 127 (lhknown SSL None 1
37.26.148.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
199.16. 156. 125 |Lhited Sates 147.237.77. 216 |dover . i df . i | m“itgfo'riilzli‘? pﬁoﬁngfi 1 1 <i 2622080 16961, | b Bock |1
5. 28. 161. 85 I srael 147.237.72. 166 |aka. i df . i | Miltiple Illegal Paraneter Encoding froms5. 28. 161. 85 None 1
149. 78. 227. 141 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
68. 180. 231. 40 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw law i df.il/14-he B ock
107.178.194.79 |Uited Sates  [147.237.77.216|dover. idf il |0 o e ll‘f;;_t;;’;gfﬁeﬁvﬁfzspzn Bock |1
46. 19. 85. 61 I srael 147.237.0.19 |nadi matal .idf.i|Too Many 404: Response Code per Session B ock
77.127.193.95 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock
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