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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3036
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
79.181. 167. 205 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets dr op 3

180. 97. 106. 162 Chi na 147, 237. 76. 202 e halag.idf.il Bock Np Al Net drop 1
94.76.22. 129 Bahrai n 147.237.76. 39 nobi le.neitav.idf.il |[Block Udp All Nets drop 1
94.76.22.129 Bahrai n 147.237. 76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1

66. 102. 9. 10 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action |Oount |
217.131.79. 34 Tur key 147.237.72.166 |aka.idf.il |25 HITP. access to adninistrator/index. php -> Quarantine B ock 1
52.1.90. 117 Lhited Sates 147.237.72.166 |aka.idf.il |13840: TLS enSSL Heartbeat Packet B ock 1

52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il[13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66.249.81.183 |147.237.77.233|lhited Sates |atal .idf.il ET SCAN NVAP -sA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 78.254 |147.237.72. 166 |Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 96 147.237.77.74 |lhited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
66.249.78.146 |147.237.72.166|lited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
66. 102. 8. 139 147.237.72. 166 |Lhited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
109. 186. 166. 37 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.229.179. 142 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
94.76.8. 154 147.237.77.61 |Bahrain e.cogat.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
221.10.67.105 |147.237.76.34 |China yohal an.i df .i | Eort zﬁ\l alBegfa;\:nocr)?l BrLEtu:u?:): Zef ast i nbound Tel net Connecti ons, 1
94.76.5.177 147.237.76. 44 |Bahrain e.refuah.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
217.131.79.34 |147.237.72. 166 |Turkey aka.idf.il SERVER- WEBAPP adm n. php access 1
94.76.5.177 147.237.0.33 |Bahrain idf.il ET SCAN NVAP -sS wi ndow 1024 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
195. 216. 176. 244|147. 237. 76. 147 |Latvia chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.181 |147.237.77.216|Netherlands  |dover.idf.il ET SCAN Potential SSH Scan 1
192, 81.221.200 |147.237.0.34 |Uhited Sates |[tikshuv.idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 [147.237.77.19 [Netherlands  [lawforumidf.il ET SCAN Potential SSH Scan 1
187.161.24.50 [147.237.76.30 |Mexico hi nush. i df . il Eort gﬁ\l a]Beg:;:qocr)?l B:’S:’:u;l): Zef ast inbound Tel net Connecti ons, 1
93.174.93.181 [147.237.72.217|Netherlands  |e.idf.il ET SCAN Potential SSH Scan 1
176.228.71. 8 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
93.174.93.181 |[147.237.8.46 |Netherlands e chinuch.idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
93.174.93.181 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
109. 66. 3. 162 147.237.77. 216 |I srael dover . idf.il portscan: TCP Distributed Portscan 1
94.76.5. 177 147.237.77.61 |Bahrain e.cogat.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
218. 246. 0. 97 147.237.8.46 |China e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.76.5. 177 147.237.76.31 |Bahrain nakchal . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
208. 115. 111. 73 |147.237.72. 166 |Wiited Sates |[aka idf.il portscan: TCP D stributed Portscan 1
94.76.5.177 147.237.0.16 |Bahrain ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
27.34.65.135 147.237.8.45 |Nepal e.eitanidf.il E; jﬁ\l ajBeg:;]o(r)?l B[LSEZU;: Zef ast inbound Tel net Connecti ons, 1
93.174.93.181 |147.237.77.205|Netherlands  [prisha.idf.il ET SCAN Potential SSH Scan 1
192. 81.221. 200 [147.237.0.33 |thited Sates |idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 [147.237.76.30 [Netherlands  |hinush.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 234  [147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 |147.237.72.156 |Netherlands  |anan.idf.il ET SCAN Potential SSH Scan 1
168. 235. 196. 136|147, 237. 77. 216 |Whited Sates |[dover.idf.il portscan: TCP D stributed Portscan 1
93.174.93.181 [147.237.0.19 |Netherlands |[nadimatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature ?;lli Zi
Pal estini an . . -
46. 18. 18. 254 Territory, Creupied 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 53
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46.116.176. 101 | srael 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence SiNretransmt wth different oo |28
w ndow scal e
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 24
172.56.27.235 |Uited Sates 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
85.64.147.204 |Israel 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
Sream ng Engi ne: TCP Invalid segnent retransnission
109. 64. 179. 4 I srael 147.237.76.86 |navy.idf.il . . " |dro 15
v Inval id Retransm ssion Packet dropped. P
Sreaning Engi ne: TCP i i ssi
79.178.178. 161 | srael 147.237. 72. 166 |aka. i df . i mng tngine. Invalid segnent retransmssion. | ., 15
Inval i d Retransnission Packet dropped.
172.56.27.235 |Uited Sates 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 15
31.168.14.74  [Israel 147.237.76.42 |refuah.id.il Bad TCP sequence S retransmt wth different oo |14
w ndow scal e
46.117. 66. 51 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |12
S reanm ng Engi ne: TCP i i ssi
77.127.157. 153 | srael 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dropped.
46.117. 66. 51 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 12
66.249.81. 175 |lhited Sates 147.237.77.233|ata .idf.il drop First packet isn't SYN drop 10
66.249.81.182 |Whited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SYN drop 9
S reaning Engi ne: TCP ' i ssi
79.180.38.45  |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dropped.
46. 19. 85. 251 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |8
79.183.150.58 |[lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 8
94. 230. 86. 91 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 85. 42 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber monitor |6
S reaning Engi ne: TCP i i ssi
185. 120. 125. 22 147.237.72. 166 |aka. i of . mng tngine: ! Invalid segnent retransmssion. |, 6
Inval id Retransn ssion Packet dropped.
Sreaning Engi ne: TCP i i ssi
109. 253. 220. 42 | srael 147. 237. 77. 243 |nobi | e. i of . | mng gl e Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
46.19. 85. 94 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber alert
46.19. 85. 38 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber alert
S reaning Engi ne: TCP i i ssi
109.64.23.26 | srael 147.237. 72. 166 |aka. i df . i mng tngine. Invalid segnent retransmssion. | ., 6
Inval id Retransn ssion Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.182.173.8  |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
109. 65. 125. 149 |l srael 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 94 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |6
Sreamng Engi ne: TCP i i ssi
109. 67. 212. 163 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 6
Inval id Retransm ssion Packet dropped.
46. 19. 85. 38 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |6
S reaning Engi ne: TCP i i ssi
217. 132. 105. 218|i srael 147. 237.77. 243 |mwbi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
37.26.146.243 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence SYNRACK retransmt with monitor |6
di fferent w ndow scal e
46. 19. 85. 42 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert
188. 120. 148. 226|l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
) . SYNtACXK retransmt wth .
84.228.197.59 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 5
46. 19. 85.0 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor |5
109. 253. 223. 24 |Israel 147.237.77. 226 [\ chanat z. aka. 101 1pad TCP sequence Inval i d ACK nunber aert 5
46. 19. 85. 132 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor |5
109. 253. 223. 24 |I srael 147.237.77. 226 [\ chamatz. aka.1df |gag TOP sequence Invalid ACK nunber monitor |5
31.210.186.79 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
172.56.27.235 |Uited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack rej ect 5
46.19. 85.0 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 4
188. 120. 148. 159|I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4
172.56.27.235 |United Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 4
41.33.232.66  |Egypt 147.237. 77. 216 |dover i df . Bl ock HTTP Non Conpl i ant E:'t;ed tohandie comnection 1 o |a
172.56.27.235 |Uhited Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
79. 183. 150. 58 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
172.56.27.235 |United Sates 147.237.77. 216 |dover.idf .i | Bad TCP sequence monitor |4
82.145. 217. 148 |Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover i of .1 Bl ock HTTP Non Conpliant |2!edtohandie comection = oo g

dat a
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address count ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 227 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 123
109. 253. 199. 85 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 117
109. 253. 199. 85 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 116
79.179.129. 231 |israel 147.237.0.34 |tikshuv.idf.il ;g(.)l'\%hylzoé. ggi Sane Response (bde (404) in Session from B ock 80
109. 253. 138. 116|I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 45
37.26.147.162 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 28
109. 253. 157. 125|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
46.19. 85. 22 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 19
2.54.151. 127 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 16
79.182. 8. 110 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
87.69.178.52  |israel 147.237.0.19 |nadimatal .idf.il murtnh;ra'lz_?%fﬁ‘/Spﬁ:rejdslgj(;xlupdatenakatqaumity_ aspx Bl ock 6
217.131.79.34  |Turkey 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 217.131.79. 34 Bl ock 5
217.131.79.34 |[Turkey 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 4
109. 253. 208. 94 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 7. 200 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
217.131.79.34 |[Turkey 147.237.72. 166 |aka. i df . i | Ml tiple Admin Bl ocking from217.131. 79. 34 B ock 3
109. 67. 210. 163 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 17 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 160 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142. 64. 67 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwv aka. i df il /v tikshuv.idf.il B ock 2
212.199.224. 24 |lIsrael 147.237.77.74 [lawidf.il Wnaut hor i zed HTTP Met hod Bl ock 2
46.121.128. 107 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.210.131.28 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
109. 253. 132. 53 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249.78.161 |Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ show orumasp [B ock 1
213. 8. 204. 25 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
2.54.163. 226 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
104.194. 26. 204 [thited Sates |147.237.77.176 |nat pash. i df.il Lhaut hori zed URL Access to www cogat . i df.il/wp-1ogin. php B ock 1
66.249.65.231 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ vatch B ock 1
178.255.215. 87 |France 147.237.77. 216 dover . i df .11 m”f '&?r Iiﬁie% tA;:/C::gSI it;)h/ kkkkkkk=0e3df e06kkkkkkk_0e3df €06 B ock !
84.108. 174. 144 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Unknown SSL Sessi on None 1
79.183.182.41 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
46. 19. 86. 89 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149. 50. 100. 110 |United Sates |147.237.77.233|atal .idf.il Mil ti pl e Unhaut hori zed LRL Access from 149. 50. 100. 110 B ock 1
79.176.189.121 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85.214. 247.93  |Ger nany 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 85. 214. 247. 93 B ock 1
66. 249. 78. 52 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed ULRL Access to ww chi nuch. aka. i df.il/404. ht m B ock 1
212.199. 104. 190|1 srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.116.176. 101 |Israel 147.237.77. 234 |hal ag.i df . i | i;t r2i3$l.n7$.d2?417?;:32;(;?@%/?117?5; f;‘li . B ock 1
157.55.39.90  |Wnited Sates |147.237.77.216|dover. i df. il mir;fb_‘fﬁd lop rz'ﬁ:)'rlz\ffje\ﬁng“acse;s on Bl ock 1
83.200.230.90 [France 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
66.249.78.173 [Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
217.115.10. 134 |Ger many 147.237.77. 216 |dover . i df .i | LR 1 fhove Roor Dreatory /] cuery/ query- 1 4. 2. rin | Bl ock 1
2.54.169. 38 I'srael 147.237.72. 166 |aka. i df . i | ?‘r"otn']pz'.es :”'lé‘é“_ ‘;tgh/ Hal fwi dth hi code Encoding on LR Paranet er (+) B ock 1
107.178.194.79 |Uhited Sates [147.237.77. 216 [dover. i df .i e 1) 1155, 2461 el dover. aue Bl ock 1
84.109.73.249 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66. 249. 66. 64 | srael 147.237.77. 170 |maar achot . i df . i | |Unhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 0/ 107780. pdf Bl ock 1
194. 90. 66. 9 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
80.246.130.93 |[Israel 147.237.77. 216 |dover.i df .i | Distributed Wauthori zed UR. Access on www i df . il /anan B ock 1
46.19. 86. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
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