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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3028

66. 102. 9. 21 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1

198. 20. 70. 114 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Wdp All Nets drop 1
77.125.132. 249 I srael 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1

5. 189. 146. 119 Cer many 147.237.76. 38 eeneitav.idf.il |Bock Wdp All Nets drop 1

180. 97. 106. 37 Chi na 147.237. 76. 198 e.yohalan.idf.il |Bock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
198. 20. 69. 74 Lhited Sates 147. 237. 76. 196 e.sviva.idf.il |[13840: TLS enSSL Heartbeat Packet B ock 1
79.177.131. 241 I srael 147.237.72. 166 aka.idf.il Q008: HTTP. Xenu User Agent B ock 1
123.126. 113. 160 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
66. 249. 69. 76 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
183. 82. 106. 200 |147.237. 76. 201 |India e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
120. 125. 82. 194 |147.237.77. 74 |Tai van lawidf.il ET SCAN NVAP -sS wi ndow 3072 1
120. 125. 82. 194 |147.237.77. 74 [Tai wan lawidf.il ET SCAN NVAP -f -sS 1
84.111. 33. 46 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 180. 114. 67 |147. 237. 72. 166 |Pol and akaidf.il ET SCAN NVAP -sS wi ndow 2048 1
82.145.33.11 147.237.77.61 |[Wnited Ki ngdom |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 74 147.237.76. 196 |Lnited Sates esvivaidf.il ET DRCP Dshiel d B ock Listed Source 1
79.178.58.52 147.237.77. 216 [I srael dover.idf.il portscan: TGP D stributed Portscan 1
194.28.112.12 |147.237.77.233 2’:" dova, Republicl o i il ET SCAN Potential SSH Scan 1
185.130. 5. 234  |147.237. 76. 147 chinuch. aka.idf .il|ET SCAN Potential SSH Scan 1
37.143.82.50 147. 237. 76. 202 [Net her | ands e halag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
183. 82. 106. 200 [147.237.76. 201 |Indi a eatal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
5.29.129. 159 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
173. 255. 112. 188|147. 237. 77. 178 |Uhited Sates emtpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
120. 125. 82. 194 (147.237.77.74 |Taiwan lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
109. 253. 141. 22 |147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
199. 180. 114. 67 |147.237. 72. 166 |Pol and aka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
84.109. 136.59  [147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
199. 180. 114. 67 |147.237. 72. 166 [Pol and aka.idf.il ET SCAN NVAP -f -sS 1
80.230. 69. 121  |147.237.72. 166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
66.249. 78.165  |147.237.72. 166 | ted Sates akaidf.il SERVER APACHE Apache mod_ss| non-SSL. connection to SS. port 1
deni al of service attenpt
185.130. 5. 234  |147. 237. 76. 196 esvivaidf.il ET SCAN Potential SSH Scan 1
46.19. 85. 87 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
185.130. 5. 234 |147.237.8. 14 eorchot.idf.il |ET SCAN Potential SSH Scan 1
37.143.82.50 147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

count ry Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i ssi
79.179.55. 205 |Israel 147.237.0.34 |tikshwv.idf.il 9 =g Invalid segnent retransmssion. drop 42
Ret r ansni ssi on Packet dr opped.
54.244.22.103 |[lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 33
Sreanming Engine: TCP Invalid i i ssi
5.22.135.93  |israel 147.237. 77. 243 |robi l e i df . i | 9 =g Invalid segnent retransmssion. drop 30
Ret ransni ssi on Packet dr opped.
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
54.244.22.103 |Wited Sates |147.237.77.233|atal.idf.il drop First packet isn't SWN drop 30
46. 19. 85. 207 | srael 147.237.72. 167 |ishurimaka.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 21
s SWNretransnmit wth different .
77.125. 132. 249 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 18
46.19. 85. 81 I srael 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
212.76.127.10 |[Israel 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 12
46.19.85.123 |[Israel 147. 237.77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 11
37.26. 149. 229 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 10
2.54.146.159 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
80. 215. 160. 137 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
31.168.137.30 |lsrael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
212.76.127. 44 |lsrael 147.237.77. 233 |atal .idf il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
Sreamng Engine: TCP Invalid i i ssi
46.121.123.18 [israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Inval i d segnent retransnission. drop 8
Ret r ansni ssi on Packet dr opped.
79. 177. 150. 152 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
. . SYNHAK retransmit with different .
31.168.137.30 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence i ndow scal e noni t or 8
68.180.229.94 |lhited Sates |147.237.0.15 [kosher-kravi.idf.illdr op SAMrul e drop
212.179. 90. 106 [l srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
85. 130. 203. 147 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
5.102.247.238 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransnssion. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
79.179.204. 28 |l srael 147.237.72.166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.211 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
185. 13. 192. 110 (I srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 6
212.76.127. 111 [l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
46.19. 85. 81 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
84.111.0.205 |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 6
46.19.85.249  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 68 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
79.179.204. 28 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACGK nunber noni t or 6
46.19.85.211  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.255 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
66.249.78.5  |Wited Sates [147.237.0.19 |madi matal .idf. il 9 =9 nval i d segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
149. 78.26. 235 |Israel 147.237.76. 200 |ei tan. aka. i of .| 9 =g nvalid segnent retransnssion. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 85 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
109. 253. 158. 39 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
. . SYNretransnmit wth different .
176.13. 8. 145 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 6
46.19.85.255 |[lIsrael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79. 177. 160. 165 |I srael 147.237. 72. 166 |aka. i df . 9 =g nvalid segnent retransnssion drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.168  [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 6
2.52.8.168 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19. 85. 85 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
185. 13. 192. 110 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 147 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.249 |[Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
R SYNHAXK retransmit with different .
212.179. 90. 106 [l srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence vi ndow scal roni t or 6
46.19.85.168 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TQP Invalid i i ssi
77.125.164.8 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count

109. 67. 112. 50 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) Bl ock 481
109. 67.112. 50 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 236
82.102. 169. 113 [I srael 147.237.0.19 [madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 151
79. 180. 163. 232 |l srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 148
46.19.86.135 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 131
82.102. 169. 113 [l srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 123
185. 3. 147. 190 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 107
109. 66. 113. 93 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 43
79.179.110.94 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 43
46. 19. 85. 10 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 42
185. 3. 147. 190 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 34
46.19.86.240 |Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 31
109. 67. 112. 50 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (403) Bl ock 20
2.52.166.124 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
93.172.141. 131 [l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 17
5.22.135.93 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 5
5.102. 247. 238 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL fromb5. 102. 247. 238 B ock 5
84.229.152.98 |[Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.2.108 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
82.102. 169. 113 |I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 3
176.13.3.18 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 3
50. 243. 254. 210 |Lhited Sates|147.237.77. 216 |dover.i df . il Paraneter Type Mol ation SearchText in wwwidf.il/1065-en/ dover.aspx |B ock 3
109. 253. 147. 61 |I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
37.26.148.225 |[Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 3
185. 3. 147. 190 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (403) Bl ock 3
50. 243. 254, 210 [Lhited Sates|147. 237. 77. 176 |nat pash. i df . i | Parameter Type Molation lang i n v cogat . i df.il/1038-en/cogat.aspx |B ock 3
109. 253. 207. 90 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 64. 13. 229 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54.57.87 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
79.178.11. 137 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
50. 243. 254. 210 |Lhited Sates|147.237.77. 216 |dover.i df . il Paraneter Type Mol ation tab in v idf.il/1065-en/ dover. aspx Bl ock 2
2.54.145.210 |[lIsrael 147.237.77.243|nobi | e.i df . i | Dstributed Whauthori zed LRL Access on mobi | e. i df . il/nekudot/i ndex B ock 2
149. 88. 82. 120 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.52.7.228 | srael 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 2
79.182.49.127 |[lIsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 2
178.95.152. 246 |kraine  |147.237. 72. 166 |aka. i df . | Dstr) buted thauthorl zed (R :Cslcie:;geosr} body/  mages! i .| pg Bock |2
2.54.146.159 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
84. 228. 220. 221 |l sr ael 147.237.72. 166 |aka. i df . i | m”;?:ri' dzfé‘?lﬁ‘m ?;e;jsltu‘; dat euser det i | 5. asp B ock 2
37.238.112.18 |lraq 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/894-ar Bl ock 2
46.19.85.148 |[lIsrael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None

Unknown Par arret er
77.126.22.24  |lsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 42%$ct | 03%ct | 03%ddl Quest i on [None 1

in wwy aka.idf.il/nain/giyus/questionnaire.aspx
66.249.78. 45 Israel 147.237.77. 226 mfhan&t 7kl muigggafiéagigﬁ??ﬁ tteorrpl at es/ honepage/ honepage. aspx Bl ock !
5.102.247.238 |Israel 147.237.72. 166 |aka. i df . i | :)L'rigeil/ i?ta;eﬁdsngggg‘:lzgg;ckﬁ f/ i kapat 2/ res B ock 1
84.108.7.113 |Israel 147. 237.72. 166 |aka. i df . i | chaut hor| zed Iﬁﬁ?ﬁﬁn};ymd ect quest  onnai 16, aspx Bock |1
212.143. 38. 222 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
50. 243. 254. 210 |Lhited Sates|147.237. 77. 216 |dover.i df . i | Par anet er Type M ol ati on PageNumin waw i df . i |/ 1065- en/ dover . aspx B ock 1
109. 64. 11. 146 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.0.238 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
79.182.236. 63 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
194.150. 168. 95 |Germany  |147.237. 77. 216 |dover. i df . i | D stri bt oc gsgggzgfﬁeﬁvicffssp;n Hock |1
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