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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3035
109. 67. 165. 217 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 3
14.105. 246. 213 Chi na 147.237. 76. 147 chinuch.aka.idf.il |B ock Udp All Nets drop 2
212.179. 54. 237 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 2

115. 239. 228. 10 Chi na 147.237.76. 38 eeneitav.idf.il JLM Under _Attack Con Htp drop 1

81. 218. 56. 125 | srael 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 1

185. 56. 28. 67 Net her | ands 147.237. 76. 86 navy.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

84. 95. 200. 200 I srael 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

|Signature

66. 249. 78. 60 147.237.77.233 |wited Sates atal.idf.il ET SCAN NVAP -sA (2) 778
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 78. 96 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
84.228. 57. 241 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
80. 82. 64. 68 147.237.77.170  |Netherl ands naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
223.4.174. 30 147.237.76. 147  |China chi nuch. aka. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
2.52.5. 165 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
218.246. 0. 97 147.237.76.30  |China hi nush. i df .i 1 ET SCAN NVAP -sS w ndow 1024 1
201.201.110.218 |147.237.72.166 |Qsta Rca aka.idf.il portscan: TCP DO stributed Portscan 1
193.105. 134. 220 |147.237.0.16 Sweden ny- kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 159. 147. 159 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
87. 69. 206. 136 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
80.108. 21. 7 147.237.77.216 |Austria dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 204 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
223.4.174. 30 147. 237.76. 44 Chi na e.refuahidf.il ET SCAN Potential WNC Scan 5900- 5920 1
213. 8. 204. 50 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
128.199. 188. 22 147.237.77.216 |9 ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
93.172. 144. 196 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry ‘Target Address [Ste Signature
66.249.93. 123 |lhited Sates 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 653
66.249.93. 123 |[lhited Sates 147.237.77. 233 |atal .idf.il drop drop 364
66.249.93. 123 |[Lhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 145
66.249. 93. 123 |lhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 144
66.249.93.67 |lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 117
66.249. 93.127 |wnited Sates 147.237.77. 233 |atal .idf.il dr op First packet isn't SWN drop 77
66.249.93. 127 |Wnited Sates 147.237.77. 233 |atal .idf.il drop drop 59
66.249.93. 123 |Wnited Sates 147.237.77. 233 |atal i df .i| drop Lexpect e gf;;cié\' packet -4 op 40
66.249.93.67 |Lhited Sates 147.237.77. 233 [atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 37
66.249.93.67 |Uited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 36
66.249.93.67 |[Lnited Sates 147.237.77. 233 |atal .idf.il dr op drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
31. 25. 78. 49 gﬁiig;m Territoryly 47. 237. 77. 176 |ratpash.icf.il ~ |drop Frst packet isn't SWN drop 28
85. 130. 196. 121 |I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 27
85. 130. 196. 121 |l srael 147.237. 77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
85. 130. 196. 121 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
2.54.166.153 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
66.249.93. 127 |United Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 21
66.249. 93. 127 |[lnited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni tor |21
46.117. 175. 126 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
66.249.93.67 |wited Qates 147.237.77. 233 |atal i df i drop %ngcésg sfsttactsgy packet -4 op 18
176.13.1.39  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdroit’rsac”;'zt wth different moni tor |17
176.13.13.225 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mdﬁrsa:;me” wth different moni tor |16
46. 19. 86. 39 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (14
46.19.85.183 |Israel 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 14
46.19.86.166 |[lsrael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d ACK nunber noni t or 14
66. 249. 93. 67 | srael 147.237.77.233 |atal .idf.il drop First packet isn't SYN drop 13
109. 160. 160. 28 |1 srael 147.237.72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 13
68. 180. 230. 244 |Lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 13
109. 160. 160. 28 |I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence ﬁﬁﬁ;ﬁ;ﬁ?{;gth moni tor (13
79. 176. 129. 148 || srael 147.237.72. 166 |aka. i df . Stream ng Engl ne: TCP Invalidinvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
66.249. 93. 123 |l srael 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 11
184.6.137. 145 |Lhited Sates 147.237. 77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 11
66.249. 93. 123 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |11
213.8.204.5 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (10
66.249. 93. 123 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 10
79.182.162.69 |Isral 147. 237. 72. 166 |aka. i of . i Streanng Bngi ne: TCP Inval i djinvalid segnent retransmssion. [, 9
Ret r ansni ssi on Packet dr opped.

66.249. 93. 127 |l srael 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 8
213.8.204.5 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 8
149.78.154. 69 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
185.3.144.84 |lsrael 147. 237.77. 216 |dover. i df . i Bad TCP sequence Invalid sequence nunber noni t or 8
94. 159. 147. 232 || srael 147.237. 77. 216 |dover.idf i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
68.180.229.94 |[Lhited Sates 147.237.0.15  |kosher-kravi.idf.illdr op SAMrule drop 7
46.19.85.119  |[Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |7
94. 159. 147. 232 |I srael 147. 237. 77. 216 |dover.i df . i Bad TCP sequence ﬂe}ﬁtrs\;;ﬂfl?&gth moni tor |7
46. 19. 85. 86 I srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence noni t or 7
46. 19. 86. 86 | srael 147.237. 77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 7
5.102. 254.175 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
46. 19. 85. 86 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
130.103.37. 16 |Russien Federation |147.237.0.34 |tikshwicr.il | €amng Engine: TGP Invalidiinvalid segnent retransnission drop 6

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84.108.235.32 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 118
2.52.6.89 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 100
2.54.1.153 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 81
79.183.204.72 |lsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 72
2.54. 55,110 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 68
185. 32. 179. 166 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 57
84.108.235.32 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 54
46.19. 86. 101 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 43
2.54.1.153 I srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from2.54.1.153  |B ock 39
168. 235. 207. 191 |Uhited Sates [147. 237. 77. 216 |dover.i df . i | D stributed Too Many of the Sane Response Code (404) B ock 22
31.168. 101. 163 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 31.168. 101. 163 B ock 9
46.19. 86. 86 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
217.132.115.55 |lsrael 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) B ock 7
2.52.34.141 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
2.52.167. 233 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
213.133.133.76 E?i;;gom 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 6
109. 253. 132. 53 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
109. 253. 128. 117|I srael 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot /i ndex B ock 5
46.19. 86. 184 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
2.54.185. 239 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.54.55. 110 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too My of the Sane Response Code (404) B ock 4
149.88.91. 157 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 149. 88. 91. 157 B ock 4
93.172.238.192 |l srael 147.237.72. 166 |aka. i df . il m“;k*;‘”, 'dfeld | ,'\'::,- ?gaﬁ \,f. z:,\payg i p. aspx Bl ock 4
77.125.15.153 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
109. 67. 167. 226 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
31.168.101. 163 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/ U B ock 3
85.64.179.132 |[Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod Bl ock 3
2.52.6.89 I srael 147.237.0.19 |nmadi matal . idf.il|Suspicious Response Code B ock 3
77.127.151. 203 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 134. 210|I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
109. 253. 134. 2101 sr ael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“ltgci’réle?? , Cu;eggrcﬁim;es” <t chi | ddocument &/ 1071 Bock |3
87.69. 247. 42 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs oS At ack None
212.179. 223. 222|I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR B ock

Unaut hori zed URL Access to
s fiwwt  fen oo elaran o i1 [P st 1 o 0L it e o |,

w
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 66. 249, 78. 159 B ock 2
46.19.86.17  |israel 147.237. 7. 243|nwbi l e idf 1 [aghorized t’;‘eggfﬁimziesn <t ehi | ddocumnt </ 1152 Bock |2
85.64.179.132 |[lIsrael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to vww anan. idf.il/sip_storagel/files/3/ Bl ock 2
2.52.6.89 I srael 147.237.0.19 |madimatal .idf.il|Untraceabl e SSL Sessions: (pen Mbde None 2
46. 19. 85. 27 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185.32.179. 171 |Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
46.19. 85. 215 I srael 147.237.77. 216 |dover.idf .i | Unknown HTTP Request Method . aspx?& =he&f =11338d=23119 in URL B ock 1
79.180.52.166 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
210.172. 183. 48 |Japan 147.237.77. 170 |n@arachot . i df . i | |Unaut horized ULRL Access to naarachot . i df . il /wor dpress/ wp-adm n/ B ock 1
46.19. 85. 23 I srael 147.237.77. 216 |dover.idf .i | Ostributed Abnornal |y Long Request B ock 1
94.249.68.87  |Jordan 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waw idf.il/894-ar B ock 1
66.249.78.173 |Israel 147.237.77. 216 |dover . i df . i | Eﬂ;\:r Lfb.“itle/d atil'?/“i gigrisgaﬁwpfgssjs ;" Bock |1
46.121.74. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
85.64.179.132 |Israel 147.237.72. 156 |anan. i df . i | Mil tipl e Uhaut horized URL Access from 85. 64. 179. 132 B ock
2.54.52.92 I srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to waw | ogi stics.atal .idf.il/sizel00x0/si p_storage |B ock 1
80.82.64.68  |Netherlands |147.237.76.147 |chi nuch. aka. i df . | ;hag:;:]o;;/zsg ;gl‘efgfjwti%_sal ' mal akhras. bt Bock |1
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