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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3018
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2688
66. 249. 78. 160 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 694
86. 122. 55. 56 Ronani a 147.237.76. 200 eitan.aka. idf.il |B ock Wdp All Nets drop 1
109. 225. 17. 245 Russi an Federation 147.237.76. 196 esvivaidf.il [Bock Wdp All Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 34 yohalan.idf.il |B ock Np Al Net drop 1

86. 122. 55. 56 Rormani a 147.237.76. 198 e.yohal an.idf.il |B ock Udp All Nets drop 1
109. 225. 17. 245 Russi an Federation 147.237.76. 197 e hinush.idf.il |Bock Wp All Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Udp All Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.76.176 test.ncore.idf.i|B ock Np Al Net drop 1

86. 122. 55. 56 Ronani a 147.237. 76. 199 e.nakchal .idf.il |B ock_Wdp All Nets drop 1
109. 225. 17. 245 Russi an Federation 147.237. 76. 198 e.yohal an.idf.il |B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action |Oount |
89. 132. 195. 59 Hungary 147.237.77.216 |dover.idf.il|008: HITP: Xenu User Agent B ock 2
46.105. 17. 34 France 147.237.72.166 |aka.idf.il |Q25: HITP. access to adninistrator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
164.39.11.198 |(147.237.72.14 LK?i;;gom dover.idf.il(old) [ET SCAN NVAP -sS wi ndow 1024 1
79.183.2.72 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
77.126.96. 160 |[147.237.72. 166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
59.45.79.117 |147.237.77. 176 |Chi na mat pash. i df .i ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.105.17.34  |147. 237.72. 166 |France aka.idf.il SERVER- WEBAPP admi n. php access 1
5.102.214.229 (147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
182, 180, 154. 65 1147 237 0.33  |Paki stan il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82. 80. 230. 203 [147. 237. 72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
77.127.134. 198 (147. 237. 72. 166 || srael akaidf.il portscan: TCQP D stributed Portscan 1
59.45.79.117  [147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  [147.237.76. 176 [Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117  [147.237.76.39 [China nobi l e.nei tav.idf.i|ET SCAN Potential SSH Scan 1
37.142. 206. 199 |147. 237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
218.246.0.97 |147.237.76.34 |hina yohal an.idf . il ET SCAN NVAP -sS w ndow 1024 1
192. 116. 94. 110 [147. 237. 72. 166 || srael akaidf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
64.233.172.198 |Wited Sates [147.237.77.176|matpash.idf.il |dr op Frst packet isn't SN drop 188
141. 0. 15. 36 Eur ope 147.237.0.34 |[tikshw.idf.il |drop First packet isn't SYN drop 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
79.182.179.120 |israel 147.237.77. 233 |atal .idf. il Bad TCP sequence i;;e”ansm't with different wndow |oovor |27
2.52.6.89 | srael 147.237.0.19 |nadimatal.idf.i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 27
107.167. 112. 230|UWhited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
107.167.106. 28 |Lnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
107. 167. 108. 101 |Wited Sates [147.237.77.176 |matpash.icf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 19
107.167. 108. 101|Whited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
66.249.93.127 |Lhited Sates [147.237.77.233atal.idf.il drop drop 14
122.173.57.117 |india 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 13
reaming BEngine: TCP Invali i i ssi
79.176.57.66 | srael 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid invalid segnent retransmissi on. drop 12
Ret ransmi ssi on Packet dropped.
66.249.93.123 |lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SYN drop 11
79.182.122.12 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 10
66.249.93.123 |lLhited Sates [147.237.77.233atal.idf.il drop drop 10
Sreaning Engine: TGP Invalid ' i ssi
79.181.30.204 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransnssion drop 9
Ret r ansni ssi on Packet dropped.
66.249.93.123 |lWited Sates [147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
Sreaning Engine: TGP Invalid i i ssi
79.183.52.79  |israel 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.46.44.231  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 207. 2271 sr ael 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
66.249.93.123 |lWited Sates [147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber alert 9
109. 253. 206. 192! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 8
185. 3. 147.99 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber noni t or 8
64.233.172.214 |lhited Sates |147.237.77.176|mtpash.idf.il |drop First packet ismt SN drop 8
109. 253. 206. 192! srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber noni t or 8
113.10.189.38 |Hong Kong [147.237.77.176 |matpash.idf.il |Bad TCP sequence Ssz;;e”ans”“ wth different wndow | oo |7
201. 201. 110. 218|Qsta Rca 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 7
. . SYNPAXK retransmt with different .
37.26.148.136 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 7
Sreaming Engine: TGP Invalid i i ssi
79.176. 130. 251 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52.36. 238 I'srael 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
66. 249. 93. 67 Uited Sates [147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TCP Invalid i i SSi
46.19.86.145  |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
195.110.40.7  [israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 19 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence Inval i d ACK nunber aert 6
64.233.172.206 |Lhited States [147.237.77.176|natpash.idf.il |dr op First packet isn't SYN drop 6
149. 88. 123. 159 |l srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
66. 249. 93. 67 Lhited Sates |147.237.77.233atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
80.178. 8. 244 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
79.182. 194. 156 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 19 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber rmoni t or
2.54.171. 95 I srael 147. 237. 72. 166 |aka.i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect
84.229.192.70 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert
: s Unexpect ed post SYN packet - RST
66. 249. 93. 67 Wited Sates [147.237.77.233|atal.idf.il drop or SVN expect ed drop 6
84.229.192.70 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 118 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TCP Invalid ' i ssi
109. 66.116. 67 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
77.125.91.69  |Israel 147.237. 72. 156 |anan. i of i Bad TCP sequence SAK retransmt with different oo o
w ndow scal e
2.52.6.89 I srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or
2.52.6.89 I srael 147.237.0.19 |nadimatal .idf.i|Bad TCP sequence Invalid sequence nunber noni t or
80. 246. 137.89 |Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5




01-25-2016-17:04:07 to 01-25-2016-18:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 200. 77 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 333
212.179.21. 194 |israel 147.237.72.167 |i shuri maka. i df . i Egl'ﬁg 201 tlgi Sane Response (bde (404) in Session from B ock 135
109. 253. 200. 77 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 107
109. 253. 200. 77 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 90
2.54.41.172 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 52
2.54.137.231 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 45
46. 19. 86. 246 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
109. 253. 223. 238]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 32
2.54.137. 231 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 29
2.52.6.89 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
89. 248.110. 167 [Spain 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 89. 248. 110. 167 B ock 10
203.196.19.14 [Japan 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from 203. 196. 19. 14 B ock 5
188. 120. 132. 57 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwu aka. i df.i|/nai n/ gi yus/ general . aspx  |B ock 4
2.54.184. 68 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54. 4. 145 I srael 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex B ock 3
46.19. 86. 101 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.110.209.70 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.139. 164 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46.105. 17. 34 France 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 2
109. 66. 188. 26 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142.68.107 |[Israel 147.237.77.233|atal .idf.il PHP Attenpt Bl ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed UR. Access from 66.249. 78. 159 B ock 2
31.168.67.217 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
204.13.201. 138 |United Sates |147.237. 77. 216 [dover. i df .i | e 1) 1155, 2461 el dover. aue Bock |2
37.142.68.107 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/xnhrpc. php B ock
2.52.2.237 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
Dstributed Paraneter Type Mol ati on on
80. 246. 130. 103 |l srael 147.237.76.42 |refuah.idf.il wan refua. atal . i df.il/1518-hel ref uah. aspx par anet er B ock 2
ct | 00$Cont ent Pl aceHol der 1$t xt Last Nane
109.64.42.33  |israel 147.237.76.42 |refuah.idf.il ﬁrwafg o 3219.?,1 d‘f"‘ﬁi/‘igl‘;'hmr:j“;picem der 1R xtEai | in Bl ock 2
109. 253. 131. 132]I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
84.111.106. 116 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
107.178.194.87 |Uited Sates [147.237.77.216 |dover.idf.il D stri butec lﬂ":;f;gzgi_eﬂeﬁvﬁff;p;” Bock |2
46.105. 17. 34 France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from46. 105. 17. 34 B ock 2
79.180.60.101 |Israel 147.237.77. 216 |dover. i df . i | g's;i (frl])e Untraceabl e S Sessions from79. 180. 60. 101 (Uhknown SS None 2
66.249.78.173 [Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
185. 104. 120. 4 147. 237.77. 216 |dover . i df . i | D stri bt oc ggfggggéﬂeﬁgcfjp;n Bock |1
37.26.149.203 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.61.181 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
84.111.106. 116 |lsrael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Uhaut hori zed URL Access from 84.111.106. 116 B ock 1
46.120.98.156 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
169. 229. 3. 91 Lhited Sates [147.237.76.86 |navy.idf.il Il1egal Byte Gode Character in URL B ock 1
79.183.111. 222 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
209. 67.188. 9 Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e signatures from209.67.188.9 B ock 1
46.19. 86. 224 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
40.77. 167. 45 Uhited Sates |147.237.77.233|atal .idf.il D stributed Wauthori zed URL Access on 147. 237.77. 233/ robot s. t xt Bl ock 1
107.178.194.87 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri uted l?:;f:gg;g?ﬂeﬁvﬁc_ispﬁn Bock |1
77.247.181.165 [Netherlands |147.237.77.216 |dover. i df .| D stri bt oc ggfggzgfﬁeﬁgcfjp;n Bock |1
193.34.57.101 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
169. 229. 3. 91 Lhited Sates |147.237.76.200(|ei tan. aka.idf.il |Miltiple Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
85. 65. 186. 159 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
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