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01-25-2016-16:04:04 to 01-25-2016-17:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3032

80. 246. 136. 151 | srael 147.237.0.19 nadimatal .idf.il |Anonal y-TLS renegotiation-di dest - r eset 95
81.218. 241. 26 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 88

99. 243. 124. 184 Canada 147.237.76. 86 navy.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1




01-25-2016-16:04:04 to 01-25-2016-17:04:04

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
37.142.68. 86 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220 147.237. 8. 24 Sweden elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 133. 154 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 180. 14. 200 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 98 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
5.102. 220. 34 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.76.100. 8 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220 147.237.76. 30 Sweden hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
85. 250. 38. 121 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 240. 213. 93 147.237.0. 19 Lhited Sates medi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1




01-25-2016-16:04:04 to 01-25-2016-17:04:04

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 70
R SWNretransnit wth different .
46.120.168.43 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
212.235. 80. 238 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |30
) T ) T T q w ndow scal e
79.180.14.200 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SNretransmt with different oo |20
W ndow scal e
46.19. 86. 163 I srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Inval id AGK nunber moni tor |20
R SYNretransmt wth different .
31.168.69.168 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 18
Sreaning BEngine: TQP Invalid i i SSi
176.13.16.196 |l srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. |, 16
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 139. 173|i srael 147. 237. 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 15
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
46.19.85.125  [Israel 147. 237.77. 243 |nobi l e. i f . | 9 =g Inval id segnent retransmssion. |, . 15
Ret r ansmi ssi on Packet dr opped.
2.54.175. 219 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 14
46. 19. 85. 215 | srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Invalid ACK nunber noni t or 13
46.19. 86. 186 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 13
109. 253. 217. 135|I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |13
109. 253. 217. 135]I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert 12
Sreanming Engine: TCP Invalid i i ssi
2.54.0. 205 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
85. 130. 203. 147 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |12
79.179.117. 111 |Israel 147.237.72. 166 |aka. i df . i | drop First packet isn't SN drop 12
2.52.163. 189 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.54.175. 219 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
2.54.175. 219 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
2.54.175.219 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 10
e SYNretransmt wth different .
89.138.91.112 |Israel 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 10
2.52.163. 189 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 9
2.52.163. 189 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |9
85. 130. 203. 147 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
2.52.163. 189 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 9
Sreanming Engine: TCP Invalid i i ssi
207.232.27.5  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 9
Ret ransmi ssi on Packet dr opped.
79.179.212.2 | srael 147.237.72. 167 |i shurimaka. i df . i |dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
109. 253. 216. 81 |Israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 9
Ret r ansmi ssi on Packet dr opped.
2.52.163. 189 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
217.132.30.179 |[Israel 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 8
81.218.241.26 |lsrael 147.237. 72. 156 |anan. i df . i drop First packet isn't SYN drop 8
79.177.118.77 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2.54.175. 219 I srael 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
o SYNretransmt wth different .
212.179.21.194 |Israel 147.237.76.202|e.halag.idf.il |Bad TCP sequence vi ndow scal e monitor |8
46. 19. 86. 39 I srael 147.237.72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber monitor |7
. . SYNWtAXK retransmt with .
217.132.30.179 |[Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence different vi ndow scal e monitor |7
46.19.85.71 I srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransmt with different —pnivor |7
W ndow scal e
85. 65.194. 115 |l srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or
109. 253. 206. 192]I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
109. 186. 155. 37 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt with different —opvor |7
w ndow scal e
85. 130. 203. 147 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 7
83. 244. 55. 90 g";'cis;i'géa” Territoryl147. 237. 77. 176 [natpash.icf.il - |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |monitor |7
Sreamng Engine: TCP Invalid i i ssi
31.210. 180. 132 [ srael 147. 237.72. 166 |aka. i f .11 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
176.13.15.178 | srael 147.237.77. 243 |robi l e, i of . i1 g =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
62. 219. 145, 243 I srael 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 66.33.231 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
5.102.254. 164 |Israel 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber monitor |6
188. 120. 148. 253]I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
2.54.39.113 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 567
2.54.39.113 I srael 147.237.0.19 |nadimatal.idf.il|Too Many of the Same Response Code (403) in Session from2. 54.39.113 |B ock 186
80. 246. 136. 151 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 127
46. 19. 85. 24 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 113
2.54.39.113 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 110
109. 64. 2. 50 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
109. 253. 213. 12 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 104
80. 246. 136. 151 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 91
2.54.39.113 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 83
109. 64. 2. 50 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 81
109. 253. 213. 12 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 66
46.19. 86. 248 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 63
46. 19. 85. 24 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 55
93.172.141. 131 |[Israel 147.237.0.34 |tikshuv.idf.il D stributed Too Miny of the Same Response Code (404) B ock 44
79.182.221.190 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 43
109. 186.20.24  |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 31
82.166.171. 217 |[Israel 147.237.0.34 |tikshuv.idf.il D stributed Too Miny of the Same Response Code (404) B ock 29
46.19. 85. 99 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 23
176. 13. 18. 80 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 18
46.116. 203. 106 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 17
109. 253. 216. 81 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 11
109. 253. 213. 12 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 10
46.19. 85. 24 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 9
46.19. 86. 248 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 46. 19. 86. 248 B ock 9
109. 64. 2. 50 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 8
84.108. 166. 254 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 8
109.253.138.8 [Israel 147.237.77. 243 |nobi | e. i df . i | :3[)??? o T?’f’/esgcﬁ'af‘f Lﬁgngi‘éz‘:xfgd tn Bock |8
176.13. 5. 253 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 6
109. 253. 139. 173]I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 5
188.112. 155. 171|Latvia 147.237.77.216|dover . i df .i | Dstributed I11egal Byte Gode Character in Header Nane Bl ock 4
188. 112. 155. 171|Latvia 147.237.77. 216 |dover. i df . i | Distributed Ml fornmed UR Bl ock 4
188. 112. 155. 171 |Latvia 147.237.77.216|dover.i df .i | D stributed Unknown HTTP Request Met hod B ock 4
176.13.16.196 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 4
188. 112. 155. 171|Latvia 147.237.77.216|dover. i df .i | D stributed Aobnornal |y Long Request B ock 4
84.94.49.204  |Israel 147.237.76.42 |refuah.idf.il ma?g 5; aTty;e_ i\Adf(’_' ialt /' fgl;tr']g)rs?u”;hé'zszxaceml der 13t xt Last Narre i n B ock 3
176.13.8.71 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
46.19. 85. 125 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 3
46.19. 86. 246 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
85. 250. 246. 249 |l srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
37.26.146.202 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
93.172.174.101 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 4 B ock 3
46. 19. 86. 120 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
Unaut hori zed URL Access to
213.151.48.174 |[Israel 147.237.72. 166 [aka. i df . i | wav aka. i df . i |/ mai n/ gi yus/ &sa=udved=0ahukew i si st n8xkahxi vhakhbr gcbo |B ock 2
gf ggi ma&usg=af gj cnhcvyyg7wlcg- yhd5_ammroyodt wa
2.54.24.174 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
176.13.22. 119 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex Bl ock
2.54.39, 113 I srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;“lt : ?r(;fzﬁj , (L:Jathesgrcyetzs;mtl O e/ 1 st chi | cdocument s/ 1071 Bock |2
208.184. 112. 74 [ 1€ 147.237.77. 216 |dover . i df . i | Dstri buted 1?;;};;;5?&,”:;\/’2???;‘);” Hock |2
46.19. 85. 248 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i[O stributed Unauthorized URL Access on waw chi nuch. aka. i df.il/404.htm [B ock
213.57.187.181 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Unauthorized URL Access on wwu aka. i df il /v tikshuv.idf.il  [B ock
77.127.110. 122 |Israel 147.237.76.42 |refuah.idf.il O stributed PHP A tenpt B ock
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