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Top Attackers

M 167. 114. 156. 16
2.52.34.141
I 77.127.165. 76
37.26.147. 151
M 37. 26. 147. 137
M 37.217.186. 35
I 100. 100. 128. 69
Ml 46. 19. 86. 184
79.182.221. 190
W 178.52. 149. 253




01-25-2016-15:04:00 to 01-25-2016-16:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3019
80. 246. 136. 151 | srael 147.237.0.19 nadimatal .idf.il |Anonal y-TLS renegotiation-di dest - r eset 95
207.232. 36. 181 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 73
213. 151. 37. 196 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 19
79.179. 178. 126 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
79.183. 219. 19 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack drop 2
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
2.54.128. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
109. 228. 127. 20 147. 237.76. 34 yohal an. i of .i | Block Udp All Nets drop 1




01-25-2016-15:04:00 to 01-25-2016-16:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry

|Tar get Address | Site | Sgnature

|Devi ce Action |Count |
83.97.83.125 Shitzerl and 147.237.76. 42 refuah.idf.il |14331: HITP. Suspicious User-Agent (M Session) B ock 2
46.19. 86. 214 I srael 147.237.72.166 |aka.idf.il 13840: TLS (enSSL Heartbeat Packet Bl ock 1
84. 95. 200. 200 I srael 147.237.72.166 |aka.idf.il Q008: HTTP: Xenu User Agent B ock 1




01-25-2016-15:04:00 to 01-25-2016-16:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
82. 205. 37. 170 147.237.77.176  |Palestinian Territory, Qcupied nat pash. i df .i | ET SCAN NVAP -sA (2) 2
84.229. 31. 157 147.237.77.216 |l srael dover . idf il portscan: TCP D stributed Portscan 1
82. 80. 173. 154 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.120.18. 44 147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
31. 44. 140. 138 147.237.77.216 |l srael dover . idf il portscan: TCP D stributed Portscan 1
212.199. 130. 50 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
178. 52. 149. 253 147.237.77.216 |Syrian Arab Republic dover.idf.il portscan: TCP DO stributed Portscan 1
100. 38. 183. 54 147.237.77.216 |lLnited Sates dover . idf il portscan: TCP D stributed Portscan 1
85. 65. 12. 231 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
61. 49. 45. 47 147.237.76. 39 Chi na nobi le.nei tav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.26.148.171 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
218.246. 0. 97 147.237.76. 31 Chi na nakchal . i df. il ET SCAN NVAP -sS wi ndow 1024 1
109. 186. 171. 119  |147.237.72.166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
93.174.93. 181 147.237. 0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

77.127.165.76  |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 174
w ndow scal e

37.217.186.35 |Saudi Arabia 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 110

100. 100. 128. 69 147.237. 72. 167 |i shuri maka. i of . i [dr op First packet isn't SN drop 93

41.33.231. 90 Egypt 147.237.77. 216 |dover.i df i drop SAMrule drop 24

178.52. 149. 253 z:)'u‘g‘rifab 147.237. 77. 216 |dover . i df . i Bad TCP sequence Invalid ACK nunber monitor |22

107.167. 109. 159|United Sates  [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
Sreamng Engine: TP Invalid i i ssi

109. 253. 209, 2051 sr ael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. |, 18
Ret ransn ssi on Packet dropped.

reaming BEngine: TCP Invali i i sSi

176.13.2.255 [ srael 147.237.77. 243 |mobi e iop i1 |7 €AMNg Engine: TP Invalid invalid segnent retransnission drop 18
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi

185.32. 179. 179 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. |, 18
Ret ransn ssi on Packet dr opped.

46. 19. 85. 216 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 18
Sreamng Engine: TCP Invalid ' i ssi

80. 246. 139. 107 |I srael 147. 237.77. 243 |obi l e. i . i 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dr opped.

62. 0. 34. 177 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12

reamn ine: TCP Invali i i Ssi

79.180. 199. 182 |Israel 147. 237 72. 167 | shurimaka i o i || S g Engine P Invalid finvalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

46.19.86.175  |Israel 147. 237. 77. 243 |robi 1 e. i df . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.

46. 19. 85. 52 | srael 147.237.72. 166 |aka.i df il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreamng Engine: TP Invalid i i ssi

79.177.170.91 |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. |, 12
Ret ransnm ssi on Packet dr opped.

Syrian Arab s .

178. 52. 149. 253 Republ i ¢ 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber aert 11

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

46. 19. 85. 189 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i SSi

82. 166. 240. 201 |l srael 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 8
Ret ransnm ssi on Packet dr opped.

62. 0. 200. 108 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 8
Sreanmng Engine: TCP Invalid i i Ssi

84.108. 169. 101 |Israel 147.237.76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssion. drop 8
Ret ransnm ssi on Packet dr opped.

212.179.225.7 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SYN drop

37.46.39. 42 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or

46. 19. 85. 189 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TP Invalid i i ssi

82.80.158.16  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g, 6
Ret ransnm ssi on Packet dr opped.

46. 19. 86. 180 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TP Invalid ' i ssi

93.172.239.2  |israel 147. 237.77. 243 |obi l e. i . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dr opped.

46. 19. 85. 189 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i SSi

207.232.27.5  |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.

2.54.154. 222 I srael 147.237. 72. 166 |aka i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

46.19. 85. 127 I srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber alert 5

2.54.154. 222 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5

46. 19. 85. 127 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 5

2.54.154. 222 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert 5

2.54.154. 222 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5

212.179.73.106 |[lsrael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

2.54.154. 222 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 5

2.54.140. 182 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

149. 78. 248. 129 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4

5.22.131. 108 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Feiled to hand e comnection data  |nenitor |4

2.52.133.215 I srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

5.22.130. 82 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 4

2.52.162. 117 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4

109. 253. 140. 166|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
Sreanming Engine: TCP Invalid i i Ssi

79.182. 107. 166 |Israel 147.237.72. 166 |aka.i df . 9 =g I nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.

85.130.183.22 |[lsrael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TGP Invalid i i sSi

109. 67.30. 170 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.

31.210. 187. 229 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 3




01-25-2016-15:04:00 to 01-25-2016-16:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
2.52.34. 141 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 206
37.26.147.137 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 95
37.26.147.151 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 80
46. 19. 86. 184 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
79.182.221.190 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 56
37.26.147.151 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 47
46. 19. 85. 35 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 37
2.52.34.141 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 30
37.26.147.137 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 22
80. 246. 136. 151 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
109. 253. 221. 43 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
80.179. 141. 237 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 17
149.78.47.212 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 16
149. 78.56. 32 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 16
176.13.20. 102 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 8
109. 253. 200. 24 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
176.13.14.131 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
79.176. 55. 53 I srael 147.237.0.34 |tikshuv.idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 7
80.246.136.12 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
176. 13. 2. 255 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 6
176.13.17. 79 I srael 147.237.77.243|nobi | e.i df . i | Dstributed Whaut hori zed URL Access on nobi | e. i df . il/nekudot /i ndex B ock 5
109. 253. 209. 205|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
185.32.179.179 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
82. 166. 240. 201 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 222. 58 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
149. 78. 184. 181 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 175 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
79.177.170.91  |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 85. 226 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
80. 246. 139. 107 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 86. 204 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46.19.86.2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 66. 188. 26 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
Unhaut hori zed URL Access to
164. 138. 127. 192|l srael 147.237.77.216|dover.i df .i | wawy, i df . i1/1133-21570- he/ i df gdover . aspx&sa=u&ved=0ahukew c6vghhcxka |B ock 2
huj dswkhvyl cvaqf ggi maa&usg=af gj cngkxkpt obpol 8pgxzxft d95ssti i w
46.121.75.0 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df . il/mai n/ sachar/ undefi ned Bl ock 2
37.142.68.107 |Israel 147.237.77. 176 |mat pash. i df .i| |Dstributed P Attenpt B ock 2
192. 117. 186. 240l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . il /nai n/ sachar/ vi ewpaysl i p. aspx |Bl ock 2
62.219. 136. 238 |l srael 147.237.77. 170 |maar achot . i df . i | [haut hori zed URL Access to maarachot.idf.il/pdf/files/ 0/ 112260. pdf B ock 2
46.19. 85. 135 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
213.57.189. 144 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
2.54.22.214 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142.68.107 [Israel 147.237.77. 176 |mat pash. i df . i| |Ostributed Unauthorized URL Access on wmn cogat . i df.il/xnirpc. php B ock 2
46.120.121. 241 |israel 147.237.76.42 |refuah.idf.il  |oromer vbe M olat fglg_tég’r?ﬁ;;”;sixacem' der 13t xt Last hare i n Bock |2
109. 66. 153. 12 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
Unknown Par arret er
213.57.223. 254 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 39$ct | 01$ct | 03%$r adi oQuestion in |None 1
v aka. i df . i |/ nai n/ gi yus/ quest i onnai r e. aspx
2.54.22.214 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
79.178.64.79 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
169. 229. 3. 91 ;h;:ee: 147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Gode Character in Mthod from169. 229, 3. 91 B ock 1
169. 229. 3. 91 g;g: 147.237.0.34 |tikshuv.idf.il |[Mitiplelllegal Byte Code Character in Method from 169.229. 3. 91 B ock 1
37.142.226.110 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
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