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01-25-2016-12:04:07 to 01-25-2016-13:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3061
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 92

130. 75. 174. 172 CGer many 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 6
212.179. 54. 237 I srael 147.237.77. 216 dover. i df.il Block Wdp All Nets drop 3

71. 6. 165. 200 Lhited Sates 147.237.76. 201 e atal.idf.il Bl ock_ Udp Al _Nets drop 1

183. 60. 48. 25 Chi na 147.237.76. 197 e hinush.idf.il |JLM Under Attack Con_Tcp drop 1




01-25-2016-12:04:07 to 01-25-2016-13:04:07

|Top Attackers In IPS|

Attacker Address |Attacker (}Juntry|Target Address |Site |Sgnature
182. 96. 195. 239 [Chi na 147.237.77. 216 |dover . i df . i|9221: HTTP: PUT Method Execution over HTTP/ VébDAV Bl ock 1
84.95.200.200 |lsrael 147.237.77. 216 |dover . i df . i|0008: HTTP: Xenu User Agent B ock 1
172.245.218. 130 |Lhited Sates 147.237.76.86 |navy. i df.il|16798: HITP: QWU Bash HITP Header Renote Code Execution Wul nerability |[B ock 1




01-25-2016-12:04:07 to 01-25-2016-13:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
66. 249. 78. 89 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
194. 114. 146. 227(147. 237. 77. 216 |I srael dover.idf.il SERVER APAO_—E Apache @d_ssl non- SSL connection to 1
S port denial of service attenpt
192, 117. 188. 130|147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
85. 65. 96. 214 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.197.94  |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
46. 45. 137. 67 147. 237. 77. 226 [Tur key waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 1024 1
37.34.90. 94 147.237.77. 216 gcisgiigéa” Territory: | sover i df .| portscan: TGP D stributed Portscan 1
2.52.131. 22 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220|147. 237. 77. 226 |Swneden wan chamat z. aka. i df . il [ET SCAN NVAP -sS w ndow 1024 1
109. 67. 48. 55 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.117.113. 152 |147.237.0.33 |Romani a idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 85 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
5.29. 156. 15 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1




01-25-2016-12:04:07 to 01-25-2016-13:04:07

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147. 237.77. 216 |dover. i of .i drop SAMrul e drop 27
80.246.133.40 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SN retransmt wth different monitor |21
) ) ) ) s ) ) a w ndow scal e
46. 19. 85. 159 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 19
46.19.85.0 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 18
Sreaming Engine: TGP Invalid i i SSi
85. 130. 246. 101 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
217.132.112. 87 [Israel 147.237. 77, 243 |t e i1 | €8N g Engine P Invalid invalid segnent retransnissi on drop 11
Ret r ansn ssi on Packet dr opped.
37.26.148.165 |lsrael 147.237.72. 166 |aka. i df . il dr op SAMrul e drop 10
94.230.86.251 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
212.179. 218. 166/l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
Sreaming Engine: TGP Invalid i i SSi
185.32.179. 163 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreanmng Engine: TCP Invalid i i ssi
109.65.59.94  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g, 6
Ret r ansnm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
46.19.85.0 I'srael 147 237.72. 167 |i shurimaka i i | ' €A NG Engine: TP Invalid  finvalid segnent retransmission. |, 6
Ret ransm ssi on Packet dropped.
Russi an S Streaming Engine: TCP Invalid Invalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 6
reamng BEngine: TCP Invali i i ssi
46.19.86. 8 I srael 147.237.77. 203\ e i 11 | &M NG Bngine: TQP Invalid finvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
176.13.17.84  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. g, 6
Ret r ansm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
31.168.240.83 |Israel 147 237.72. 167 |i shurimaka i i | ' €M NG Engine: TP Invalid  finvalid segnent retransmission. |, 6
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
109.66.36.86  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 6
Ret r ansm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
79.183.163.57 |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
s SWNretransnit wth different :
46.19. 86. 123 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal noni t or 6
109. 64. 144.73 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreanmng Engine: TCP Invalid i i ssi
77.126.11.238  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 216. 75 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
68.180. 229. 239 |Uited Sates  |147. 237. 72. 166 |aka i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dr opped.
176.13.13.213 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber aert 6
Sreanming Engine: TGP Invalid i i ssi
109. 253. 132. 39 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
185. 127. 10. 35 147.237.77. 216 |dover.idf .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 6
46. 19. 86. 180 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
176.13.13.213 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
82. 80. 140. 27 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.26.149.227 |Israel 147.237.77. 216 |dover. i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
199. 244.88.182 |Uhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
46.19.85.3 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.2.18 I srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
192.254.209.21 |Wited Sates  [147.237.77.176 |natpash.idf.il |Bl ock HTTP Non GConpl i ant Fail ed to handl e connection data  |nonitor 5
212.179. 218. 166|l srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 86. 84 I srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 3 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 4
212.179. 218. 166|l srael 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SN drop 4
Sreanmng Engine: TCP Invalid i i ssi
176.13.18.134 |l srael 147. 237, 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansnm ssi on Packet dr opped.
94.230.86.251 |lsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber monitor |4
Sreanming Engine: TAP Invalid i i ssi
176.13.3.246 | srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. |, 4
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 241 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor
Sreanmng Engine: TCP Invalid i i ssi
31.168. 153. 134 | srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
79.178.52.65  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
46.19. 85. 212 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
62.90.234. 117 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
192.114. 23,209 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 122 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 187
46.19. 85. 122 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 132
176. 13. 8. 212 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 94
176.13. 0. 223 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 91
176.13.8. 212 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 37
176. 13. 10. 60 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 28
176.13.13.171  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 24
46. 19. 85. 157 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 21
46.19. 85. 87 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
46. 19. 85. 122 | srael 147.237.0.19 |madimatal .idf.il D stributed Too Many of the Sane Response Code (403) B ock 15
176.13.8.212  [Israel 147.237.0.19 |nadimatal.idf.il I‘;cé.'\gfy&ozfl;he Sane Response Qode (403) in Session from B ock 10
209. 88.173. 130 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/$$$8282$$$ B ock 9
192. 116. 149. 197l srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method CPTI QNS for waw aka. i df .il/ B ock 7
46.19.86.8 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 5
37.26.149.157 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 5
109. 253. 208. 162|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
192. 116. 149. 197|I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/sip_storagel/files/ 8/ B ock 3
194. 114. 146. 227 i srael 147.237.77. 226 :“A:AI' chanat z. aka. i d mué:;;lzfikﬁdﬁcﬁss ;_Ost o sce/ Fil o</ & 2479 pa B ock 3
185. 32.179. 145 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
5.28.185.187  |Israel 147.237.76.42 |refuah.idf.il Paraneter Type Mol et fglg:];?;bd‘;}f’gsixacem derlStxtlasthane in o oo |3
2.54.167.173 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
46.19.85.2 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock
2.54.4.28 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock
37.26.147.231 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | m;}m‘éﬂ ;:Z“f z?”l sz‘ioﬁtfnccess on Bl ock 3
109. 65. 221. 121 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/index |B ock 3
176.13.17.164 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
37.142.222.233 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 37.142. 222. 233 |B ock 2
85. 64. 137. 76 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
176.13.18.203 [l srael 147.237.77. 243 |nobi | €. i df . i | ﬁ;ﬂt:?r;?? ; tz‘eggrcy‘isemgtes/l <t ohi | ddocunent s/ 1071 Bl ock 2
217.132.112.87 [israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
66.249. 78.159 |l srael 147.237.77. 216 |dover.i df .l Uhaut hori zed URL Access to wwwidf.il/error.htm B ock 2
176.13.19. 23 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 132. 39 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
176.13.13.213 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
176.13.17.84 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
176. 13. 8. 156 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
66.249. 78.109 |l srael 147.237.77. 216 |dover.idf . i Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
178.255. 215,87  |France 147.237.77. 216 |dover . i df . i w1 izf?lﬁgpigzsssg-tr?e/kkkkkkk:17a07365kkkkkkk_17a07365 B ock !
37.26.149.171 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.12. 226. 242 Romani a 147.237.77. 216 |dover.i df . il Dstributed PHP Attenpt Bl ock 1
95. 86. 124. 55 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19. 86. 239 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
176.13.10.60 [l srael 147.237.0.19 |nadi matal .idf.il %ﬁg; %‘:'\iAI3lnﬁgﬁnefiém”;§:‘;?;;§;§' derIStxtEntrance in gy oo 1
84.108.217.91 [Israel 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm B ock 1
204.111.62. 193 |Wited Sates |147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il Mal formed URL [[#15]][[#23]] &xaexj a€° xa[ [ #25] | AZA B ock 1
46.19.85.3 I srael 147.237.77.216|dover.idf .l Ilegal HITP \ersion B ock 1
169. 229. 3. 91 Uhited Sates |147.237. 72. 156 [anan. i df . i | Mil tiple Abnormal Iy Long Request from 169.229. 3. 91 B ock 1
79.177.197.71  |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter x in ww aka.idf.il/main/sachar/ payslips. aspx None 1
37.26.148.144 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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