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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3031
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 93
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets dr op 59

168. 235. 197. 216 Lhited Sates 147.237.77.216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
71.6.135. 131 Lhited Sates 147. 237.76. 30 hinush.idf.il |[Block Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker (}Juntry|Target Address |Site |Sgnature
23.239.85.119 [Wited Sates 147.237.77. 216 |dover . i df . i|008: HTTP: Xenu User Agent B ock 1
80.91. 162. 99 kr ai ne 147.237.72. 166 |aka. i df . i | |Cl06: HITP. naj estic bot B ock 1
172.245.218. 130 |Uhited Sates 147.237.77. 216 |dover . i df . i|16798: HITP. QWU Bash HTTP Header Renote Code Execution Wul nerability |Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
82. 205. 9. 67 147.237.77. 176 Pal estinian Territory, Qecupied natpash.idf.il  [ET SCAN NVAP -sA (2) 1
77.126. 90. 253 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 169 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
37.26.147. 195 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
218.246. 0. 97 147.237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.57.224. 248 147.237.77. 216 I srael dover.idf.il portscan: TGP Distributed Portscan 1
199. 203. 215. 1 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.94. 42. 42 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 117 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
46.120. 41. 162 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.142.173.59 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
217.194. 206. 108 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
212.235. 98. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 32. 179. 155 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
168. 235. 197. 216|Whited Sates  |147.237. 77. 216 |dover.idf. il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 100
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
46.19. 86. 56 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 21
Ret ransni ssi on Packet dropped.
194. 90. 176. 233 |l srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 15
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
84. 95. 60. 216 | srael 147.237.77. 243 |nobi | e.i df . i | drop First packet isn't SN drop 10
192.115.21. 116 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |10
46. 19. 85. 216 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
141. 8. 132, 112 gz::;”i o 147.237. 72. 166 |aka. i df . i ;: fzr:s?g sEsr:gcl):e: TP Invalid :;:éi!td ;eggsgg_ retransmssion. g o, 9
77.126.11.238 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
2.52.128. 72 I sr ael 147. 237. 72. 166 |aka. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19.86.17  |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Sweaerel reansm wehdifferent | onitor s
81.218.241.26 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
68.180.229.94 |lWhited Sates 147.237.0.15 |kosher-kravi.idf.illdr op SAMrul e drop
185. 24. 76. 30 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
79.180.138.95 | srael 147.237.77. 233 |atal i df i Bad TCP sequence mdr;,t\,rsaézngt wth different monitor |7
37.26.149.220 | srael 147, 237.76. 200 [ei tan aka i i1 [! €M NG Engine: TP Invalid - invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
62.90.202.185 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
176.13.21.252  |Israel 147, 237. 72. 167 |i shurimaka i o, 11 || S NG Engine: TP Invalid - invalid segnent retransmission. |y 6
Ret r ansni ssi on Packet dr opped.
31.168.203.27 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
185.3.144.110 |l srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor (6
2.52.163.72 | srael 147.237.72. 167 |ishurimaka.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
82. 80. 196. 44 I sr ael 147. 237. 72. 156 [anan. i df . i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
46.19. 86. 74 I srael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
82.80.196.44  [Israel 147. 237. 72. 156 |aman. i df .| Bad TCP sequence mﬁsg rea”S”“ wth different | onitor o
176.13. 3. 135 I sr ael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
62.219. 138. 192 |l srael 147.237.72. 166 |aka. i df .i Streamng Engi ne: TCP Invalid invalid segnent retramsmssion. | 6
Ret r ansni ssi on Packet dr opped.
109. 64. 41. 244 | srael 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
37.26.149.198 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
80.179.193.74 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid - fimvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
185.32.179. 115 |l srael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
37.26.149.198 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor 6
2.54.153. 84 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
31.210.186. 109 [lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 115. 21. 116 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 5
217.194. 203. 125|1 srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
62.0.207.1 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 17 I sr ael 147. 237. 72. 166 |aka. i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
62.0.1.86 | sr ael 147.237.72. 167 |ishurimaka.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor (4
149. 50. 77. 38 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 4
216.72.40.185 |lIsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
37.26.149. 244 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 86. 17 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber alert 4
173.252.115.90 |lhited Sates 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 4
37.26.149. 244 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 86. 17 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
62. 0. 200. 169 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
173.252.115.85 |lLhited Sates 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
109. 253. 135. 189l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 91
109. 253. 135. 1891 sr ael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 87
176. 13. 8. 212 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 83
80.179.37.202 | srael 147.237.0.34 |tikshuv.idf.il ;8?1'\7";r?y37°.f2528 Sane Response (bde (404) in Session from Bock |70
46.19. 85. 51 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 33
176.13. 8. 212 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 26
46.19.85. 111 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
46.120.41.162 |Israel 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) B ock 16
176.13. 0. 164 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 12
176. 13. 10. 60 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
2.52.3.167 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 8
178. 33. 160. 252 |Spain 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 178. 33. 160. 252 B ock 4
84. 95. 60. 216 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Uhaut hori zed URL Access from 84. 95. 60. 216 B ock 4
46.116. 122. 249 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 85. 232 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
2.54.130. 226 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85.171 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 3
84.95.60.216 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt :‘:rc;fsz' , t’;eggfﬁm‘;esu <t ohi 1 ddocument s/ 1071 Bock |2
2.54.186. 102 I srael 147.237.77.243|nobi l e. i df . i | O stributed Lhaut hori zed LR Access on mobi | e.i df . il/nekudot/i ndex B ock 2
194.90.99. 193  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 1/ B ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew text. asp Bl ock 2
46.121.108.128 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 46. 121. 108. 128 B ock 2
2.54.151. 95 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in LR from2.54. 151. 95 B ock 2
37.26.147.195 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
176.13.15.181 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 85. 174 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.13. 7. 44 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/nail Bl ock 1
37.26.148.153 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
169. 229. 3. 91 g];::: 147.237.76.31 |nakchal .idf.il D stributed Unknown HTTP Request Met hod B ock 1
80. 246. 136. 103 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
2.54.53.181 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in ww aka. i df.il/mai n/ hone/ None 1
201.4.78.134 Bazil 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on waw i df.il/xnrpc. php Bl ock 1
84.229.55.242 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter cat in vww aka.idf.il/main/giyus/ general . aspx None 1
39. 45. 42. 178 Paki st an 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on waw i df . il /xmrpc. php B ock 1
169. 229. 3. 91 g“;:s 147.237.77.235|sviva. i df . i | Mitiple Illegal Byte Gode Character in Method from169. 229. 3. 91 B ock 1
81.218.56.171 |Israel 147.237.72. 166 |aka. i df . i | ﬁﬁ‘gﬂi dF;a: f‘/'frtrirr /;"fs‘;ifgg;ﬁaggr_gi . None |1
79.176.134.20 [lsree  [147.257.0.16 |1V KOSNOr-KTAVI A Parareter Type W olatan Mestercont et 7 certder e | i Aok 1
217.194.197.80 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157. 55. 39. 81 g;g: 147.237.72. 156 |anan. i df . i | Unaut hori zed LRL Access to waw aman. idf.il/... B ock 1
87.69. 35. 15 I srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249. 66. 115 |l srael 147.237.0.17 | 0" kosher -kravi .| U;v;gsz%ﬁt;rnmidﬁ o(CA) S2ZIKLNT*N: B_dHSsf {j 41sveTwA(zl ; 7 |None 1
df il 0O(vz?)k in mny-kosher-kravi.idf.il/aj ax/creat ecapt chai nage. aspx
84.108. 153. 252 | srael 147.237.72. 166 |aka. i df . i | \Amm:\lngk":lﬁr?mg nf;;:ﬁasf/t;angicBZﬁ;prhsaChar$°t' 59in None 1
37.26.149.129 |israel 147.237.76.42 |refuah.idf.il ?45; rzist’?u_tfg_ i;f?gg%r_ihze‘ﬂ ?Jaﬁ‘_“;zii on Bock |1
Ui ted ) ) 111 egal B)it e Q)ge AChe}r act~er ~| n ~Met bod AA»A(EATM"A Iri AATe A
169. 229. 3. 91 Sates 147.237.76.31 |nakchal .idf.il [ [#4]] 3f A2D2[ A%eAVA®] * KgAdAys A} A™ o B ock 1
3EAT; [ [ #11]] yA- [ [ #30]] [ [ #20] ] ACAA™} " Acei [ [ #11] | Z#ATA nAc] AN-#
80. 246. 136. 122 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
2.54.56.53 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Protocol violation (SS._GONN QLIENT HALO [None
109. 253. 210. 153]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
207.232.27.5  |israel 147.237.72. 166 |aka. i df . i | m”a?(‘ri gﬁriﬁ“ﬁ:m.e;/ ;m\:wﬁﬁjzimpigp: i o aspx None 1
185.32.179.29 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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