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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2999
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 47

109. 186. 185. 69 | srael 147.237.72. 166 aka.idf.il SYN H ood out of context drop 18

109. 186. 185. 69 | srael 147.237.72. 166 aka idf.il SYN H ood unverified cooki e drop 18
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

115. 239. 228. 10 Chi na 147.237. 76. 196 esvivaidf.il [JLM Under Attack Con Htp drop 2
222.186. 31. 57 Chi na 147.237.0. 34 tikshuv.idf.il |Frk Purple Gon Limt Htp drop 1
222.186. 31. 57 Chi na 147.237.0. 34 tikshuv.idf.il |Frk Under Attack Con Htp dr op 1

54. 67. 38. 74 Lhited Sates 147.237.76. 30 hi nush. i df .i | ock Wp Al Nets drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry Target Address |[Site Sgnature

45. 32. 83. 228 147.237.77.216|dover.idf .i| |0008: HITP: Xenu User Agent B ock 3
188.165.15.60 |France 147.237.76.31 |nakchal .i df.i[@28: HITP: AnrefBot craw er Bl ock 1
80. 139. 171. 157 |Ger nmany 147.237.77.216|dover. i df .i| |Cl06: HITP. najestic bot B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
172.245.218. 130|United Sates  |147.237.72. 166 [aka. i df .i|  |-0/o0: HITP: QU Bash HITP Header Remote Code Execution Bl ock 1

Wl nerability
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count |
167.114.156. 16  [147.237.77.216 [Canada dover.idf.il [portscan: TCP D stributed Portscan 1
79.179. 10. 184 147.237.77.216 [lIsrael dover.idf.il |portscan: TCP DO stributed Portscan 1
31.154. 27. 186 147.237.77.216 [lIsrael dover.idf.il |portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il [Tehila - Perl LWP with fake user agent 1
109. 66. 16. 240 147.237.72.166 |[lIsrael akaidf.il portscan: TGP D stributed Portscan 1
60.173.149.204  |147.237.76.31 Chi na nakchal .idf.il |SERVER WEBAPP JBoss JMX nvoker Servl et access attenpt 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
107. 167. 112, 158|Wnited Sates |147.237. 77. 216 |dover.idf.i | SYN At tack SYN -> SYN-ACK -> RST rej ect 42
46.19. 85. 135 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
reanmn ine: TCP Invali i i ssi
216.72.35.9 I srael 147. 237, 72. 167 |i shurimaka i of . || S NG Engi ne: TCP alid invalid segnent retransnission, drop 30
Ret r ansm ssi on Packet dropped.
192.116. 218. 93 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 29
reaming BEngine: TCP Invali i i ssi
2.54.132. 85 I'srael 147237, 77, 243 |wbi e ior 11 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on. drop 27
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
109. 253. 218. 134|I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 24
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
147.236.28.31 |Israel 147. 237.76. 200 [ei tan aka i o 11 || SAM NG Engine: TP Invalid —invalid segnent retransissi on. drop 20
Ret r ansmi ssi on Packet dropped.
s SWNretransnmit wth different .
80. 246. 133.87 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 18
reaming BEngine: TCP Invali i i ssi
176.13.9.114  [israel 147.237.77. 243 |mbi i1 | €AM NG Engine: TP Invalid - invalid segnent retransissi on. drop 15
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
46.19.86.203  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.86.152  |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dropped.
2.54.9.202 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
216.72.35.9 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 10
reanmn ine: TCP Invali i i ssi
46.19. 86. 41 I srael 147.237.77. 243 |rvit e iop.i1 | AM NG Engine: TP Invalid - invalid segnent retransmissi on. drop 9
Ret r ansm ssi on Packet dropped.
31.210.187. 106 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or
5.29.1.109 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.26.149.134 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 192. 100|I srael 147.237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmission. drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.9 I'srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86. 8 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmission. dr op 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212.143.71. 106 i srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
5.29.1.109 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 9
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
46.19. 86. 4 | srael 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
195. 160. 242. 40 |Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.55.59 I srael 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
62.0.237. 1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
84.94.69. 171 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.38. 147 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
80. 246. 133.87  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 7
62.0.212. 169 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 7
80.246.133.87 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreamng BEngine: TGP Invalid i i ssi
81.218.135.93 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
2.54.43.92 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
80.178. 145. 134 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.114  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
87.68.19. 96 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert
2.54.178. 164 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i Ssi
109. 253. 146. 202|i srael 147.237.77. 243 |robi | e. i o .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
87.68. 19. 96 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
66.249.78.252 |Wited Sates |147.237.0.19 |nadimatal.idf.il 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.15.41 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185. 89. 217. 225 147. 237.77. 243 |nobile. i of . | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
213.57.129.54 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TGP Invalid i i ssi
2.54.150. 36 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
109. 253. 201. 125|i srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
195. 160. 242. 40 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
Sreaming Engine: TP Invalid i i Ssi
46.19.86.251  |Israel 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
109. 64. 170. 223 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6




01-25-2016-10:04:08 to 01-25-2016-11:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
109. 253. 143. 161 |l srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Code B ock 82
109. 253. 210. 37 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 51
109. 253. 205. 227 |1 srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 43
109. 67.55. 108 |l srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Code B ock 21
2.54.42.0 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 18
37.26.149.229 |[israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 14
46. 19. 85. 51 | srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode B ock 14
109. 253. 143. 161l srael 147.237.0.19 |nadimatal .idf.il [DOstributed Too Many of the Same Response Code (404) B ock 6
46.19. 86. 98 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 6
2.54.132.85 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 5
176.13.9. 114 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock 5
109. 253. 218. 134]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock 4
210. 224. 185. 23 |Japan 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 210. 224. 185. 23 B ock 4
176.13.9. 152 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 4
176.13.19. 186 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
212.25.84.200 |lsrael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed LRL Access to wan cogat . i df.il/sip_storage/ B ock 3
109. 253. 206. 22 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.19. 86. 41 I srael 147.237.77.243|nobi [ e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 86. 203 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 3
197.38.224.45 |Egypt 147.237.77. 216 |dover . i df . i | Distributed Waut horized URL Access on waw i df . il/xnirpc. php B ock 2
2.54.167.1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 2
46.19.86.8 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
46.19.85.9 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock 2
176.13.8. 18 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
2.54.170. 44 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 253. 192. 100|1 sr ael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock 2
197.38.224.45  |Egypt 147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 2
74.82.47.3 Lhited Sates  [147.237.72.166|aka. i df . il Distributed Unauthorized URL Access on 147.237. 72. 166/ Bl ock 1
46. 19. 85. 36 I srael 147.237.77. 216 |dover . i df . i | I1legal HITP \Version B ock 1
5.29.1.109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
107.178.194.83 |Wited Sates  [147.237.77. 216 |dover. i df . i | D stri bt oc 1?;;}22;5?%%&?22;” Bl ock 1
66.249.78.97  |israel 147.237.72.166 |aka. i df . i | ﬂ?”tzg?r ;géi(iéf‘mﬁ/c;is;ut;gi Jus/ gener al . aspx B ock 1
2.54.131. 163 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
81.218. 140. 160 |l srael 147.237.77. 74 |lawidf.il Distributed Unauthorized URL Access on wwwy lawidf.il/xmrpc.php |B ock 1
46.19. 86. 251 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.i|Mal formed UR Bl ock 1
46.19. 85. 145 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 253. 215. 193]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
79.182.56.163 |Israel 147.237.77.233|at al . i df . i | el et horized W Agscsis on Bl ock 1
212.25.84.200 [Israel 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from 212. 25, 84. 200 B ock

185. 89. 217. 225 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 68. 180. 228. 112 B ock 1
60. 173. 149. 204 |Chi na 147.237.76.31 |nakchal .idf.il ﬂ?”;g?r;gegﬂﬁ‘v :Ifecrﬁsn;  oker servl et B ock 1
176. 13. 3. 238 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DS Attack None 1
93.174.93.234 [Netherl ands 147.237.77.19 |lawforumidf.il [Uhauthorized URL Access to 1lnews. az/ B ock 1
2.54.11.128  [israel 147.237.76.42 |refuah. i df il ot ated Lot hori zed o o e Bl ock 1
80. 246. 136. 133 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
217.11.183.210 |[T4jikistan 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock

46.19. 86. 114 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None
149.91.83.212 |Wiited Sates  [147.237.77. 216 |dover. i df . i | D stri bt ec lT;;f;‘ggigg_eﬂeﬁwﬁc_isp;” Bl ock 1
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