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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3017
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 112
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 104
212.179. 54. 237 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

168. 235. 196. 224 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2
38.229.1.13 Lhited Sates 147.237.76. 39 nobi l e.neitav.idf.il |[Block Np All _Net drop 1




01-25-2016-09:04:04 to 01-25-2016-10:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
I srael 147. 237.72. 166 aka.idf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gount ry

Signature

66.249. 64. 181 [147.237.77.74 [lLhited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
84.95. 2. 150 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249.78. 165 |147.237.72.166|lhited Sates  [aka idf.il SE?\/E? APAO—E'Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
62.0.109. 182  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
206. 253. 224. 14 [147.237.72. 166 [Lhited Sates  |akaidf.il portscan: TCP DO stributed Portscan 1
193. 201. 227. 70 [147.237. 76. 39 |Wkrai ne nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
191.240.136.5 [147.237.77.234|Brazil hal ag. i df .il ET SCAN NVAP -sS w ndow 1024 1
132. 74. 216. 184 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP DO stributed Portscan 1
90,188 10.98  |147 237 8 46 |RUSSian o chinuch i df i ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
79.181.202. 87 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
218.246.0.97 |147.237.76. 202 |Chi na e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 70 |147. 237. 76. 148 |kr & ne gocenter. aka.idf.il |ET SCAN Potential SSH Scan 1
193. 201. 227. 70 |147.237.0.33  |Wkraine idf.il ET SCAN Potential SSH Scan 1
147.236.34. 81 [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 139. 84 |147. 237. 72. 166 || srael aka. idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
168. 235. 196. 224 |Uhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 90
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Russi an s Sreaming Engine: TGP Invalid Invalid segnent retransnission.
141.8.132.112  [C 2 147.237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 33
49.151. 63. 18 Phi | i ppi nes 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 32
46. 19. 85. 27 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 25
192. 116. 218. 93 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 25
Sreaning Engine: TCP Invalid ' i ssi
2.54.15. 41 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 21
Ret ransni ssi on Packet dropped.
2.54.61. 210 I srael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 16
81.218. 241. 26 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 13
Sreaming Engine: TCP Invalid i i ssi
176.13.16.89  |Israel 147. 237. 77. 243 |nubi l e.i df . i 9 =9 Invalid segnent retransmssion. -y 12
Ret ransn ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
80.179.23.231 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  invalid segnent retransmission drop 12
Ret ransmi ssi on Packet dropped.
81.218.241.26 |lsrael 147.237.72. 166 |aka.i df . il dr op First packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i ssi
85.130. 128. 146 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
40.77.167.27  |wited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.17. 118 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 10
Ret ransni ssi on Packet dropped.
82. 80. 196. 44 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence noni t or 10
Sreamng Engine: TCP Invalid i i ssi
109. 253. 204. 239|i srael 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
46. 19. 86. 96 I'srael 147.237.77. 243 |nobi l e. i df . i 9 =g Inval id segnent retransmssion. 9
Ret ransni ssi on Packet dropped.
80.246.130. 32 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 9
79.182.104.94 I srael 147.237.77. 233 |atal .i . Bad TCP sequence Sretransmt wth i fferent monitor |9
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
2.52.164.70  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 9
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
62.90.202.57  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dropped.
o SWNretransmit wth different
217.132.14. 214 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e alert 8
109. 253. 145. 92 |Israel 147.237.76.31 |nakchal .idf.il |Bad TCP sequence SN retransmt wih different monitor (8
w ndow scal e
95.199. 8. 43 Sweden 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 8
217.132.14.214 |Israel 147.237.77. 233 |atal .i .| Bad TCP sequence StNretransmt with i fferent monitor |8
w ndow scal e
46.19. 85. 137 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 8
e SN retransmit wth different .
109. 253. 145. 92 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e noni t or 8
37.26.146.185 |Israel 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence noni t or 7
192.117. 138. 210|I srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 7
46. 19. 85. 101 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
2.54.142.198 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
2.54.18. 157 I srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
109. 64. 137. 251 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
192. 116. 218. 93 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TP Invalid i i ssi
46.19.86.92  |israel 147.237.77. 243 |mubi le.i o .11 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
80.246.130.32 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid ' i ssi
81.218. 161. 149 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
2.54.180. 51 I srael 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
109. 64. 137. 251 |lIsrael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 18 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
59. 46.215. 131  |Chi na 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19.85.44  |isreel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINGAQC retransmt with different Joositor |5
w ndow scal e
82. 80. 196. 44 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 19 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 5
37.26.148.189 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
82. 80. 196. 44 | srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 5
46. 19. 85. 19 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 116. 239. 196! srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 5
192. 116. 148. 105|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.22.102 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 588
176.13.22.102 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 328
176.13.22.102  [Israel 147.237.0.19 |nadi matal .idf.il EZ_'\gTyz;flége Sane Response Code (403) in Session from Bl ock 142
109. 253. 156. 37 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 87
46.19. 85. 41 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 83
46.19.85. 41 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 41
37.26.146.185 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 40
2.52.163. 208 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 40
2.54.143. 187 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 29
109. 253. 201. 101|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 29
176. 13. 19. 86 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 24
176. 13. 15. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 17
46.19. 85. 212 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 13
109. 253. 156. 37 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 10
109. 253. 128. 86 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 6
192. 116. 148. 105 srael 147.237.72.166 |aka. i df . i | 'i'g'zt_ilplls ﬂg}“lg‘g” zed Method for Known UR. from Bl ock 5
2.54.15. 41 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 5
176.228.192. 21 |Israel 147.237.72.166 |aka. i df . i | 2’% iz'zlse. 1?;“;20” zed Method for Known UR. from B ock 4
176. 13. 16. 89 I srael 147.237.77.243|nobi [ e.idf . i | O stributed Suspicious Response Code Bl ock 4
176.13.17.118 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode Bl ock 4
46. 19. 86. 247 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.15. 41 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
109. 253. 204. 239|1 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode Bl ock 3
81.218.101. 3 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR. Access to aka.idf.il/sip storagel/files/ 4/ B ock 3
46.19. 86. 96 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 3
204.111.62.193 |lnited Sates [147.237.77.74 |lawidf.il PHP At t enpt Bl ock 3
109. 253. 159. 35 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
204.111.62.193 |lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df.il/xmrpc. php Bl ock 3
192. 116. 148. 105]I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storage/files/7/ Bl ock 3
193. 33.2.113 Spai n 147.237.77.216|dover.i df . il Unaut hori zed URL Access to www i df . i|/894-en/i df gdover. aspx B ock 2
107.178.194.87 |Wited Sates [147.237.77.216 |dover. i df . i | Dstri buted 1?;‘;};%;;?26%\/??;‘3;” Bl ock 2
89.138.68.250 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
69.171.231.225 |[Lhited Sates |147.237.72.166|aka.idf.il Mil tiple Post Request - Mssing Qontent Type: ' none' B ock

109. 253.223. 70 |Israel 147.237.77. 243 |nobi | e. i df . i | #;;”It:?rélee? , t’;‘eggrcy‘isem s/ i st chi | ddocurent &/ 1152 Bl ock 2
69.171.231.226 |lhited Sates [147.237.72.166|aka.idf.il Post Request - Mssing Gontent Type B ock 2
79.182. 214. 203 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . i/ mai n/ sachar/ undef i ned |Bl ock 2
176.13.11.220 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
176.13.18.252 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54.20. 49 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
2.54.20. 228 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
85.64.109.198 I srael 147.237.72.166 |aka. i df . i | m“;kgof geﬂ /'\rfa:i rr']‘/’gacf:r%e?;ul (. aspx Bl ock 1
216.218.206. 66 |lLhited Sates |147.237.0.16 inly- kosher-kravi . i df . Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
207.46.13.130 |Wited Sates |147.237.76.31 |nakchal .idf.il Unaut hor i zed URL Access to 147.237.76. 31/ B ock 1
46.19. 85. 248 I srael 147.237.77. 216 |dover.idf .l Illegal HITP \ersion Bl ock 1
163. 53.151. 57 |Bangl adesh 147.237.77. 216 |dover.i df . il D stributed Waut hori zed URL Access on v i df.il/xmrpc.php  |B ock 1
81.218.101. 3 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from8i.218.101.3 B ock 1
68.180.230. 224 |wited Sates |147.237.76.31 |nakchal .idf.il \;P:rwa';‘:kf]; Tﬁ"zﬁ _\iAIC;' E;;g_”hzagzk'\ﬁgi_ Zspx B ock 1
46.19. 85. 25 I sr el 147. 237.77. 243 |nobi | €. i df . i | E;Dzit |ré.t?u§f?|mfuz§{/i izr?ge)'(ﬂ‘ Access on B ock 1
2.54.175. 201 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 1
66.249. 78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1351-he/ atal . aspx |B ock 1
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