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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3049
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 115
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 107

8. 37.237. 250 Lhited Sates 147.237.77.216 dover.idf.il F Dover Unhder Attack Con Htp drop 2

82.145. 33. 11 Uni ted Ki ngdom 147.237.76. 200 eitan. aka.idf.il Bl ock Ip Vb In drop 1

117.79. 146.2 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp drop 1




01-25-2016-08:04:09 to 01-25-2016-09:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Devi ce Action |Oount |
110. 83. 80. 161 Chi na 147.237.77.74 |lawidf.il C108: HITP. Trying to | ocate existing FCKeditor B ock 8
110. 83. 80. 161 Chi na 147.237.77.226 |wwn chanat z. aka. i df .i|l  [CLO8: HITP. Trying to |l ocate existing FQkeditor B ock 4
110. 83. 80. 161 Chi na 147.237.77.233 |atal .idf.il Cl08: HITP. Trying to locate existing FQkeditor B ock 4
110. 83. 80. 161 Chi na 147.237.77.170 |naarachot.idf.il C108: HITP. Trying to | ocate existing FCKeditor B ock 4
110. 83. 80. 161 Chi na 147.237.77.234 |halag.idf.il Cl08: HITP. Trying to | ocate existing FQkeditor B ock 4
110. 83. 80. 161 Chi na 147.237.77.176 |mat pash.idf.il Cl08: HITP. Trying to locate existing FQkeditor B ock 4
110. 83. 80. 161 Chi na 147.237.77.216 |dover.idf.il C108: HITP. Trying to | ocate existing FCKeditor B ock 4
188. 214. 249. 145 |Ronani a 147.237.77.216 |dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
66. 135. 63. 82 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
195.234.228.90  |Ger many 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
172.245.218.130 |Lhited Sates 147.237.76.42 |refuah.idf.il 0543: HITP. php.cgi Access B ock 1
45.32.83.228 147.237.77.216 |dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|Ste |Signature |Count\
66. 135. 63. 82 147.237.72. 166 |Lhited Sates aka. idf.il SQ Injection - Select Fom 4
217.194. 206. 108|147. 237. 72. 156 || srael aman. i df.il PCLI CY- OTHER TCP packet with urgent flag attenpt 3
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il [portscan: TCP D stributed Portscan 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent 1
80.246. 138. 97  [147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
66.249.81. 167 |147.237.77.233|Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
46.161. 40. 120|147 237 76.30 |RUSSIan i s, i i ET SCAN Behavi Qral Lhusual |y fast Terminal Server Traffic, Potential 1
Federation Scan or Infection
218. 246. 0. 97 147. 237. 76. 197 [Chi na e hinush.idf.il[ET SCAN NVAP -sS w ndow 1024 1
195. 234.228. 90 |147. 237. 77. 233 |Ger many atal.idf.il QA Injection - Select From 1
176.13.12. 207  [147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
84. 109. 105. 4 147.237. 72. 166 |I srael aka. idf.il portscan: TCP Distributed Portscan 1
79.176. 190. 135 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

‘Count

Country Action
79.180.174.86 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdﬁrsac';"y Wth different moni tor  [273
80. 246. 133. 210 |Israel 147.237.76.42 |refush.idf.il  |Bad TOP sequence md:)evtrsa:;"zt wth different moni tor  [143
66.249.81.163 |Whited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 62
37.26.149.172  |israel 147, 237.76. 200 [ei tan aka i of.i1 || M NG Engine: T Invalid invalid segnent retransmssion. | o 45

Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
200.88.198.1  |Israel 147.237.76. 200 [ei tan aka i o 1 | SAM NG Engine: TCP Invalid Jinvalid segnent retransmssion. |, o 28
Ret ransnm ssi on Packet dr opped.
37.26.149.248 |israel 147.237.77. 243 |vi e i1 | €aM NG Engine: TCP Invalid —invalid segnent retransmssion drop 27
Ret r ansni ssi on Packet dropped.
46.19. 86. 55 I srael 147. 237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |16
141. 8. 132. 112 :Zg::tnim 147.237.72. 166 |aka. i df . ;; ?2':;2 sir;g(;r?e: TP Invalid ::;Vcak]eitd dsregg::;. retransnissi on. drop 15
46.19.86.247  |Israel 147.237.77. 243 |rbi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmission drop 15
Ret ransm ssi on Packet dr opped.
40.77.167.27  |uwited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransmssion drop 12
Ret ransn ssi on Packet dr opped.
8.37.237.250 |Wited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 10
2.52.22.42 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
95. 199. 8. 43 Sweden 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 9
213.57.156. 178 | srael 147.237.77. 243 |rbi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransmission drop 8
Ret ransm ssi on Packet dr opped.
192. 118. 27. 253 |l srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 8
95. 199. 15. 122 Sweden 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
2.52.22.42 I srael 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |7
2.52.22.42 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 7
66.249.81.171 |Wited Sates |147.237.77.233|atal .idf.il drop First packet isn't SN drop 7
2.52.22.42 I srael 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
2.52.22.42 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 7
110.83.80. 161 |China 147.237.77.243|mbile.idf.il  [Bad TOP sequence S rouransmt wih differen monitor |6
80. 246. 140. 103 || srael 147.237.72. 166 |aka. i of . i Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 6
Ret ransm ssi on Packet dr opped.
82.166.93.161 |lsrael 147.237. 72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 6
66.249.81.175 |Whited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 6
81.218.241.26 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 6
2.54.143.193  [Israel 147. 237. 72. 156 |anan. i of .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
79.183.31.35  |israel 147. 237. 72. 156 |anan. i of . | Bad TCP sequence monitor |6
80.178.157.42 |[Israel 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.216  [Israel 147.237.0.19 |nadimatal .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 5
2.52.130. 77 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.183.31. 35 | srael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 5
195. 160. 242. 40 |l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 5
80.246.133. 63 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence md:;tvrsin;nlt Wth different mnitor |5
2.54.142.108  [Israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
77.127.135.116 [Israel 147.237.72. 166 |aka i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
192.118. 27. 253 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
2.54.61.92 I srael 147. 237.77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
207.46.13.51  |United Sates |147.237.76.86 |navy.idf.il Stream ng Engi ne: TGP Invalid Jimvalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
65.55.210.36  |United Sares  |147. 237.76. 200 [ei tan akaicr. i1 | SN Engine: TQP Invalid invalid segnent retransnission drop 4
Ret r ansn ssi on Packet dr opped.
185. 32.179. 127 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
46. 19. 86. 52 I srael 147. 237.72. 156 |anan. i of .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.52.160.130  |Israel 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |4
2.54.2.89 I'sr el 147.237.77. 243 |vi e i1 | €AM NG Engine: TGP Invalid —invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
157.55.39.114 |Wited Sates  |147.237.72. 166 |aka i df il Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
195. 160. 242. 40 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert
192. 116. 239. 196 |I sr ael 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 85. 186 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 113
176.13.1.197 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 101
46. 19. 85. 186 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 93
176.13.1. 197 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 93
176. 13. 4. 247 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 37
109. 253. 198. 109]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 29
109. 253. 144. 141 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
46. 19. 85. 208 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 20
37.26.147.187 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 18
109. 65. 106. 164 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
37.26.149.248 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 7
109. 253. 199. 61 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
109. 253. 219. 46 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
212.179. 226. 169l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for www aka. i df.il/ Bl ock 4
46.19. 86. 247 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code Bl ock 4
2.54.4.28 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253.131.3  |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
62.0.27.129 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ Bl ock 3
176.13.15.169 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2. 54. 40. 235 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 3
110. 83.80. 161 |Chi na 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 110. 83. 80. 161 Bl ock 3
2.52.130. 109 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/error. htm Bl ock 3
109. 253. 156. 37 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
213.57.156. 178 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
149. 88.113. 190 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
110. 83.80. 161 |Chi na 147.237.77. 170 [maar achot . i df . i | [Mil ti pl e Unaut hori zed URL Access from 110. 83. 80. 161 Bl ock 2
188. 120. 148. 148l srael 147.237.76.31 |nakchal .idf.il |Distributed Unauthorized HTTP Met hod Bl ock 2
110.83.80.161 [China 147.237.77.233|atal .idf.il Mul ti pl e Unaut hori zed URL Access from 110. 83. 80. 161 Bl ock 2
110. 83.80. 161  [Chi na 147.237.77.234|hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 110.83. 80. 161 Bl ock 2
2.54.189. 207 I srael 147.237.77.243|mobi | e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex Bl ock 2
109. 253. 128. 86 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46.19. 85. 216 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
110. 83.80.161 |China 147.237.77.216|dover . i df . i | Mil tipl e Unaut horized URL Access from 110. 83. 80. 161 B ock 2
2.52.160. 75 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Code Bl ock 2
109. 253. 128. 160|I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
77.40.129.123  [Norvay 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;;2;;5?&%&??:&” Bl ock 1
2.54.144.95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
107.178.194.83 [Uited Sates [147.237.77.216(dover. i df i1 (ot MGG ERIT LIS TR acee o B ock 1
66.249.69.24  |[Israel 147.237.76.42 |refuah.idf.il ﬂ?“tzggr ;g?ﬁz?pfgfsf;géloﬁ | es 2/ s 26100X0/ 3362, | pg Bl ock 1
185.89.217. 235 147.237.72.166 |aka. i df . i | \;vaagi;e: df%??/?aiiﬁ!a(zhjrll?r;gilsr:rati onw zar d/ r egi st er. aspx None !
85. 64. 40. 81 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/mai n/ honx§ B ock 1
5.36.174.4 Oman 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wa i df.il/xnmrpc. php Bl ock 1
80.179.223.31 [Israel 147.237.77. 176 |nat pash. i df . i | mué:;ti.ﬁ?. itﬂ‘sips_csetf)‘:'a;;ﬁ | sl & 4629, g Bl ock 1
204.13.201.138 United Sates |147.237.77. 216 |dover. i df .i | Dstri uted 1?;;}:;’;5?&%&?21;” Bl ock 1
66. 249. 81. 138 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
62.0.27.129 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 62. 0. 27. 129 Bl ock 1
176. 13. 15. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
94.230.93.142 |[Israel 147.237.76.31 |nakchal .idf.il |Distributed Unauthorized HTTP Mt hod Bl ock 1
80.246.137.12 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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