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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3024
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 108
203.166.137. 11 S ngapor e 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
203. 166. 137. 11 S ngapor e 147.237.77.216 dover.idf.il |Invalid TGP H ags drop 1
203. 166. 137. 12 S ngapor e 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
188. 165. 15. 196 France 147.237.72.156  |aman.idf.il 28 HITP.  AnrefBot craw er B ock 1
45.32. 83. 228 147.237.77.216 |dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
185. 73. 39. 108 147.237.77.176  |matpash.idf.il [22280: HITP. Joomha bject Injection Mulnerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185. 89. 217. 234 |147.237.77.216 dover . idf.il portscan: TCQP D stributed Portscan 1
_ _ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
178. 158. 100. 104|147. 237. 8. 50 krai ne e tikshuv.idf.il . 1
Potential Scan or Brute Force
. L ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
120. 11. 5. 129 147.237.0.35 |China akaws. i df . i . 1
Potential Scan or Brute Force
37.143.82.50 147.237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
37.142.241.57 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147. 237. 76. 148 |Chi na gacenter. aka.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
188. 166. 245. 249(147. 237. 7. 234 23::21'}0” hal ag. i df . ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76.86 |China navy. i df.il ET SCAN Potential SSH Scan 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177.17.186.88 |147.237.76.30 |Brazil hi nush. i df .i | ) 1
Potential Scan or Brute Force
85. 250. 165. 145 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.143.82.50 147. 237.77. 121 |Net her | ands e.navy.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |[Ste Signature z\t/: (;i

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

107.167. 105. 161 |thited Sates  |147. 237. 77. 216 [dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 23

109. 253. 201. 121|i srael 147.237.77. 243 |robi L e. i o .i | Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 18
Ret ransni ssi on Packet dropped.

46. 19. 85. 83 | sr ael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nvalid ACK nunber nonitor |18

176.13.6.36 I srael 147.237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid invalid segnent retransnission drop 14
Ret r ansmi ssi on Packet dr opped.

176. 12. 130. 194 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SWN drop 11

37.26.146.155 |Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

46. 19. 85. 122 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

2.54.186. 137 I sr ael 147. 237. 77. 243 |nobi le.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect

94. 159. 147. 232 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN - > SYN ACK -> Ti neout aert

94. 159. 147. 232 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

94.159. 147. 232 i srael 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence mﬁsv(srcztl rea”s”“ wthdifferent |onitor s

46. 19. 85. 129 I srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or

176.12.130. 194 |l srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect

62.90. 8. 38 I'srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retramsmission |, ) 6
Ret r ansni ssi on Packet dr opped.

40.77.167.27  |Wited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.

46.19. 85. 122 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber nonitor |6

68.180.229.94 |lhited Sates 147.237.0.15  [kosher-kravi.idf.illdr op SAMrul e drop 6

79.179. 188. 249 |l srael 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

46.19. 85. 129 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber aert 6

91.200.12. 106 |lkrai ne 147.237.77. 170 [mearachot . i df .il  |dr op SAMrul e drop 5

195. 160. 242. 40 |l srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5

37.26.146.233 [Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4

46. 19. 85. 245 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

80.246.133.44 |Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor (4

2.54.143. 251 I st ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

91.200.12.136 |lkrai ne 147.237.77. 170 [maarachot.idf .il |dr op SAMrul e drop 4

91.200.12. 143 |[Wraine 147.237.77. 170 |mearachot . idf.il  |dr op SAMrul e drop 4

41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 4

46. 19. 85. 245 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 4

130. 193. 51. 91 g;z:;”i o 147. 237. 76. 200 |ei tan. aka.i of .| ;; ?ZT;E Slir:g;:e: T Invalid ng\éakjejtd dsreggggg retransmssion. g o 3

2.54. 44,112 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid - imvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.

109. 253. 143.10 |l srael 147. 237.77. 243 |mbi l e, i f . Streaning Engine: TCP Invalid invalid segnent retramsmission |, ) 3
Ret r ansni ssi on Packet dr opped.

36.84.221.156 |l ndonesi a 147.237.77. 216 |dover.idf. i1 Bl ock HITP Non Conpl i ant Failed to hand e connection data |nonitor |3

89.139.227.31 | srael 147.237. 72. 166 |aka. i df . i Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.

77.126.167.21 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.

212.143.142.56 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop

46. 19. 85. 109 | srael 147.237.77. 243 |nobi | e.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

46.19. 85. 129 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert

207.46.13.152 [Uited Qates  [147.237. 77. 243 |nobi I e.i of .1 Streaning Engine: TP Invalid imvalid segrent retramsmission. | o 3
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 129 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3

2.54.144.196  |israel 147.237. 72. 166 |aka. i df . i Streaning Engine: TCP Invalid imvalid segnent retransmssion. |, op 3
Ret ransni ssi on Packet dr opped.

37.26.147.176 |Israel 147. 237, 72. 167 |t shuri maka i o i1 [} S NG Engine: TP Invalid - invalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.

167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3

77.125.140.24  |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retramsmission |, ) 3
Ret r ansni ssi on Packet dr opped.

42.48.77.188 Chi na 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 2

46.121.123.18 |Israel 147.237.77. 243 |nobi | e. i f . | Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dr opped.

176.13.23.9 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert

46. 19. 85. 83 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 133. 77 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 96
176.13.0. 117 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 86
109. 253. 133. 77 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 55
176. 13. 3. 244 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 53
46. 19. 85. 208 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 47
176.13.0. 117 I srael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (404) in Session from176.13.0.117  |B ock 19
109. 253. 201. 121 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
109. 66. 155. 63 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
72.9.148. 10 g];::: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy. i df.i|/994-8613- he/ navy. aspx. aspx  |B ock 2
46.19. 86. 19 | srael 147.237.72.166|aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
46.19. 85. 129 I srael 147.237.76.42 |refuah.idf.il Ml tiple Ml formed URL from 46. 19. 85. 129 B ock 1
37.26.148.136 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
] . Distributed Lhaut hori zed URL Access on
194.150. 168.95 [Germany  |147.237.77.216|dover.idf .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Block |1
84.111.187.38 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
62.0.102. 190 I srael 147.237.72. 166 |aka. i df . i | D stributed Unhaut hori zed URL Access on vww aka. idf.il/main/ Bl ock
. . Illegal Byte Qode Character in Query String on a€°A AcessfPA {al A
192.115. 21. 197 |l srael 147.237.77.216|dover . i df .i | BOVXEXYAD OTAVKT [ #1] ] [ [ #12] ] @ xVx™[ qxAv&: <x€a€° 4€! u[ [ #24] | ae Bl ock 1
42.48.77.188 Chi na 147.237.77. 216 |dover. i df . il URL is Above Root Orectory wwvidf.il/../shared/ usercontrol s/ headerupper/ |B ock 1
149.78.9. 170 I 'srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
93.174.89.9 Net herl ands |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
2.54.143. 251 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Lhited . . Distributed Lhaut hori zed URL Access on
204.13.201.138 o 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Block |1
NULL Character in Method H A™; At [#28] ] AUA?AY- LA-Aul A2A@ [ #0] |
LORNAT t : ASAERA-AS A?A-A2S] [ #7]1 Q [ #5] ] AtA-A2LAnf [ #0] ][ [#29]]' A—AZ
. . [[#1] 1 AYAe Ac & [ #14] ] AoA: S[ [#27] 1 R L[ [#21] ] AA-[[#26] ] AcA
192. 115.21. 197 |Israel 147.237.77. 216 |dover . i df . i | Fo [ [ #29] ] A+ AORAD) [ [ #1]] efoA] [ #6]] <A &g [ #11] ] ACAAZAEAShoxt A.. Block |1
AenP AT [ #25] ] Aj FAY{ AASAT [ #16] ] AEaAL] [ #23] ] Ace
[[#25] 1 A [#30] 1 [[#15] 1 AL [ #2011 [#21] ] s38A2AYATA Av AZ
46.19. 85. 129 I srael 147.237.76.42 |refuah.idf.il Ml tipl e Unknown HTTP Request Met hod from 46. 19. 85. 129 B ock 1
37.26.148.167 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 1
196. 38. 50. 26 South Africa [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
85. 64.103. 173 | srael 147.237.72. 156 |aman. i df . i | Miltiple Uhtraceabl e SSL Sessions from 85. 64.103. 173 (Qpen Mbde) None 1
62.219.137.5 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwy aka. idf.il/main/ Bl ock 1
. . Illegal Byte Code Character in UR. &€°A Aces8APA {al Ace
192. 115. 21. 197 |l srael 147.237.77. 216|dover . i df .i | BOVXEXYAD OTAVK [ #1] ] [ [ #12] ] 2 xVx™[ qxAv&: <x€a€° 4€! u[ [ #24] | ae B ock 1
157. 55. 39. 114 gﬁ;ttg: 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/sachar/registrationw zard/register.aspx |B ock 1
46.19. 85. 46 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Lhi ted . . O stributed Unhaut hori zed URL Access on
107.178.194.79 |g . oo 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bock |1
23.94.10. 184 ;ﬂ;ttee: 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwu i df.il/newsite/ hebrew mai n. asp B ock 1
208. 115. 113. 82 g‘;tt:: 147.237.77. 176 |mat pash. i df . il |Dstributed Suspici ous Response Code B ock 1
. - NULL Character in URL a€°A Aces8A?A {al Ace56vxEx¥dO ONAYKX"
192.115. 21. 197 |l srael 147.237.77.216|dover . i df .i | [[#1]] [ [ #12] ] x2 5[ g Av&: <<€A€0A€! u[ [ #24] | ae Bl ock 1
80. 246. 136. 122 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
176.13. 6. 36 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock
40.77.167. 71 ;h;:ee: 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to 147.237.77.176/robots. t xt Bl ock 1
2 54.49 101 | srael 147. 237.72. 166 |aka. i df . i | I Iegal Byte Gode Character in Header Nane User-d/ KOT49Hs. 83 8 ock 1
MobQd yus/ Lo sdch
198. 12. 154. 169 Lsh'mt:: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/wordpress/wp-adnmn/ Bl ock 1
85. 64.103. 173 |l srael 147.237.72. 156 [arman. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
66. 249. 78. 96 I srael 147.237.77.74 |lawidf .il Illegal Paraneter Encodi ng searchText in wwlawidf.il/275 he/ patzar.aspx  [None 1
. . Illegal URL Path Encodi ng 4€°A Aces8A?A {al Ace56vxEx¥dO OTAYKX”
192.115.21. 197 |Israel 147.237.77. 216 [dover . i df . i | [[#1]] [ [ #12] ] %@ V5] qx Av&: <x€a€2a€! u[ [ #24] | ae B ock 1
Lhited . - |Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 109335. pdf x| x*
157.55.39.116  |g . o 147.237.77. 170 |n@ar achot . i df . i 1| - X! Xgex” Block |1
46.19. 85. 129 I srael 147.237.76.42 |refuah.idf.il Ml tiple Abnornal |y Long Request from 46.19. 85. 129 B ock 1
Lhi ted . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |g o 147.237.77.216|dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Block |1
31.13.102.104 |[ireland 147.237.72. 166 [aka. i df . i | Wnt raceabl e S Sessi ons: sigal gs oS At ack None 1
. . O stributed Unhaut hori zed URL Access on
212.47.246.21  [France 147.237.77. 216 (dover. i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bock |1
. . S3. Lhtraceabl e Gnnection - Protocol violation
192.115. 21. 197 |[lsrael 147.237.77.216|dover . i df . il (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
80. 246. 136. 203 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
192.115.21. 197 |Israel 147.237.77.216|dover. i df . il Abnormal |y Long Request net hod B ock
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