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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Device Action

Count

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3017
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 107
89.248.174. 4 Net her | ands 147.237.76. 201 eatal.idf.il |Bock Np Al Net drop 1




01-25-2016-06:04:01 to 01-25-2016-07:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
172. 245. 218. 130 Lhited Sates 147.237.77. 176 nat pash. i df.il 0543: HTTP. php.cgi Access B ock 1
188. 165. 15. 14 France 147. 237.76. 42 refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
163.172. 13. 173 147. 237.72. 166 Uhi ted Ki ngdom aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 54. 250. 165 147. 237.76. 38 eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
188. 166. 245. 249 147.237.77. 74 Russi an Federation lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
137. 117. 168. 203 147.237.8. 27 Lhited Sates e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 54. 250. 165 147.237.0.17 mny- kosher -kravi . i df .i1 ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TGP Invalid i i ssi
46.19.86.96  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |y, 21
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
79.178.68.107 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
195.10.197.89 |Saudi Aabia  [147.237.77. 216 |dover.idf il Bad TCP sequence SIHAK retransmt with different | oo |
w ndow scal e
75.139. 18. 14 Lhited Sates  |147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
77.127.135.116 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
195.10.197.89 |[Saudi Arabia 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 6
172.56.17.149 |Uited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
66.249.78. 147 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |y 6
Ret ransm ssi on Packet dr opped.
195.10.197.89 [Saudi Arabia 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Russi an o Sreamng Engine: TGP Invalid [invaid segnent retransnissi on.
178.154.189. 201~ "o 147.237.72. 166 |aka.i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 6
75.139. 18. 14 Lhited Sates  [147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
67. 80. 56. 251 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |4
91.200.12.136 |Wkraine 147.237.77. 216 |dover.idf .i | drop SAMrule drop 4
5.102.254.195 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
212.143.135.92 |lsrael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TGP Invalid i i ssi
109. 65.71.186 |l srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Russi an . o Sreamng Engine: TGP Invalid [invaid segnent retransnissi on.
37.9.122. 201 Feder ati on 147.237.76. 200 |ei tan. aka. i df .i | Ret r ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
91.135. 102. 185 |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.149 |israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.183.26.123 |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
70.196.80.55 |twited Sates  |147.237.77.216 |dover.idf. il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.168  |israel 147. 237. 77. 243 |nubi l e.i df .i g =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 12 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
79.177.54.68  |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109.64.115.6  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
54.151.42. 39 Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
2.54.50. 64 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
138.134.192. 10 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
66.249.75.201 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
193. 202. 110. 189|Net her | ands 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 2
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
37.26.146.168 |Israel 147.237.76. 147 |chinuch. aka. i df .i1|Bad TCP sequence Invalid ACK nunber aert 2
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 2
Sreaning BEngine: TCP Invalid i i ssi
66.249.78.146 |Wnited Sates  |147.237.72. 166 |aka.idf .l g =g Invalid segnent retransmssion. g ., 2
Ret ransm ssi on Packet dropped.
46. 19. 85. 53 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
37.26.146. 168 |[lIsrael 147.237.76. 147 |chinuch. aka.i of .i | |[Bad TCP sequence Inval i d ACK nunber noni t or
184. 105. 247. 252|Wnited Sates  |147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocation enf or cenent gﬁ?olrggi:]fn I nbound drop 1
79.180.54.106 |[lIsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
212.143.135.92 |l srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
46.19. 85. 139 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
184.105. 139. 115|Wited Sates  |147.237.0.33  |idf.il dr op drop 1
37.26.147.250 |l srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218. 206. 104|Lhited States  [147.237.0.19 |[nadimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
203.127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
61.135. 190. 197 [Chi na 147.237.0.33  |idf.il dr op drop 1
192. 0. 86. 147 Lhited Sates  [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85.250. 226. 72 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 35
37.142.196.18 |srael 147.237.0.34 |tikshuv.idf.i| |/°° My of the Same Response Cbde (404) in Session from Bl ock 15
37.142.196. 18
2.54.1.202 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
185.32.179. 175 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 128. 239]I srael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 2
172.245. 218. 130|thited Sates  |147.237.77. 176 |nat pash. i df . i | Mil tiple Unauthorized URL Access from 172.245.218. 130 Bl ock 2
66.249. 79. 25 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i [Lhaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm B ock 2
116.90. 100. 79 |Paki stan 147.237.77. 176 [mat pash. i df . i | PHP At t enpt Bl ock 1
79.177.220.69 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: si gal gs oS Attack None 1
62.128.48.134 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /main/kapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
] . - O stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates (147.237.77.216 |dover. i df.i| v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
Russi an Unhaut hori zed URL Access to
146. 185. 234. 48 . 147.237.76. 42 |refuah.idf.il www refua. atal . idf.il/tenpl ates/ news/ news. i n. aspx/ t enpl at es/ sendt of ri en |Bl ock 1
Federation .
d/ sendt of ri end. aspx
] . - DO stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf .il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
68.180.230.29 |lhited Sates |[147.237.77.176 |matpash.idf.il | ometer Type Molation Pagenumin Bl ock 1
WA cogat . i df . i 1/901-ar/ cogat . aspx
176. 13. 6. 135 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs oS Atack None 1
116. 90. 100. 79  |Paki stan 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . i df.il/xmrpc. php B ock 1
80. 246. 136. 203 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Attack None 1
62.128.48.134 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from62. 128. 48. 134 B ock 1
] . - O stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates (147.237.77.216 |dover.idf.i| v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
157. 55. 39. 81 Lhited Sates [147.237.72.156|anan. i df.i | Lhaut hori zed URL Access to vww aman. i df i |/ nodiin/default. Bl ock
77.126.27.145 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.42.186 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Wntraceabl e SSL Sessi ons from2. 54.42. 186 (sigal gs oS Attack) [None 1
. ] O stributed Lhaut horized URL Access on
142.4.213.25  [Canada 147.237.77. 216 |dover.idf .il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
83.31.125.238 |Pol and 147.237.76.30 |hinush.idf.il Uhaut hori zed Method HEAD for waw chi nush. atal .idf.il/ None 1
. . Unaut hori zed URL Access to
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | v aka. i of i 1/5i p st orage/ i1 es/ 8 57978, pof . 2005 B ock 1
157.55.39. 171 |Uited Sates [147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/nai n/giyus/ nei tav@df. gov. il B ock 1
109. 253. 159. 69 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessions: sigal gs oS Attack None 1
77.127.135.116 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.42.186 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
. . DO stributed Uhauthorized URL Access on
193. 111. 136. 162|Ger many 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
146. 185. 234. 48 stls;;”i o 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 146. 185. 234. 48 B ock 1
66. 249. 78. 173 | srael 147.237.77.216|dover. i df . il Uhaut horized URL Access to ww idf.il/tenpl ates/articl e/ watch B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 253. 159. 220|I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i v g yus/ quest | onnai . aspx None 1
79.177.220.69 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Unknown SSL Sessi on None 1
208.113.155.2 |Wiited Sates [147.237.77.233|atal .idf.il Mil ti pl e Wnaut hori zed URL Access from 208. 113. 155. 2 Bl ock 1
Russi an . - Paraneter Type M ol ati on searchText in
146. 185. 234. 48 e ot i on 147.237.76.42 |refuah.idf.il Wi ref ua. atal i o i 1/ 994-hel ref uah, aspx B ock 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
172.245.218. 130|thited Sates |147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to waw cogat . i df . il/cgi-bin/php5 B ock 1
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