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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3053
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 102
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

141. 212. 122. 173 Lhited Sates 147. 237.76. 197 e. hi nush. i df .i | Bl ock Udp All Nets drop 1

146. 185. 239. 100 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|
At t acker At t acker

Country
185. 66. 249. 87 |Net herl ands

get Address

Site ’Sgnaiure

147. 237.72. 166 |aka. i df . i | 12348: HI‘I'P PHP-OQ3 Query String Paraneter Command | nj ection B ock
Vil nerability
45.32.83.228 147.237.77. 216 |dover . i df . ifC008: HTTP: Xenu User Agent B ock
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
191. 240. 136. 5 147. 237.76. 30 Brazl hi nush. i of . i | ET SCAN Potential WNC Scan 5900- 5920 1
131. 109. 15. 15 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .| ET SCAN NMAP -sS wi ndow 3072 1
131. 109. 15. 15 147.237. 76. 147 Lhited Sates chi nuch. aka. i df . il ET SCAN NVAP -f -sS 1
60. 169. 78. 38 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
60. 169. 78. 38 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
137.117. 168. 203 147.237.8.24 Lhited Sates elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
131. 109. 15. 15 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN NMAP -sS w ndow 2048 1
78.193.2.8 147. 237.76. 34 France yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
60. 169. 78. 38 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
107.167. 112. 140|United Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
41.33.231.90 Egypt 147.237.77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 12
149. 62. 201. 112 |Bulgaria 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i SSi
66.249.78.37  |Wited Sates |147.237.77.234|nalag.idf. il 9 =g Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
Sreaning Engine: TQP Invalid i i ssi
50.151. 210. 164 |Wnited Sates |147.237.76.200 |eitan. aka. i of. il g =g Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dr opped.
. R SWNretransnmit wth different .
116.231.119. 25 |China 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e nonitor |7
68.180.229.94 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 6
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor (4
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
87.68. 69. 26 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence nonitor |4
Sreaning Engine: TGP Invalid i i ssi
77.127.232. 205 | srael 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
e SYN+ACXK retransnmit wth .
46. 19. 86. 197 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence different vindow scal & nonitor |3
46.19.86.197  |Israel 147.237.77. 226 | "}" chamatz.aka. 1df |pad TGP sequence Inval i d ACK number moni tor (3
Sreaming Engine: TGP Invalid i i ssi
109. 253. 201. 121 |1 srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
. S ] Geo- | ocati on i nbound
61.135.190.71 |China 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent enf or cerent drop 2
87.68.69. 26 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreanming Engine: TQP Invalid i i SSi
46.121.123.18 |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
65.55.210.54  |LWhited Sates |147.237.76. 200 |ei tan. aka.idf . il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
87. 68. 69. 26 | srael 147.237. 72. 156 |aman.i df .i| drop Frst packet isn't SN drop 2
Sreaning Engine: TGP Invalid ' i ssi
66.249.66.39  |United Sates |147.237.77. 234 |l ag.idf il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
87.68. 69. 26 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber aert 2
46.19.86.197  |Israel 147.237.77. 226 ‘“f"lw chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 2
97.99. 85. 234 Uited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
50.178.132.216 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
87. 68. 69. 26 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
66.249.78.146 |lited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
. . SYNtAXK retransmit with .
46.117.5. 251 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 1
141.212.122. 114|Wnited Sates |147.237.77. 170 |mmar achot . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
99. 231. 167. 152 |Canada 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
157. 55. 39. 12 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46.19. 86. 129 I 'srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 224|Wnited Sates  |147.237.72.217|e.idf il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122. 218|Wited Sates |147.237.76.202 e hal ag.idf.il Geo- | ocati on enf or cenent gﬁfolggﬁ;‘fn i nbound drop 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
116. 231. 119. 25 |China 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow nonitor |1
87.69.28. 15 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 1
74.82.47.28 Lhited Sates [147.237.72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 231|Wited Sates  [147.237.77. 121 | navy. i df .1 Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
50. 151. 210. 164 |Lhited Sates |147.237.76. 200 |eitan. aka i df.il Bad TCP sequence Invalid ACK nunber nonitor |1
141.212.122. 219|Wited Sates  |147.237. 76. 202 |e. hal ag.i df . Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
45.32.225.19 147.237.77. 216 |dover.i df i drop SAMrule drop 1
109. 10. 175. 222 |France 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
213. 8.204. 70 | srael 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
184.105.139.98 |Lhited Sates [147.237.77. 176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.8.132. 112 R‘Sf:;”ion 147.237.72. 166 |aka.i df . i SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
87.69. 28. 15 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
74.82.47.32 Lhited Sates |147.237.0.35 |akaws.idf.il drop drop
185. 3. 144. 47 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
146. 185, 239, 102|SS' &1 147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1

Feder at i on
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
208.113.155.2 |lWiited Sates |[147.237.77.233|atal .idf.il Mil tipl e Unhaut horized URL Access from 208. 113. 155. 2 B ock 4
: . . D stributed Uhaut hori zed URL Access on
204.13.201. 137 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ B ock
141.212.122. 112|Uited Sates [147.237.77.170|m@arachot . i df .i| |Unauthorized URL Access to /x B ock
74.82.47. 4 Lhited Sates |147.237.72.167|i shuri maka. i df.i[[unaut hori zed URL Access to 147.237.72. 167/ B ock 1
46. 236. 24. 54 zlr:;gom 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df . il/894-en/i df gdover . aspx B ock 1
: . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
107.178.194. 83 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . il/1133-22461- he/ dover. aspx. [Bl ock 1
. i Uhaut hori zed URL Access to
66.249.78.93 | srael 147.237.77.233|atal . i df il v atal . idf.il/tenplates/shared usercontrol s/trajector/ B ock 1
: . . D stributed Uhaut hori zed URL Access on
204.13.201.137 [Wited Sates [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
85.10.210.199  |Ger many 147.237.77. 216 |dover . i df . i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
50.179.129.41 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/aman B ock 1
109. 66. 104. 165 |I srael 147.237.72. 166 |aka. i df . i | Zjl;'cg e Untraceabl e S Sessions from 109.66. 104. 165 (sigal gs DS |\, o 1
. . Uhaut hori zed URL Access to
66.249.78.166 |lIsrael 147.237.77.216|dover.i df .il v i df i 1/ nevesi t e/ engl i sh/ 021904- 1. st m B ock 1
107.178.194.79 |[Uhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/1133-22638- he/ dover. aspx. |B ock 1
61.135.190.71 |China 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed UR. Access to 147.237.0. 15/ B ock 1
. . . D stributed Uhaut hori zed URL Access on
109. 163. 234.4  [Ronani a 147.237.77. 216 (dover. i df .i| v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.229. 173 |Wited Sates |[147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
40. 77. 167. 45 Lhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ B ock 1
. . . DO stributed Uhaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.102. 9. 101 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294-en/wanidf.il/english |B ock 1
. . . URL is Above Root Directory
116. 231.119. 25 [China 147.237.77.216|dover . i df . il vowi df i1/ ../ shar e user cont rol s/ header upper/ B ock 1
! . . Uhaut hori zed URL Access to
74.62.206. 73 United Sates 147.237.77. 216 (dover . i df . i | wwy i df . i | / shar ed/ user cont r ol s/ header upper/ B ock 1
. . S Whtraceabl e Gonnection - Protocol violation
46. 19. 86. 197 I srael 147.237.77.216|dover . i df . il (SSL CONN LI ENT FELLO None 1
208.113.155.2 |lLited Sates |[147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/wp-admn/ B ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
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