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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3049
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 107
111.122.9.122 Chi na 147.237. 76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site |Slgnature

Devi ce Action ‘Count
45.63.71. 182 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 2
45.32. 83. 228 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 2
45.63. 70. 210 147.237.77. 216 dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 78. 62 147.237.72.166|lhited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147. 237.76.86 |Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
191.240.136.5 |147.237.72. 166 |Brazi aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
188. 166. 245. 249|147. 237. 77. 216 ?ézz;;”im dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 61. 109. 189 |147.237.8.14 [China e.orchot.idf.il ET SCAN NVAP -f -sS 1
66.249.78.160 [147.237.72.166|lhited Sates aka.idf.il VEB- O3 redirect access 1
50.89.149. 230|147 237 0.19 |india vadi matal idf il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
54.183. 70. 41 147.237.0.19 |Wnited Sates madi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
46. 45, 137. 67 147.237.0.16 |Turkey ny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
189, 122, 159. 2011147 237 0.33  |grazi| il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 61. 109. 189 |147.237.8.14 |China e.orchot.idf.il ET SCAN NVAP -sS w ndow 2048 1
177. 246. 36. 181 |147.237.76.34 |Mexico yohal an. i df .i | ET SCAN Behavi oral Lhusual ly fast inbound Telnet Cbnnections, 1
Potential Scan or Brute Force
54.183. 70. 41 147.237.0.19 |lhited Sates |nadimatal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
54, 183. 70. 41 147.237.0.19 [Wnited Sates nadi matal .idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
68.180.229.94 [wnited Sates |147.237.0.15 |kosher-kravi.idf.il[dr op SAMrul e drop 33
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaming Engine: TGP Invalid i i ssi
79.177.123.193 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Gonpl i ant Fai | ed to handl e connection data [noni tor 6
Sreaming Engine: TGP Invalid i i sSi
157.55.39. 114 |Wited Sates |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
37.26.147.222 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 6
Ret r ansn ssi on Packet dropped.
195. 34. 150.18 |Austria 147. 237. 77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor
147.235. 8. 63 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
; . . SYNPAXK retransmt with different .
174.63.233. 252 |Whited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 3
147.235.8.63  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SIAK retransmt with different |y or 3
w ndow scal e
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Russi an Lo Sreamng Engine: TP Invalid |invalid segnent retransnission.
178.154.189. 2017 " - 147.237.72. 166 |aka i of .i | Ret r ansm ssi on Packet dr opped. drop 3
96. 36. 155. 26 Lhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
147. 235. 8. 63 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 3
141.212.121. 192|Wited Sates  |147.237.76.44 |erefuah.icf.il  |Geo-1ocati on enf or cenent Sﬁfo',ﬁgﬁigf’” i nbound drop 2
188. 120. 148. 208|1 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |2
37.26.146.211 |[Israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
188. 120. 148. 208|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreaming Engine: TGP Invalid i i sSi
79.143.180.15  |Ger many 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dropped.
74.82.47.48 Lhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
172.56.34.150 |Uhited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 214|thited Sates  |147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 118|lLnited Sates  [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.168. 46. 100 |Wited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141.212. 122, 123|Wited Sates  |147. 237. 76. 196 |e. sviva i df . i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
123.125.71.29 |China 147. 237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 1
198.1.101. 123 |Uwited Sates  [147.237.77. 176 |nmat pash.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor 1
74.82. 47.50 Lhited Sates |147.237.72.167|ishurimaka idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 215|Wited Sates  |147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 113|Whited Sates  |147.237.77.234 |nal ag.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
79.180.103.35 |[lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
186. 30. 158. 216 |Col onbi a 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 124|Wited Sates  |147. 237.76. 196 |e. sviva. i df . i | Geo- | ocati on enf or cenent Sﬁfolrggﬁ;ton  nbound drop 1
123.125.71.29 |China 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.50 Lhited Sates |147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 219|Whited Sates  |147.237.77.235[sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 114|Wited Sates  |147.237.77. 234 |nal ag.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
83.143. 240.9 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 1
141.212.122. 211|Whited Sates  |147. 237.77. 243 |nobi I e.idf . | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 192|thited Sates  |147.237.0.15 |kosher-kravi.idf.il[SYN At t ack SYN -> SYN-ACK -> RST alert 1
216.218. 206. 108|Whi ted Sates  |147.237.77. 227 |e. hanaz. i df . i | Geo- | ocati on enf or cenent ﬁ?;'rggz:nfn I nbound drop 1
74.82.47.51 Lhited Sates [147.237.0.33 [idf.il dr op drop 1
184.105.139.99 |[Whited Sates |147.237.77.178|e.matpash.idf.il  |Geo-1 ocation enfor cenent gﬁ?;'rzgi'nfn t nbound drop 1
141.212.122. 220|Whited Sates  |147.237.77.235[sviva idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 122|thited Sates  |147. 237. 76. 147 [chinuch. aka i df .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 14 Lhited Sates  |147.237.72. 156 |aman.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 212|thited Sates  |147. 237.77. 243 |nobi I e i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 192|thited Sates  |147.237.0.15 |kosher-kravi.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 118|lnited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
66.249.78. 159 |lsrael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 2
m ny- kosher - kravi . i
61.135.190.69 |[China 147.237.0. 17 of niyl Unaut hori zed URL Access to 147.237.0.17/ B ock 1
] . . Unknown Par anet er sorderby in
157. 55. 39. 20 Lhited Sates 147.237.72. 166 |aka. i df . i | aka.i df.i1/iturimaspl di spl ayal | sol di ers. asp None 1
. . Unaut hori zed URL Access to
66.249.78.160 |[Israel 147.237.72. 166 |aka. i df . i | v aka i of i1/ 7edi rect s/ ssl -redirect. htr B ock 1
109. 66. 104. 145 |l srael 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 1
. . Unaut hori zed URL Access to
66.249.69. 24 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/cli entscripts.js Bl ock !
: . . D stributed Unaut hori zed LR Access on
204.13.201.138 [Uited Sates 147.237.77. 216 [dover. i df . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
. . Uhknown Paraneter hc_l ocation in
66. 249. 78. 254 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ i v/ g yus/ gener al . aspx None 1
109. 66. 104. 145 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php Bl ock 1
66. 249. 69. 32 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.201. 138 |thited Sates 147.237.77. 216 |dover.idf . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 [Whited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
Bosni a and . .
31.223.132. 154 Fer zegovi na 147.237.77.216|dover.idf .i | PHP At t enpt B ock 1
109. 66. 104. 165 |l srael 147.237.72. 166 [aka. i df . i | SIS Untraceabl e Gonnection - sigal gs DoS Attack None 1
. . Unaut hori zed URL Access to
66. 249. 69. 40 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/j query/j query-ui.js Bl ock !
. . Unaut hori zed URL Access to
212. 150. 209. 205|I srael 147.237.72. 156 |anan. i df . i | v anan, i df . i |/ odi | n/ f aq, aspx2cat i d=59941 B ock 1
: . ] D stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 |dover.idf .il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
31,203,132, 154 |20Snia and 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwuidf.il/xnirpc. php Bl ock 1
Her zegovi na
141.212.122. 112|thited Sates 147.237.77.234|hal ag. i df . i | Whaut hori zed URL Access to /x Bl ock 1
Unaut hori zed URL Access to
212. 150. 209. 205|I srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ gener al . aspx?cat i d=58624&doci d= |B ock 1
68439
. . Unaut hori zed Met hod PCST for
109. 65. 106. 172 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai v sachar / f ad, aspx B ock 1
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