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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3066
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets dr op 108
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

23. 95. 248. 152 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ock Wp Al Nets drop 1

183. 128. 181. 47 Chi na 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1

183. 128. 181. 47 Chi na 147.237. 76. 197 e. hinush.idf.il B ock Wp Al _Nets drop 1
89.248.174. 4 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1

183. 128. 181. 47 Chi na 147.237.76. 198 e.yohal an.idf.il B ock_UWp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 78. 15 147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
91.201. 236. 114 |147.237.76.30 |lkraine hi nush. i df i | ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147.237.76. 44 |France erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147.237.76.31 [France nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
59.7 79, 167 147 2378 24 |FOr€a Republic elifestyleid. il ET SIJAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
119 187 74. 148 |147. 237 76. 38 |chi na o o nmitavid il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.201. 236. 113 |147.237. 77. 179 |kr ai ne e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147.237.76. 42 |France refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.148.18.162 |147.237.8.14 |Lithuania e.orchot.idf.il |ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 76. 148 [Sweden gacenter. aka.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
89. 139. 236. 106 |l srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 12
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [noni tor
178. 154. 189. 201 :Z:::t”i o 147.237.72. 166 |aka.i df .l ;: ?2?11'5?7? s?igcl)r?e: TP Invalid :)Z‘éakjeitd ;egggga retransmssion. g o, 3
37.26.147.217 |israel 147. 237.72. 166 |aka i df .i Streaning Bngine: TCP Invalid invalid segnent retramsnission. | 3
Ret r ansni ssi on Packet dropped.
65.55. 210,135 |Uited Sates  |147.237.76. 200 feitan aka idr i1 | S NG Engine: TCP Invalid invalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dropped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
121. 28. 150. 154 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
65.92.14. 77 Canada 147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid Invalid checksum Packet dropped. |drop 2
Checksum
199.30.16.166 |United Sates  |147. 237.76. 200 |eitan aka icr. i |2 Cam NG Engine: QP Invalid invalid segnent retransmission. | 2
Ret r ansni ssi on Packet dropped.
157.55.2.147  |uited Sates  |147. 237 76. 200 [ei tan akaicr i1 |2 €M NG Engine: TCP | nvalid finvalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |lhited Sates  |147.237.72.166 |aka.idf.il dr op SAMrul e drop 2
2.54.165. 240 | srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 1
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i f .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 217|Wnited Sates  |147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 116|Uhited Sates  [147.237.8.28 |e.mobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |dr op 1
198.1.101.123 |lhited Sates |147.237.77.176 |natpash.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
141.212.122. 210|Wnited Sates  |147.237. 76. 177 |ncore. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |Lhited Sates  [147.237.77.74 [lawidf.il drop SAMrul e drop 1
8.37.227. 68 g”&;ymus 147. 237.77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
141.212.122. 223|wnited Sates  |147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 121 |Wnited Sates |147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
149. 210. 158. 71 |Net her | ands 147.237.77. 176 |natpash.idf.il  |Bl ock HTTP Non GConpl i ant Fail ed to handl e connection data  |noni tor 1
141.212.122. 211 |Wnited Sates  |147.237.0.19 |madimatal.idf.il |[SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 112|Whited Sates 147.237.77. 121 |e.navy.idf .il Geo- | ocati on enf or cement Geo-1 ocation inbound enf or cenent |drop 1
208.115.111. 73 |Lhited Sates  [147.237.77.216 |dover.idf.il drop SAMrule drop 1
184, 105. 247. 204|Uhited Sates  |147.237.76. 176 |test.ncore.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 g;z::t”ion 147.237.0.19 |madimatal.idf.il [SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 122|wnited Sates  |147.237.0.34  |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 44 Uited Sates |147.237.77.178|e.matpash.idf.il [Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
199. 30. 24. 144  |Wnited Sates  |147.237.76.42 [refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 212|Wnited Sates  |147.237.0.19 |madimatal .idf.il |[SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 113|Lhited Sates 147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
185. 18. 206. 194 |l srael 147.237. 77. 170 |maarachot . i df .i| |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 92. 36 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber aert 1
141.212.122. 208|wnited Sates  |147.237.76.31 [nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
199.30.24.144 |Wited Sates [147.237.76.42 [refuahidi.il  |Bad TCP sequence mﬁsrczt;ansm wthdifferent |opnitor |1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 216|Wnited Sates  |147.237. 77. 216 |dover.idf i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 115|Uhited Sates |147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
149. 78. 92. 36 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 209|Wnited Sates  |147.237.76. 177 |ncore.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
108.61.122.70 |Fance 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow nmoni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
195112, 235, 59 |Rssian 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 6
Federation ’ i

195. 112. 235. 59 RJSf;:I”ion 147.237.72. 166 |aka. i df . i | Ml tiple Unaut horized URL Access from 195.112. 235. 59 B ock 5

46.19. 85. 115 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None 2

109. 253. 202. 140|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2

197. 164. 174. 152 |Egypt 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to waw i df.il/xnmrpc. php B ock 1

121. 28. 150. 154 |Chi na 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to ww i df.il/894-hel/ http:/ Bl ock 1
: . . Unaut hori zed URL Access to

68.180.228. 112 [Wnited Sates 147.237.77.216|dover. i df . il v i df i 1/ 1283- 19142- en dover &hel | i p Bl ock 1
. . . D stributed Unaut hori zed URL Access on

107.178.194.79 |Wited Sates  [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1

66. 249. 78. 97 | srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
: . . D stributed Uhaut hori zed LRL Access on

208.184.112.74 [Wited Sates  |147.237.77.216|dover. i df.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1

141.212.122. 112|Wited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to /x Bl ock 1

79.177.150. 152 [israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ nav. css |Bl ock 1

Unknown Parareter &np;l in
ww ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx

: . . D stributed Unaut hori zed URL Access on
107.178.194.79 |thited Sates 147.237.77.216|dover.idf . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1

. . Uhaut hori zed URL Access to
66.249.78.111 |[Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1

: . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |lLhited Sates 147.237.77.216|dover.idf . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1

54.173.185.239 [lhited Sates 147.237.76.200|ei tan. aka. i df . il None 1

ny- kosher - kravi . i df .

157.55.39. 141 |lhited Sates 147.237.0. 16 i Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
79.181. 145. 125 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
65. 60. 9. 10 Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
195. 112. 235. 59 :ZZ::FI on 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/nain/gi yus/index. php |Bl ock 1
108.61.122.70  |France 147.237.77. 216 |dover . i df . i | LR Ts Above oot Directory B ock 1

v i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js

. . Uhaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1

. : . Uhaut hori zed URL Access to
220. 181. 108. 150|Chi na 147.237.76.86 [navy.idf.il Wi navy. i df i1/ p storagelfil es/ 3/ si ze338x0/ 1613, | pg Bl ock 1

Uhaut hori zed URL Access to

157.55.39.240 |lhited Sates  |147.237.77.216|dover. i df .il Wi | df i |/ 1283- 18503- en/ dover . aspx(P A x'xVAAVA Bl ock 1
93.173.244.168 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
66.249.78.9  [israel 147.237.72. 166 |aka. i df . i | shaut hor zed UL 20Cees 1O ouri oadt orm asp Bl ock 1
197. 164. 174. 152|Egypt 147.237.77.216|dover.idf . il PHP At tenpt B ock 1
66.249.79.209 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
37.26.148.219 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
182.118. 21. 232 [China 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
95.175.97.229  |Finland 147.237.77. 216 |dover . i df . | D stri buted 1%";?;;&;?&%\/??:;" B ock 1
66.249. 78. 18 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1406- he/ atal . aspx |B ock 1
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