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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3043

204. 93. 154. 199 Lhited Sates 147.237.77.216 dover.idf.il TP Scan (vertical) drop 194
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al Nets drop 108
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2
218.84.232.121 Chi na 147.237.76. 198 e.yohal an.idf.il Bl ock_Udp Al _Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1

112. 204. 201. 238 Phi | i ppi nes 147.237.76. 39 nobi | e.nei tav.idf.il ock Wp Al _Nets drop 1
218.84.232.121 Chi na 147.237.76. 197 e hinush.idf.il Bl ock_Udp All _Nets drop 1
112.204. 201. 238 Phi | i ppi nes 147.237.76. 42 refuah.idf.il ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
37.143.82.50 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
193. 105. 134. 220 147.237.0. 17 Sweden m ny-kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
188. 166. 245. 249 147.237.0. 15 Russi an Federation kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 83. 135. 131 147. 237. 72. 166 Georgi a akaidf.il ET SCAN Potential SSH Scan 1
80. 83. 135. 131 147.237.72. 14 Georgi a dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
58. 253. 96. 122 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 2048 1
50. 23. 96. 210 147.237.0.35 Wited Sates akave. i df . il ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.77. 212 Net her | ands e. dover.idf.il ET SCAN NVAP -f -sS 1
188. 166. 245. 249 147.237.0. 33 Russi an Federation idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 83. 135. 131 147.237.72. 217 Georgi a eidf.il ET SCAN Potential SSH Scan 1
80. 83. 135. 131 147. 237.72. 156 Georgi a aman. i df.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 3072 1
58. 253. 96. 122 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
107. 167. 96. 6 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 27
46. 19. 86. 38 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |17
41.33.232.66  |Egypt 147. 237. 77. 216 |dover i df . Bl ock HTTP Non Conpl i ant Zgjtged to handie comection oo |5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engi ne: TCP ' i ssi
66.102. 9. 71 Wited Sates 147. 237.76. 200 |ei tan. aka. i f . i mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
109.30.24.71  |Wited Qates 147.237.76. 200 |ei tan. aka. i of . | mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
37.26.148.254 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject
46.19. 86. 38 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid sequence nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i B ock HTTP Non Conpl i ant Zgjtged to hand e connection oo |3
185.99.47.79 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
S reamng Engi ne: TCP i i ssi
141.8.132.112 |Russian Federation |147.237.72.166|aka idf.i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
41.34.250.239 |Egypt 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber aert
147. 235. 8. 63 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject
41.34.250.239 |Egypt 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
Pal estinian Territory S -
83. 244.50. 117 Qccupi ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
e SYN+ACXK retransmt with .
147. 235. 8. 63 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence di fferent vi ndow scal nonitor |2
41.34.250.239 |Egypt 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence Invalid sequence nunber nonitor |2
174.37.79.58  |Wnited Sates 147.237.77.74 |lawidf. il B ock HTTP Non Conpl i ant gzjtfaed to hand e comection o |2
41.34.250.239 |Egypt 147. 237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
Sreamng BEngi ne: TCP i i ssi
46.121.123.18 |Israel 147.237.77. 243 |nobil e.i of . mng tngihe- 1 Invalid segment retransmssion. |, 2
Inval i d Retransnission Packet dropped.
147. 235. 8. 63 I 'srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout [alert 2
147.235.8.63  |Israel 147. 237. 77. 216 |dover . i df .i Bad TCP sequence STNACK retransmt with moni tor |1
di fferent w ndow scal e
141. 212. 122. 120|Wnited Sates 147.237.0.33 |idf.il drop drop 1
37.26.148.134 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
82.166. 100. 163 |l srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
185.99. 47. 79 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |1
141.212. 121. 192|Wnited Sates 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1
71.6.167. 142  |Wited Sates 147.237.76. 44 |e.refuah.idf.il Geo-l ocation enforcement  |C0-!ocation inbound drop 1
enf or cenent
204.93.154.199 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
37.26.148.206 |[lIsrael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212.122. 121|hited Sates 147.237.0.33  |idf.il drop drop 1
185.99. 47. 79 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
37.46.38.78 | srael 147.237.72. 167 |i shurimaka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.121. 192|hited Sates 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
e SWNretransmit wth different
79.177.150. 152 |lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e aert 1
} . . . Fail ed to handl e connection .
208.43.206.15 |Lhited Sates 147.237.77.74 |lawidf.il Bl ock HTTP Non Gonpliant |/ nonitor |1
37.26.148.230 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212. 122. 121 |Wited Sates 147.237.77. 226 V‘l"‘l"“ chanatz. aka. 1 |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
84.95. 88. 29 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject
46. 19. 86. 121 I srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval id ACK nunber noni t or
185.99. 47. 79 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SINFACK retransmt W th moni tor |1
di fferent w ndow scal e
147. 235. 8. 63 I 'srael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert 1
141. 212. 122. 113|Wited Sates 147. 237.76. 202 |e.hal ag.i f .| Geo- | ocati on enf or cenment il?olrgzx:]f” I nbound drop 1
80. 246. 136. 150 |l srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 18. 206. 194 |l srael 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.148.243 |lIsrael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212. 122. 122|Wited Sates 147.237.77. 226 "LI"‘IW chanat z. aka. 1df \oyn At t ack SYN -> SYN-ACK -> RST rej ect 1
147. 235. 8. 63 I srael 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 208. 143|I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock
46. 19. 86. 251 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock
65.75.160.133 [lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ Bl ock
. . D stributed Unaut hori zed URL Access on
150. 70.173.55  |Japan 147.237.77. 216 |dover. i df . il v i dff i |/ 1133 22638- hel dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
82. 210. 20. 27 Ger many 147.237.76.42 |refuah.idf.il refua. atal i df i /wor dpr ess/ vp- adin B ock 1
. . Uhaut hori zed URL Access to
66.249.65.27  |Israel 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31/ 1085- he/ nakhal . aspx B ock 1
] . . Uhaut hori zed URL Access to
40.77.167.37 Lited Sates 147.237.77.216|dover.i df .i | v i df i 1/t al 1/ zkor/ vi ew i . asp B ock 1
212.76.110. 106 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
69.113.151.67 |thited Sates  |147.237.72.166 |aka. i df .i Miltiple thauthorized Mthod for Known UR. from Bl ock 1
69. 113. 151. 67
65. 132. 59. 34 Lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
157. 55. 39. 12 Lhited Sates 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to ww i df.il/navy/ B ock 1
84.109. 165. 142 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
46.19. 85. 115 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
130. 193. 51. 51 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
69.113.151.67 |Wited Sates  |147.237.72.166|aka. i df .|| Uhaut hori zed Met hod HEAD f or B ock 1
vww aka. i df . i | / mai n/ gi yus/ def aul t. aspx
65. 132. 59. 34 Uited Sates 147.237.77.74 lawidf.il Uhaut hori zed URL Access to ww | aw i df.il/320-en/ pat zar. aspx B ock 1
185. 68. 109. 226 [pain 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua.atal .idf.il/wp-admn/ B ock 1
98. 130. 0. 140 Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/test/wp-admn/ Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 4 I st ael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1412- hel at al . aspx B ock 1
. wwwv. chamat z. aka. i df .
141.212.122. 112|lhited Sates 147.237.77. 226 i Uhaut hori zed URL Access to /x B ock 1
72.184.141.217 |wited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/anan B ock 1
. . Uhaut hori zed URL Access to
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p, st or agel f | es/ 3 62953. j pg B ock 1
195. 154. 226. 90 |France 147.237.77.233|atal .idf.il I11egal HITP \ersion HITH Bl ock
2. 54. 168. 200 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None
; ] ] Uhaut hori zed URL Access to
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 1
. . Uhknown Paraneter docl.. in
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v/ gi yus/ gener al . aspx None 1
64. 46. 23. 242 Canada 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-hel dover.aspxfa  |B ock 1
. . Dstributed Lhauthorized URL Access on
150. 70.173.51  |Japan 147.237.77.216|dover.i df .i | v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
79.181. 145. 125 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . . Unaut hori zed URL Access to
66.249. 64.203  |Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1776 B ock 1
’ - . DO stributed Unaut hori zed URL Access on
204.13.201.138 [Wited Sates  [147.237.77.216 |dover. i df .| v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
5. 29. 202. 119 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . Dstributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates  [147.237.77.216|dover. i df .il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates  |147.237.77.176|mat pash.idf.il v cogat . i df . i 1/ 2113- he/ cogat . asp Bl ock 1
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