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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3049
204. 93. 154. 212 Lhited Sates 147.237.72. 166 aka.idf.il TP Scan (vertical) drop 191
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 114
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
201. 165. 215. 66 Mexi co 147.237.76.176 test.ncore.idf.il |B ock Udp All Nets drop 1
201. 165. 215. 66 Mexi co 147.237.76. 197 e. hinush.idf.il Bl ock_UWp Al _Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
201. 165. 215. 66 Mexi co 147.237.76. 199 e.nakchal .idf.il |B ock Udp All Nets drop 1
201. 165. 215. 66 Mexi co 147. 237. 76. 200 eitan.aka.idf.il |Bock Wdp All Nets drop 1

66. 102. 9. 10 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
5. 102. 254. 106 147. 237.72. 156 I srael aman.idf.il GPL SCAN nyscan 2
5. 102. 254. 106 147.237.72. 156 I 'srael aman.idf.il | NDI CATOR- SCAN nyscan 2
89. 163. 145. 107 147.237.0. 19 Ger many madi matal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 170 Chi na maar achot . i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 148 Chi na gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
139. 196. 57. 234 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 243 Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
149. 62. 201. 112 |Bulgaria 147.237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i sSi
89.138.68.96  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
85.130. 129. 175 |Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 11
85.130. 129. 175 |l srael 147.237.0.34 [tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 11
Sreaning Engine: TQP Invalid i i SSi
79.177.179. 234 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.228.214. 168 |Israel 147. 237.72. 166 |aka i f .11 9 =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
46.210.128.84 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.52. 248 | srael 147.237.72. 166 |aka. i df .i 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
85.130. 129. 175 |l srael 147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop 9
91.200.12. 143  |krai ne 147.237.77. 216 |dover.idf.il  |drop SMrule drop 8
31.210.187.48 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
reaming BEngine: TCP Invali i i ssi
84.228.111.88 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 3. 30 I srael 147. 237.72. 166 |aka i f .11 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
2.54.19. 41 I'sr ael 147.237.76. 200 |ei tan. aka. i f . g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TGP Invalid i i sSi
79.182.7.169  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
109. 64. 119. 198 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber aert 6
89. 139. 236. 106 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
109. 64. 119. 198 |l srael 147. 237. 72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
188. 120. 148. 131|l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 6
91.200. 12. 143  |lkrai ne 147.237.0.34 |tikshuv.idf.il |drop SAMrul e drop 6
reaming BEngine: TCP Invali i i ssi
79.176.104. 134 |Israel 147.237.77. 243 ot e i or i1 |27 €A NG Engine: TCP Inval i d nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
104.90.89.5  [israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
31.210. 186. 239 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 5
201. 165. 215. 66 |Mexi co 147. 237. 76. 198 [e. yonal an. i df .i|Geo- | ocat i on enf or cenent Geo-l ocat i on inbound enf or cenent  |drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
31.210.188.69 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
85. 250. 84. 234 |l srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
201. 165. 215. 66 |Mexi co 147. 237. 76. 199 [e. nakchal . i df .i|Geo- | ocat i on enf or cenent Geo-l ocat i on inbound enf or cenent  |drop 4
5.102. 254. 61 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 4
201. 165. 215. 66 |Mexi co 147.237.76.201[e.atal .idf.il |Geo-| ocati on enfor cenent Geo-l ocat i on inbound enf or cenent  |drop 4
201. 165. 215. 66 |Mexi co 147.237.76.196 [e.svivaidf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 4
201. 165. 215. 66 |Mexi co 147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- | ocation inbound enforcenent |drop 4
Sreanming Engine: TCP Invalid i i ssi
37.142.192.9  |israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 77 I srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
201. 165. 215. 66 |Mexi co 147.237.76. 197 |e. hinush. i df . i 1|Geo- | ocat i on enf or cenent Geo-l ocati on inbound enforcenent |drop 4
Sreaning Engine: TGP Invalid i i sSi
46.19.85.106 |l srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid ' i ssi
178.172. 228.20 |Belarus 147. 237. 72. 166 |aka. i f . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Ret ransni ssi on Packet dr opped.
5.102. 254. 56 I srael 147.237.77.216|dover.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Bngine: TCP Invalid i i SSi
79.180.20.140 |Israel 147.237.72. 166 |aka. i df . g =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182.25.140 |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77.216|dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
37.26.147.253  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.180.59.251 |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
31.168. 114. 245 |Israel 147. 237.72. 166 |aka i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
5.102.254.106 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
85.130.129. 175 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 3
Sreaning Engine: TCP Invalid i i ssi
77.127.189.9  |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawidf.il/error. htm Bl ock 2
79. 180. 165. 251 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
46.19. 85. 86 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 2
109. 65. 80. 126 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 2
157.55.39.210 |wited Sates [147.237.72.166(aka.idf.il D stributed Unaut horized LRL Access on 147. 237. 72. 166/ B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
5.29.189. 194 | srael 147.237.72. 166 |aka. i df . i | v aka, i o . i |/ nai v gi yus/ quest i onnai e, asp None 1
: . . D stributed Uhauthorized URL Access on
107.178.194. 83 |lnited Sates |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
66.249.78.102 [Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
46. 19. 85. 97 I srael 147.237.0.34 |tikshuv.idf.il Unhknown HTTP Request Method ihv in URL B ock 1
141.212.122. 112|wnited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to /x B ock 1
79. 180. 55. 50 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
65.132.59. 34 Lhited Sates |[147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 65. 132. 59. 34 B ock 1
173.252. 114. 116|lnited Sates |147.237.72.166|aka.idf .il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.26.147.220 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
} . . DO stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1
46.19. 86. 189 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
141.212.122. 112|thited Sates |147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to /X B ock
. . Lhknown Paraneter docl.. in
66. 249. 64. 50 I srael 147.237.72. 166 |aka. i df . i | ww aka i o i |/ i 1/ gi yus/ general . aspx None 1
201. 165. 215. 66 |Mexi co 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
37.142.245.136 |[lsrael 147.237. 76. 147 |chi nuch. aka. i df . i | Unhaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 1
109. 64. 119. 198 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
68.180.228. 112 |Wnited Sates |[147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
46.120.78.235 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed URL Access to
149.88.9.1 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css B ock 1
2.54.142. 182 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
84.108. 172. 173 |Israel 147.237.72.166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
m ny- kosher - kravi . i d _ _
66. 249. 66. 115 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 1
} . . DO stributed Unaut hori zed URL Access on
204.13.201.138 |thited Sates |147.237.77.216|dover.idf.il v i dff . i | / 1133 22638- hel dover . aspx. Bl ock 1
79.176.104. 134 |[Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
51. 254, 141. 254 z";;gom 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
157. 55. 39. 20 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka. idf.il/nain/smalinisnalimaspx [None
2.54.159. 180 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
84.109. 165. 142 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
m ny- kosher-kravi .id i i
66. 249. 66. 117 | srael 147.237.0. 17 y llegal Paraneter Encoding rnd in . None 1
foil m ny- kosher -kravi . i df.i1/aj ax/ cr eat ecapt chai nage. aspx
46.19. 85. 97 I srael 147.237.0.34 |tikshuv.idf.il Mal formed URL B ock 1
: . . D stributed Uhauthorized URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
109. 67. 201. 198 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Attack None 1
79.177.134.74  |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
63.141.251.14 |Wnited Sates |147.237.77.216|dover.idf.il Distributed thauthori zed URL Access on B ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.
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