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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3056
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 108
89.248.174. 4 Net her | ands 147.237.76. 196 e.sviva.idf.il Bock Np Al Net drop 1
71.6.135.131 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Wdp All Nets drop 1

141. 212. 122. 170 Lhited Sates 147.237.76. 34 yohal an. i df . i | Bl ock Udp All Nets drop 1
71.6.167. 142 Lhited Sates 147.237. 76. 196 e.sviva.idf.il Bl ock_UWp Al _Nets drop 1




01-24-2016-22:04:01 to 01-24-2016-23:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Count |
Lhited Sates 147.237.76. 86 |navy. i df . i|16798: HITP. GNU Bash HTTP Header Renote Code Execution Vul nerability ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
80. 82. 79. 104 147.237.77. 233 |Netherlands ~ |atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 45. 137. 67 147.237.77.19 [Turkey I awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 199 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
185. 40. 4. 27 147.237.0. 16 ny- kosher-kravi . i df.il ET SCAN Behavi or al Unusufal |y fast Termnal Server Traffic, 1
Potential Scan or Infection
2.52.0.229 147.237.77. 216 [I srael dover.idf.il portscan: TCQP D stributed Portscan 1
163.172.13. 173 [147.237.8.50 E;ir:;cci]om e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
121.201.27.61 |147.237.76.30 |China hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147.237.0. 19  |Turkey madi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
109. 235. 254. 181]147.237.0. 19  [Turkey nadi matal .idf.il ET SCAN NVAP -f -sS 1
82.145. 33. 11 147.237. 0. 200 E?ir:;gom . i df i | ET SCAN NVAP -sS wi ndow 1024 1
46175 237 127 |147 237 0.34  |rol and Cikshv.id il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46. 45. 137. 67 147. 237. 76. 197 [Tur key e. hinush. i df .il ET SCAN NVAP -sS w ndow 1024 1
37.26.148.132 [147.237.0.19 |[lIsrael nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf.il portscan: TCQP D stributed Portscan 1
161.202. 6. 210 |147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 210. 188. 238|147. 237. 77. 216 |Ml aysi a dover.idf.il portscan: TCP D stributed Portscan 1
109. 235. 254, 181|147. 237.0.19  |Turkey nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 65. 14. 197  |147. 237. 72. 166 |I srael akaidf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
46.19.86.35  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 36
Ret r ansn ssi on Packet dr opped.
91.67.205.189 |Ger many 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 31
. . SWNretransnit wth different .
176.13. 0. 203 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence wi ndow scal e noni t or 23
2.54.57.65 | srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
2.54.57.65 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14
2.54.57.65 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 14
2.54.57.65 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 14
Sreamng Engine: TCP Invalid i i SSi
2.54.6.135 I srael 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
89.138.243.60 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 12
89.138.243.60 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreamng Engine: TCP Invalid ' i ssi
109. 253. 194. 1781 sr ael 147. 237. 77. 243 |mobi le. i f . i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
149.78.19. 215 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
79.181.182.64 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
94. 159. 147. 232 |l srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 11
94.159. 147. 232 I srael 147.237.77. 216 |dover.idf.il |Bad TOP sequence SINWAK retransmt with different Joooiior |11
W ndow scal e
31.210.187.12 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 10
2.54.57.65 | srael 147.237.72. 166 |aka.i df .i | SYN At tack rej ect 7
79.181.162.43 I srael 147.237.76.42 |refuah.idf.il [Bad TOP sequence SWretransmt with different dert 6
W ndow scal e
109. 67. 167. 187 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i Ssi
2.52. 160. 58 I'sr ael 147.237.0.34  |tikshuv.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
79.182.172.11 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber alert
2.54.57.65 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert
149.78.222.51 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber alert
R SWNretransnmit wth different .
79.181.162. 43 |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence “i ndow scal noni t or 6
Sreanming Engine: TCP Invalid i i Ssi
2.54.58.75 I'sr ael 147.237.77. 243 |nobi L e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
109. 67. 167. 187 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
79.182.172.11 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 6
37.46.39. 39 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
149.78.222.51 |Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i SSi
2.52.130.250  |Israel 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
79.182.240.30 |Israel 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreanming Engine: TCP Invalid i i Ssi
46.19.85.224  |Israel 147.237.77. 243 |nobi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
37.26.149.197 |Israel 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
31.210. 187. 100 |Israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 5
188. 120. 148. 157l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
2.54. 36. 44 | srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
S SYNHAK retransnit with different .
37.26.149.197 |Israel 147.237.72. 156 [amn.idf.il  [Bad TCP sequence v ndow scal 6 noni t or 4
82.81.192.98 | srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
201. 165. 215. 66 |Mexi co 147.237.76. 44 |e.refuah.idf.il|Geo- | ocati on enf or cenent Geo-l ocation i nbound enforcenent |drop
5.22.131.120 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i Ssi
149. 88. 139. 178 |I srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
23.243.65. 88 Lhited Sates  |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or
109. 67. 24. 40 | srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
80. 246. 133. 213 I srael 147.237.77.233atal .icf.il  [Bad TOP sequence SWretransmt with different monitor  [4
w ndow scal e
185.3.146.195 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
Russi an L Sreanming Engine: TCP Invalid Invalid segnent retransmssion.
141.8.184. 25 eration 147.237.72. 166 |aka. i df .i | Ret r ansmi ssi on Packet  dr opped. drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 186 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 98
109. 66.131. 77 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 69
37.26.148.132 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 60
46.19.85.3 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 48
46.19. 86. 186 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 40
109. 66. 131. 77 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 21
79.180.176.89 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 10
109. 253. 200. 35 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 8
176.13.10. 177 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 4
2.54. 46. 86 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253.217.52 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
204.13.201. 137 |Uited Sates 147.237.77. 216 |dover . i df . | Dstri buted 1T§;t:§g'3§eﬁ;‘}ov’;‘icfssp;” Bock |2
149. 78.181. 220 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 2
46. 19. 85. 150 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
79.177.29. 89 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode Bl ock 2
79.179.164.11 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
2.54. 48. 137 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
176.13.17.221 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Gode Bl ock 2
2.54.16. 102 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 2
89.138.243.60 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
176. 13. 2. 167 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Gode Bl ock 2
73.22.155. 10 Lhited Sates 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v i df.il/newsitel english/ B ock 2
46.121.90.147 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46.19. 86. 19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
2.54.24.103 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80. 246. 136. 142 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
128.71.53.86  |Russian Federation  |147.237.77.216 |dover. i df .| Parameor pe Maaion fsgf»':“mi n Bl ock 1
109. 67. 167. 187 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
79.179.118.87 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag.idf.il/xmrpc.php  |B ock
93.174.89.9 Net her | ands 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
66.249.78.154 [ srael 147.237.76.86 |navy.idf.il h’;\?;t ihgfr.i izleldgiﬁ /'focrif; atsc;)/sho o or um asp B ock 1
46. 120. 180. 224 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
84.94. 26. 24 I sr el 147.237.72. 166 |aka. i df . i | m“;?:: i d?.eﬂ ;‘ﬁ;hn‘;dsaccﬁzﬂms for Bl ock 1
109. 253. 203. 88 | srael 147.237.0. 17 ;nlnly -kosher - kravi . i d :}L;?aklos':ﬁ”;::\:i Elng?d: r?a; ';?(/ic?eat ecapt chai age. S5 None 1
79.181.162.43 | srael 147.237.76.42 |refuah.idf.il ﬂ?tzg(;r.iféizﬁsfgﬁzsrte(f)uah. aspx B ock 1
185. 120. 126. 14 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
31.210.187. 215 |israel 147. 237.72. 166 |aka. i df . i | mlﬂutnaifi ;arl?;mn;er:/ hi?g(ljidr;?;;:; .Z';;ixoe in None 1
109. 66. 104. 145 |l srael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
2.52.40. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
85. 114. 118. 33 g‘ilcisgii:;a” Territory, 1147 237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS At ack None 1
60. 173. 149, 204 |Chi na 147.237. 72. 166 |aka. i df . i | ﬂ;‘_”;g?_r'?;efegl‘i‘dcﬁc;f‘jsorte‘; /1 ogi /1 ogi nf orm] s Bl ock 1
173. 252.122. 123|United Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 1
80. 246. 136. 148 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
128.71.53.86  |Russian Federation  [147.237.77. 216 |dover. i df .| a1 2308 o cover.asp | Bock |1
46.19.85.3 I srael 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessions: (pen Mde None 1
109. 186. 172. 248]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
204.13.201.138 [United Sates 147. 237.77. 216 |dover . i df . i | D stri bt ec 1T§;f;§£gi?ﬁeﬁvﬁcfsspzn Bl ock 1
107.178.194. 83 Uited Sates 147. 237.77. 216 |dover . i df .i | pstri d‘?‘_“i ?‘; 1?;;};3;5?&%\/’;?‘??:&” Bl ock 1
68.180.228. 112 |Lnited Sates 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/894-he B ock 1
46.120.196.82 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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