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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3055
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 94

95. 86. 71. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

185. 56. 28. 67 Net her | ands 147.237. 76. 147 chi nuch. aka.i df.il B ock_Udp Al Nets drop 1

85. 25. 43. 94 Cer many 147.237.76. 31 nakchal . i df.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount
193. 90. 12. 86 Nor way 147. 237. 72. 166 aka.idf.il |67 HTTP. attenpt to access .config page B ock 3
85. 64. 5. 251 I srael 147.237.72. 166 aka.idf.il [13444: HTTP. What Vb User - Agent Header B ock 2
85.64. 5. 251 | srael 147.237.72. 166 aka.idf.il |0495: HTTP. Shell Command Execution (cm. exe) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil |l er2 DDos

212.199.57.197 |[147.237.72. 166 |l srael aka.idf.il 7
attack
132 74.95. 19 147 237 77. 170 |1 st el vaarachot i df il ET DO5 Large amount of TGP Zer oVindow - Possible Nkiller2 DDos 4
attack
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.254 |147.237.72.166|Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 4
109. 253. 133. 58 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
88. 150. 196. 165 |[147.237.0. 34 LKJ?ir:;gom tikshuv.idf.il ET SCAN Potential SSH Scan 1
80. 246. 136. 231 |[147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
213.8.204. 28 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
60,217 72. 16 147 237 76. 177 |hi na core.id ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.143.82.50 147.237.76. 42 |Nether| ands refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 240.136.5 [147.237.77.178|Rrazil ematpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
5.103.128.126 [147.237.8.27 |Denmark e.nadimatal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
177 238.8. 185 |147. 237 0.34  |nsxi co Cikshov. i ] ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.52.39. 145 147.237. 72. 166 |I srael aka. idf.il portscan: TGP D stributed Portscan 1
144, 172. 234. 107|147. 237. 72. 166 |Canada aka.idf.il portscan: TCP D stributed Portscan 1
125. 65. 165. 215 [147.237.0.15 |China kosher-kravi .idf.i |[ET SCAN Potential SSH Scan 1
89. 138. 223. 110 |[147.237.72. 166 |l srael aka. idf.il portscan: TGP D stributed Portscan 1
88. 150. 196. 165 |147.237.0. 19 LK?i;gegom nadimatal .idf.il [ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.76. 42 |Nether| ands refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
193. 90. 12. 86 147. 237. 72. 166 |Nor way aka.idf.il SERVER- VEBAPP . bash_hi st ory access 1
31.201.53.178 |147.237.77.216|Netherlands  |dover.idf.il portscan: TCP D stributed Portscan 1
191. 240.136.5 [147.237.77.176|Brazil nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
2.54.34.139 147.237. 72. 166 |I srael aka. idf.il portscan: TCQP D stributed Portscan 1
149. 88. 238. 144 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
94.159.147. 232 I srael 147. 237. 77. 216 |dover . i df . i Bad TCP sequence SINAK retransmt wth different | oo 30
w ndow scal e
94. 159. 147. 232 |Israel 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 30
Sreamng Engine: TCP Invalid i i ssi
176.13.21.13  [israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
84.109. 109. 177 |Israel 147.237.72. 166 |aka i df . Streaming Engi ne: TCP Invalid invalid segnent retransmission drop 12
Ret ransni ssi on Packet dropped.
46.19. 85. 132 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 11
reanming BEngine: TCP Invali i i ssi
176.13.23.64 | srael 147.237.77. 243 |mvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmissi on, drop 8
Ret ransmi ssi on Packet dropped.
46. 19. 86. 35 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 7
Sreaming Engine: TGP Invalid i i ssi
194. 90. 89. 5 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
217.132. 135. 246 |l srael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.54. 153. 74 I st ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
reaning BEngine: TCP Invali i i ssi
5.28. 167. 47 I'sr ael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  invalid segnent retransmission drop 6
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.66.55.2  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
94.159. 147. 232 |[lIsrael 147.237. 77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 6
Sreaning Engine: TCP Invalid ' i ssi
2.54.181.130  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 133.58 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
93.172.185. 242 |Israel 147.237. 72. 166 |aka.i df . i | drop First packet isn't SN drop
217.132. 135. 246|| srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert
reaning BEngine: TCP Invali i i ssi
37.26.148.202 | srael 147. 237.76. 200 [ei tan aka i o1 || €AM NG ENgine: TCP Invalid invalid segnent retransnissi on, drop 6
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109.253.209.7 |Israel 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
2.52.37.188 I srael 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> RST rej ect
31.210.187. 215 |Israel 147.237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
83. 220. 238. 15 RJSf::I”ion 147. 237. 77. 216 |dover. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
77.127.85.215 |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber monitor |5
144.76.18. 70 Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 5
217.132.2. 97 I sr ael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
2.54.11. 116 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data  [monitor |4
Sreanming Engine: TP Invalid i i ssi
37.142.195. 112 |israel 147. 237. 77. 243 |nobi l e.i df .i 9 =g Invalid segnent retransmssion. -y 4
Ret ransni ssi on Packet dropped.
5.102. 254. 50 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber monitor |4
Sreaning Engine: TCP Invalid ' i ssi
176.13.21.31  |Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
2.54.59. 101 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4
93.172.185. 242 |Israel 147. 237. 72. 166 |aka.i f . i | Bad TCP sequence nonitor |4
2.52.159. 228 I sr ael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.52.1.217 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
192.116.166.6 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreanming Engine: TCP Invalid i i ssi
109.64.163.91 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
77.126.195. 200 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
2.54.153.74 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid sequence nunber noni t or
2.54.36. 211 I sr ael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i SSi
79.183.52.98  |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 214. 227 |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Russi an o Streaming Engine: TCP Invalid |invaid segnent retransnission.
93.158.152.31 [_ 1o 147. 237. 72. 166 |aka.i of . i | Ret 1 ansn Ssi on Packet. dropped. drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 253. 217. 250|i srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
2.52.40.2 I sr ael 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TCP Invalid i i ssi
79.178. 160. 144 I srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
109. 64.210.93 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.24.103 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 116
37.142.191.52 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 111
2.54.24.103 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 96
213.57.194. 199 |lsrael 147.237.0.34 |tikshuv.idf.il |Too Many of the Sane Response Code (404) in Session from213.57.194. 199 |B ock 24
37.142.191.52 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 21
193. 90. 12. 86 Nor way 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 193.90. 12. 86 B ock 19
85. 64. 5. 251 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 85. 64. 5. 251 Bl ock 13
176.13.0. 231 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 12
35.0.127.52 g"alt:g 147.237.72. 166 [aka. i df . i | Mil tiple Unhaut hori zed URL Access from 35. 0. 127. 52 Bl ock 11
176.13.21.13 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 5
176. 228. 8. 89 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85.64.115.240 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.138.64 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.142.191.52 |lIsrael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (404) in Session from37.142.191.52 [B ock 2
178.119. 192. 197|Bel gi um 147.237.77.74 [lawidf.il PHP At t enpt B ock 2
72.9.148. 10 LSthlatt:sd 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy. i df . i|/994-8613-he/ navy. aspx. aspx  |B ock 2
213.57.37.231 [israel 147.237.72. 166 [aka. i df . i | Dstributed Whaut hori zed LRL Access on v aka. i df . il /v tikshuv.idf.il B ock 2
2.52.165. 100 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
46.121.214. 4 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gode Character in URL B ock 2
178. 119. 192. 197|Bel gi um 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 2
. . . D stributed Uhauthorized URL Access on
46.19.85. 74 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 2
84.228.194.21 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212.76.122.233 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.22.105 |[lsrael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/14-he B ock 2
66.249.78.104 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
198. 58. 102. 158 g‘;tt:: 147.237.77. 216 dover . i df . i | Unhaut hori zed URL Access to waw i df . il /1294~ he/ v i df. il B ock 1
109. 65. 129. 241 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
89. 138, 183. 204 |israel 147.237.72. 156 |aman. i df .i | gls;;c[))rll)e Untraceabl e SSL Sessi ons from 89. 138. 183. 204 (Uhknown SSL None 1
Lhited . . .1 |Unaut hori zed URL Access to
54.173.185.239 Sates 147.237.76. 200 ei tan. aka. i df . i vwu ei tan. aka. i df.i|/tenpl at es/ opevent/ opevent . i n. aspx Bl ock !
185. 32. 179. 229 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
84.108. 184. 198 |lsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 1
176.13.13.243 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
14. 29. 80. 4 Chi na 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to waw i df.il/beifen/ cl ass/del pat h. php B ock 1
149. 78. 136. 147 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68. 180. 228. 112 ;“;tteeg 147.237.77. 216 |dover.i df . il Paranet er Type M ol ation PageNumin v i df.il/1362- he/ dover . aspx B ock 1
212.199.57. 197 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Whknown SSL Sessi on None 1
66.249. 64.225 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi ni yoman/ enl ar ge. asp B ock 1
197.134.35.59  |Egypt 147.237.77. 176 |mat pash. i df . i|  [Distributed PP Atenpt B ock 1
105. 101. 60. 223 |Ageria 147.237.77.216|dover . i df . i Distributed Uhaut hori zed URL Access on wwidf.il/arr/ B ock 1
46.19. 86. 74 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85. 64. 5. 251 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwv aka. i df.i|/6723861558438117330. aspx B ock 1
79.177.31. 95 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217.132. 135. 246 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
35.0.127.52 ;h;:ee: 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/.listing B ock 1
Unaut hori zed URL Access to
. . wawv. i df . i 1/1133-21311- he/ i df gdover . aspx&a=u& ed=0ahukew _| mnsn8pka
164.138. 115.17 |l srael 147.237.77. 216 |dover . i df . i | huf wi wkhf ei at 8gf ggzmag&si g2=knbntt 7oi pckweg! j i k2ew8usg=af gj cngwdei zj r Bl ock 1
_hzcl ui r kohef azybnda
66.249.78.133 [Israel 147.237.0.34 [tikshuv.idf.il [Uauthorized URL Access to tikshuv.idf.il/giyus/general/ B ock 1
Lhited . . O stributed Whaut horized URL Access on
204.13.201.138 [o o 147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
109. 67. 107. 201 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
89. 138. 183. 204 |l srael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
62.128. 48. 46 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
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