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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3079
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 115

185. 130. 5. 224 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 34 yohal an. i df .i | B ock Np Al _Net drop 1
89.248.174. 4 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Bock Np Al Net drop 1

66.102. 9. 118 Lhited Sates 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

At t acker

At t acker
Gountry

get Address |Site

Sgnature

16798: HITP: G\U Bash HITP Header Renote Code Execution

208.98.56.66 |Lhited Sates  [147.237.72.166|aka.idf .il WUl nerai 1ty B ock
208.98.56.66 |hited Sates  [147.237.76.86 [navy.idf.il 0543: HTTP. php.cgi Access B ock
151.80.31.126 |[italy 147.237.76. 147 |chi nuch. aka. i df . i|C28: HITP.  AhrefBot craw er

ock
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Country |Ste |Signature |Count |
208. 79. 213. 108 147.237.77.216 |Wnited Sates dover.idf.il SERVER WEBAPP nod- pl sgl adni ni strati on access 5
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
109. 253. 130. 97 147.237.77.216  |[Israel dover.idf.il I NDI CATOR- SCAN nyscan 2
109. 253. 130. 97 147.237.77.216  |Israel dover. i df il GPL SCAN nyscan 2
213.85.31. 170 147.237.0. 33 Russian Federation  [idf.il ET SCAN Potential SSH Scan 1
77.127.226. 177 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
195.216. 176. 244  |147.237.76.34 Latvia yohal an. i df .i ET SCAN NVAP -sS wi ndow 1024 1
192. 116. 89. 180 147.237.77.216  |israel dover.idf.il portscan: TCP D stributed Portscan 1
191. 240. 136. 5 147.237. 8. 46 Brazil e.chinuch.idf.il |ET SCAN NMVAP -sS wi ndow 1024 1
167. 114. 156. 16 147.237.77.216  |Canada dover.idf.il portscan: TCP DO stributed Portscan 1
91. 201. 236. 113 147.237.76. 42 krai ne refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
217.132.205.101 |147.237.72.166 |[lIsrael akaidf.il portscan: TCP D stributed Portscan 1
84. 108. 86. 57 147.237.72.166  |Israel akaidf.il portscan: TCP D stributed Portscan 1
213.57.87.61 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
77.126. 191. 143 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
199. 191. 56. 187 147.237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 240. 136. 5 147.237.76. 86 Brazil navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
191. 240. 136. 5 147.237. 8. 14 Brazil e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 113. 193 147.237.72.166  |Israel akaidf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 113 147.237.76. 42 krai ne refuah.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Devi ce

ount ry ‘Target Address |[Ste Signhature Action ‘Count
37.34.60.109  [Netherl ands 147.237. 77. 216 |dover . i df . Bad TOP sequence SN retransmt wth different monitor |61
w ndow scal e

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

37. 34. 60. 109 Net her | ands 147.237.77. 216 |dover.idf.il dr op drop 31

37.34.60. 109 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 31

37.34.60.109  |Netherlands 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data moni t or 25

37.34.60.109  [Nether| ands 147.237.77. 216 |dover.i df . i | Bad TCP sequence noni t or 22
Sreamng Engine: TCP Invalid i i ssi

84.108. 184. 198 |l sr ael 147. 237.77. 243 |mbi l e. i f . i 9 =g Invalid segnent retransmssion. drop 14
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 64.51. 130 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 12
Ret ransni ssi on Packet dropped.

84.228. 214. 238 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 12
Sreaming Engine: TGP Invalid i i ssi

109. 65. 42. 150 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

46.120. 17. 107 |Israel 147.237.72. 166 |aka.i df.il Bad TCP sequence Inval i d ACK nunber noni t or 11
Sreanmng Engine: TCP Invalid i i ssi

109. 64. 146. 237 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.

37. 34. 60. 109 Net her | ands 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

89. 139. 139. 103 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi

5.29.205.43 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dropped.

2.52.189. 68 I srael 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7

46.19. 86. 9 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 7

185. 3. 147. 109 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 7

5.102. 254. 223 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 6

37.46.38.210 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi

5.22.130.72  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.

185. 3. 147. 109 |l srael 147.237. 72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi

217.132.84.81 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.

31.201.53.178 |Netherl ands 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
Sreanmng Engine: TCP Invalid i i ssi

46.19.86.26  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.78.130 |lhited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

89.138.127.3 |Israel 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

176.13.13.162 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi

109. 67. 160. 95 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.179.17.122 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.125. 140. 114 |I sr ael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

176.13.13. 162 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

109. 65. 188. 251 [l srael 147.237.72. 156 |anan. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

Russi an S Streaming Engine: TCP Invalid Invalid segnent retransnission.

130.193.50. 1 Federat i on 147.237. 72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 6

2.52.166.180 [l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

5.102. 254. 165 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

109. 65. 188. 251 |Israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence SINAK retransmt with different | oo g

w ndow scal e

212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5

89. 139. 139. 103 [l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 5

84.108. 108. 9 I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

46.19.85.143  |[Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 5

79.176.130. 40 |Israel 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 5

97.46.193.85 |Lhited Sates  [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5

89. 139. 139. 103 |I srael 147.237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

46.19.85.149  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

89. 139. 139. 103 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 5

97.46.193.85 [lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

31.210.186.35 |[Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 5

94. 230. 86. 32 I srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreamng Engine: TCP Invalid i i ssi

157.55.39.114 |Wited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
5. 28. 142. 29 I srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 114
5.28.142. 29
213.8.204. 81 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code Bl ock 59
2.52. 160. 199 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 40
84.228.194.21 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 38
84.228.85.195 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code Bl ock 27
208.79.213.108 [lnited Sates  [147.237.77.216|dover.idf .il Ml tipl e Admin Bl ocking from 208. 79. 213. 108 Bl ock 24
46.19. 85. 212 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
84.108.184.198 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 5
2.54.58.75 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
2.52.160. 236 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
5.102.254. 165 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 214. 27 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
103. 194. 170. 165 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 3
37.26.147.173 |[israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
77.126.72.67  |israel 147.237.0.19 [nadimatal .idf. il |Trorer he Maod ilggs_c:]:em[‘tzlegtssxacem' GeriStxtRrstNe Jo oo s
37. 34. 60. 109 Net her | ands 147.237.77. 216 |dover.i df .i | Mul ti pl e Unaut horized URL Access from 37. 34. 60. 109 B ock
66.249. 78. 159 |l srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wawwidf.il/error.htm B ock
93. 173. 183. 102 |1 srael 147.237.72. 156 lanan. i df .i | gl-téepslstieolr;]traceabl e SSL Sessions from93.173.183. 102 (hknown None 2
93.173.183. 102 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
176. 13. 1. 155 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
80.246.139.28 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.142. 68. 66 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
87.69. 96. 169 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46.19. 85. 177 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 186. 172. 168]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
77.127.165.76  [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text. css |B ock 1
198. 20. 69. 74 Wited Sates  |147.237.77.226 }AM:‘AI/ chanat z. aka. i d Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
176.13.13. 162 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79.182.35. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
5. 102. 254. 89 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
147.236.232. 15 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
107.178.194.87 |Wited Sates  [147.237.77. 216 |dover. i df .i | b stri bt oc ;f;;_t;g;g_egeﬁvﬁ‘f?:p;” Bl ock 1
68.180.229.239 |lnited Sates  [147.237.72.166|aka.idf .il Unknown Paraneter KEY in v aka. i df.il/ishurinicityofficers/ None
208. 98. 56. 66 Lhited Sates  |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/cgi-bin/ php-cgi Bl ock
92.97.67.15 ;grt:td%”ab 147.237.77. 176 |nat pash. i df . i | PHP Attenpt Bl ock 1
51.39.175.9 Uni ted Kingdom|147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
185.32.179.89 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.34.60. 109 Net her | ands 147.237.77. 216 |dover . i df . i | Véb | eech 6 B ock 1
157.55.39.240 |[wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1283-19142- en/ dover B ock 1
84.108. 64. 168 |lIsrael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
213. 8. 204. 81 I srael 147.237.0.19 |nadimatal .idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
5.28.142. 29 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session Bl ock 1
109. 253. 205. 98 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
77.127.209. 247 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
204.13.201.138 [United Sates  [147.237.77. 216 |dover. i df .i | b stri bt oc ;f;;_t;g;g_egeﬁvﬁ‘f?:p;” Bl ock 1
46.19.86.4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
176.13.21.95  [Israel 147.237.72.166 |aka. i df . i | ma';ifl d'f?? /?ley n/\';;"d‘:‘ta'r;’?eg;l et o zar di st o None 1
79.182.236.63 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
149. 78. 95. 48 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
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