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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3121
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 96
79.182.196. 41 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
109. 67. 125. 101 I srael 147. 237.77. 216 dover.idf.il |Block Udp All Nets drop 6
197. 114. 30. 13 Ageria 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
79.183. 227. 154 | srael 147.237.76. 86 navy.idf.il B ock_ Wp Al Nets drop 3
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
210. 233. 165. 203 Japan 147.237.76. 31 nakchal .idf.il |Block Wdp All Nets drop 1
141.212.122.174 Lhited Sates 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1
66.102. 9. 118 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1

89. 248.174. 4 Net her | ands 147.237. 76. 177 ncore.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

Sgnature

Devi ce Action

|Oount

45, 63. 70. 210 147.237.77. 74 lawidf.il Q008: HTTP. Xenu User Agent B ock 1
188. 165. 15. 21 France 147.237.76. 31 nakchal .idf.il 28: HITP. AhrefBot craw er B ock 1
188. 165. 15. 121 France 147.237.76. 86 navy. i df.il 228: HITP.  AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
46. 19. 85. 227 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
185.130.5.200 |147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
37.142.64. 45 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 49. 46 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29.178. 132 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
85.250. 43. 127  |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
2.52.5.247 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.132.55.95 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
85. 64. 8. 199 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
185.130. 5. 240  |147.237.77. 227 e. hamaz. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
79.179.212.17  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185.130. 5. 240  [147.237.76. 199 e.nakchal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
79.177.218.38  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185.130. 5. 240  |147.237. 76. 197 ehimshidf.il [ET SCAN NVAP -sS w ndow 1024 1
68.180.229. 239 |147.237.72.166 |lhited Sates |aka idf.il portscan: TCP O stributed Portscan 1
185.130.5.240 [147.237.8.28 e.nobi | e-ks.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
62.90. 77. 124 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
185.130. 5. 240 [147.237.0.19 nadi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
37.142. 245,136 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 253. 219. 116|147. 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
37.26.149.238 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
94.159. 167. 62  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
5.29. 176. 72 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
85. 65. 70. 39 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Niller2 DDos
80. 246. 130. 0 147.237.77. 216 | srael dover.idf.il 1
at t ack
185.130.5.240 |147.237.77.216 dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.178.22.100 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185.130. 5. 240  |147.237. 76. 197 ehimish.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
79.176.2. 70 147.237. 77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
185.130. 5. 240  [147.237.76. 30 hi nush. i of . il ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 78. 89 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 1
185.130. 5. 240  |147.237.0. 34 ti kshuv.idf .il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
reamn ine;: TCP Invali i i ssi
212.179. 215.75 |Israel 147, 237.72. 166 |aka i or 11 | €M NG Engi ne: TCP alid finvalid segnent retransnissi on drop 54
Ret r ansn ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
Sreanming Engine: TGP Invalid i i ssi
85.130.193.69 I srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | o 24
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183. 135. 160 |Israel 147.237.0.34  |tikshw.idf.il 9 =g Inval id segnent retransmssion. |y, 21
Ret r ansni ssi on Packet dr opped.
185. 27.105.73  |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 18
185.27.105. 73 |lIsrael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 18
. . SYNWACKK retransmt with .
109. 64.215.69 |l srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence qifferent v ndow scal e noni t or 12
109. 64. 215.69 |l srael 147.237.72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 12
79.176.188. 114 |lsrael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 11
Sreanming BEngine: TCP Invalid i i ssi
79.179.28.195 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.206 | srael 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |, 9
Ret r ansn ssi on Packet dr opped.
2.54.104. 242 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 8
reamn ine;: TCP Invali i i ssi
93.172.255.95 |Israel 147. 237,77, 243 |nti 1 e o 11 || €M NG Engi ne: TCP alid finvalid segnent retransnissi on drop 8
Ret r ansn ssi on Packet dr opped.
46. 60. 4. 207 glcisgi'géa” Territory. 1147, 237.77. 176 |natpash.idf. i1 |Bl ock HTTP Non Conpl i ant Failed to hand e connection data [nonitor |8
109. 64. 215.69 |l srael 147.237.72. 156 |aman.idf il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 7
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
Sreanming BEngine: TCP Invalid i i ssi
79.180.19.58 | srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.243  |israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
82.80.130.133 |[lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I nval i d ACK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
77.125.105. 214 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 6
Ret r ansn ssi on Packet dr opped.
46.120.17. 107  |Israel 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaming Engine: TGP Invalid i i ssi
109. 65. 42. 150 I srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.177.197.36 | srael 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
109. 64.11. 146  |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 198. 21 |Israel 147. 237.77. 243 |mwbi l e, i f . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
82.80.130.133 |[lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I nval i d ACK nunber alert 6
66.102. 9. 54 Lhited Sates 147.237.77. 176 |natpash.idf .il |dr op Frst packet isn't SN drop 5
2.52.128. 50 I srael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
109. 65. 210. 247 |Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
94. 230. 86. 64 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |5
31.210.187. 156 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.149.170 |[Israel 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.142.242.25 |lsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence moni t or 4
37.26.146.198 |Israel 147.237.77. 243 |mbile.idf.il [Bad TCP sequence alert 4
188. 120. 148. 156! srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |4
2.54.104. 242 I srael 147. 237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
. . SYNWACKK retransmt with .
2.54.104. 242 I srael 147. 237. 72. 166 |aka. i f .i | Bad TCP sequence different vi ndow scal e noni t or 4
37.26.148.217 |lIsrael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
84.108.153.86 |l srael 147. 237.77. 243 |mwbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansn ssi on Packet dr opped.
. . SYNWACKK retransmt with .
80. 246. 137. 157 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence di fferent w ndow scal e nonitor |4
212.179.215.75 |Israel 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaming Engine: TGP Invalid i i sSi
5.102.196.56  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
80. 246. 140. 101 |l srael 147.237.72. 166 |aka.i df .il SYN Attack rej ect 3
. . SYNWACKK retransmt with .
94. 159. 147. 232 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence different vi ndow scal e noni t or 3
185. 3.147.200 |l srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or
77.125.94.175 |Israel 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i sSi
79.181.61.16  |Israel 147.237. 77. 243 |robi | e i df . | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.177.170. 249 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 41
46.19. 85. 35 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
46.19.85. 41 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 34
2.54.128. 165 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 13
176.13.0. 234 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
176.13.16.222 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 7
79.177.170. 249 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 6
213.159.38.90 |Lithuania 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 6
84.229.134.91 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 84.229. 134. 91 B ock 6
213.159.38.90 |L thuania 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 213. 159. 38. 90 B ock 5
2.52.38.23 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
176.228.71. 215 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
2.54.180. 124 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
84.229.134.91 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/4/ B ock 3
5.22.135. 195 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.181.61. 16 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
212.76.107.74 |Israel 147.237.77. 216 |dover.i df .i | Ml tiple Unhauthorized URL Access from 212.76. 107. 74 B ock 2
2.54.62.21 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
93.172.255.95 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 2
146. 185. 234. 48 gz::;”i on 147.237.0.34 |tikshuv.idf.il Mil tipl e Uhaut horized URL Access from 146. 185. 234. 48 B ock 2
185. 120. 126. 34 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None

46.19. 85. 177 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
213.151.37.174 |israel 147.237.72. 166 |aka. i df . i | m“;?ﬂ'df’?l?'ﬁ;h;dsag/iggi strati omi zar d/ st eph asp Bl ock 2
103. 194. 170. 165 147.237.77.216|dover. i df . i | D stributed Suspici ous Response CGode B ock 2
46.120.103.66 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
185. 32. 179. 229 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
93.173.183.102 |Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None 1
46. 19. 85. 234 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
157. 55. 39. 64 Lhited Sates 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
109. 65. 182. 234 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66.220. 158. 115 |[Lhited Sates  [147.237.0.34 |tikshuv.idf.il ﬂ;‘“tzg;’rgzggl g_ﬁfgfjgse/tﬁ s/ 4/ i 26220x01 1744 pg Bl ock 1
94.159. 172. 124 |l srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None

93.172. 163. 197 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.117.225.131 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from46.117.225.131  [B ock 1
130. 193. 50. 31 g;z:;nl on 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
84.108. 116. 223 |[lIsrael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
107.178.194.79 |Uited Sates  [147.237.77. 216 |dover. i df il [0 o Lo 1?;;};;2;;?&%@?_?5;"_” Bl ock 1
68.180.228.175 |Uited Sates  [147.237.76.42 |refuah.idf.il [0 200 R Aooess 10 L aspx B ock 1
213. 8. 204. 83 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
46.120.104.34 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None

185. 120. 125. 52 147.237.72. 166 |aka. i df . i | mbﬁaﬁf ?f?‘rfm”ﬂ/ ; Sﬁ;‘j‘gﬁ i; haig?refg iagm(/ search B ock 1
93.173.183.102 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
46. 19. 86. 49 | st ael 147.237.72. 166 |aka. i df .i | Lhtraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
157.55.39. 114 |Uited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 157.55. 39. 114 B ock 1
85. 65. 164. 246 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
79.181.33.77 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5. 255. 253. 47 gcsj:;:ﬂ on 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 186. 148. 163|I srael 147.237.77.216|dover. i df .i | Paranet er Type M ol ation SearchText in wwwidf.il/1065-he/ dover.aspx |Bl ock
94.249.70.250 [Jordan 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to vwwidf.il/894-ar B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1437-he/ at al . aspx B ock 1

01-24-2016-19:04:00 to 01-24-2016-20:04:00




