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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3055
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 71
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
115.182.249. 11 Chi na 147.237.76. 34 yohalan.idf.il |[JLMPurple Gon Limt Tcp drop 1

115. 182. 249. 11 Chi na 147.237.76. 42 refuah.idf.il JLMPurple Gon Limt_Tcp drop 1

117.79. 146.2 Chi na 147.237.0. 35 akaws. i df.il Frk_Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker O)untry| rget Address |Site |Sgnature

119.97.146. 76 |China 147.237.77. 216 |dover . i df .i | 20086: HITP. Mii ebl ackcat Security Scanner B ock 10
119. 97. 146. 76 |Chi na 147.237.77.216 |dover.idf . il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 2
40. 84. 157. 59 Lhited Sates 147.237.0.17 |mny-kosher-kravi .idf.il |10711: HITP: ZnEu Wil nerability Scanner B ock 1
40.84.157.59 |lhited Sates 147.237.0.19 |nadimatal .idf.il 10711: HITP.  ZnEu Wil nerability Scanner B ock 1
40.84.157.59 |Uited Sates 147.237.0.34 |tikshuv.idf.il 10711: HITP.  ZnEu Ml nerability Scanner B ock 1
45.63.71.182 147.237.77.216 |dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
40.84.157.59 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il 10711: HITP.  ZnEu Wil nerability Scanner B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CGountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
84.228. 43. 49 147.237.72. 156 I 'srael aman. i df .i | ET SCAN NVAP -sA (2) 2
66. 249. 78. 254 147.237. 72. 166 Lnited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
119. 97. 146. 76 147.237.77. 216 Chi na dover.idf.il ET WEB _SERVER Mii ebl ackcat scanner 2
109. 65. 196. 175 147.237.77. 216 I 'srael dover.idf .il portscan: TGP DO stributed Portscan 1
89. 248. 174. 81 147. 237.77. 61 Net her | ands e.cogat.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89. 248.174. 81 147. 237. 76. 148 Net her | ands ggcenter. aka. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
85. 130. 223. 238 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
79.177. 63. 143 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 240 147. 237.76. 34 yohal an. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.117.151. 197 147.237.77. 216 I 'srael dover.idf .il portscan: TGP DO stributed Portscan 1
178. 220. 95. 37 147.237.8.28 e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
134. 219. 148. 12 147.237.0. 16 Uhi ted Ki ngdom ny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
115. 182. 249. 11 147.237.76. 198 (hi na e. yohal an.i df .il ET SCAN Potential SSH Scan 1
89. 248.174. 81 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174. 81 147.237.76. 198 Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 174. 81 147.237.72. 166 Net her | ands aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
178. 220. 95. 37 147.237.8. 46 e. chinuch. i df .i| ET SCAN Potential SSH Scan 1
2.52. 60. 244 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
149. 78. 93. 145 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover . i df .i | drop SAMrule drop 36
Sreaning Engine: TGP Invalid ' i ssi
79.183. 135. 160 |Israel 147.237.0.34  |tikshwv.idf.il 9 =9 Invalid segnent retransmssion. | 21
Ret r ansni ssi on Packet dropped.
109. 64. 49. 46 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
Sreaning Engine: TGP Invalid i i ssi
109. 253. 192. 2541 sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.6.152 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
37.26.147.181 |israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence nonitor |16
Sreamng Engine: TCP Invalid i i ssi
109. 253. 144. 119|i srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
2.54.164.227  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
37.26.147.181 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert 14
Sreaning Engine: TQP Invalid i i ssi
2.54.137.112  |Israel 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.19.86.192  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
46.19.85.247  |Israel 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
84.164. 105. 152 |Ger many 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |12
Sreanming Engine: TCP Invalid i i ssi
46.19.85.154  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. . 12
Ret r ansni ssi on Packet dropped.
37.26.147.181 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |8
37.46.39.17 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |8
79.177.205. 107 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
46.19.86. 1 I srael 147. 237. 72. 167 |i shuri maka. i df . | Bad TCP sequence Invalid ACK nunber monitor |7
94.230.86.220 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |7
138. 134. 192. 10 |l srael 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Russi an S Streamng Engine: TCP Invalid [invalid segnent retransmission.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 6
149.88.61. 72 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i SSi
46.19.86. 1 I'srael 147, 237.72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.108. 235 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
149. 88. 61. 72 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaning Engine: TGP Invalid ' i ssi
109. 64.165.29  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
185. 120. 126. 12 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.19.85.95  |israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
46. 19. 85. 45 I'srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
188. 120. 148. 117l srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or
81. 218. 55. 253 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop
46.19.85.57  |Israel 147.237.72.167 |ishuimakaidi.il  |Bad TCP sequence SYNRACK retransmt with monitor |5
di fferent w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.54.52.19 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber aert
188. 120. 148. 2551 srael 147.237.77. 226 | "} " chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor |5
110. 171. 37. 147 |Thailand 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |5
2.54.52.19 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
2.52.38.240 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 153 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 213 I srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 153 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 85. 213 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |5
2.54.181.86 I srael 147.237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 45 I srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26.146.198 |l srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence nonitor |4
2.54.181. 162 I srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
5.22.134. 236 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber nonitor |4
197.237.9. 45 Kenya 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |4
79.177.150. 152 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different oo g
w ndow scal e
46. 19. 85. 45 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4




01-24-2016-18:04:06 to 01-24-2016-19:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.181.104.5 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 96
176.13.22. 114 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 86
79.181.104.5 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 68
109. 253. 221. 56 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 61
46. 19. 85. 150 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 51
109. 253. 195. 184]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 51
46. 19. 85. 177 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 37
37.142.179.135 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
31.168.67.217 | srael 147.237.77. 243 |nobi | e. i df . i | fbﬂft o T?’f’fszcﬁ;f} Lﬁ;ngi‘é‘z":\%‘%d in Bock |15
2.54.17. 242 I'srael 147. 237.72. 166 |aka. i df . i | maxﬁf??/ﬂj{v\:a‘;'hztri/?r;giis':rati o zar e ster. aspx None 10
37.26.146.198 | srael 147.237.77. 243 |nobi | e. i df . i | Eaftar r'mk;“;f d@ﬂgﬁ\f‘;r 'drype Mol ation on mebile.idf.il/sachar/changepassvord 1o o |g
176.13.16.222 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
109. 253. 221. 56 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 5
176.13.22. 114  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 5
109. 253. 192. 254! srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 5
46.19.86.193  |Israel 147.237.77. 243 |nobi | e. i df .i | gaztsrvi\obr‘{;ed Paraneter Type Mol ation on nobile.idf.il/sachar/login paraneter g o |,
Uhaut hori zed URL Access to
95.86.80.141  |israel 147.237.72. 166 |aka. i df . i | mgiﬁ;glélzi g‘:l ?T/n?(ioyhulsr/ ﬁfﬁ;gﬁi@;ﬂ%ﬁ;:ﬁg} Eish'c'igh;é g\fﬂ‘“‘égdb‘;"g;‘_ Bock |4
ammreoyodt wa
79.181. 148. 159 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wawn aka. i df .|/ mai n/ sachar/ vi ewpaysl i p. aspx |B ock
46.19. 85. 95 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
77.126.164.46 |israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt:?rd'fsz } t’;‘egpgf;sem;esu tehi | ddocunent </ 1152 Bock |3
2.54.6.152 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 144. 119|1 srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
176.13.3.22 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 192 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
5.22.129. 80 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
93. 172. 248. 247 |l srael 147.237.76.31 |nakchal .idf.il |Wauthorized HTTP Met hod B ock 3
85. 64. 59. 95 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.19. 23 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
31.154. 146. 229 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
149. 88. 103. 220 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . il/main/ gi yus/ Bl ock 2
80.246.138.10 |[Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
93.172. 248. 247 |[Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 93.172.248. 247 B ock 2
79.183.100. 68 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock 2
185. 120. 126. 12 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108.67.131 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
213.57.33.221 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
77.126.164.46 |Israel 147.237.77.243|nobi | e.i df . i | Ml tipl e Unhaut horized URL Access from 77. 126. 164. 46 B ock 2
46.117.225.131 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed Method for Known URL from46. 117. 225, 131 B ock 2
80.246.136. 42 | srael 147. 237.72. 166 |aka. i df . i | m;zufzfdﬁd;?:ﬁrsaﬁﬁ /?lgfs\:r‘it?tgm yardl g ster. asp par anet None 2
46.19. 86. 179 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
84.108.102. 216 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
213.57.172. 121 |Israel 147.237.77.216|dover. i df .i | D stributed Whaut hori zed URL Access on v i df.il/https: /v idf.il/ B ock 1
79.182.6. 17 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
198. 20. 69. 74 Lhited Sates [147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
107.178.194.87 |United Sates [147. 237. 7. 216 |dover . i df . | D stri ot ec 1?3?;}2525??“3%\/2??52;“ Bock |1
93.174.93.234 [Netherlands [147.237.0.19 |[nadi matal.idf.i|Unhauthorized URL Access to lnews. az/ B ock 1
85. 250.53.218 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
46.120.127.181 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
212.179.21.194 |[Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Uhaut horized URL Access from 212.179. 21. 194 B ock 1
46. 19. 85. 240 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
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