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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3213
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3083
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 107
81.218. 241. 25 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 91
212.179. 54. 237 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 3

134. 147. 203. 115 Ger nany 147.237.76. 39 nobi | e.nei tav.idf.il|B ock Np Al _Net drop 2

134. 147. 203. 115 Ger many 147.237.76. 39 nobi | e.nei tav.idf.il|Bl ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

61.218. 36. 252 Tai wan 147. 237.77. 216 dover.idf.il |Cl08 HITP. Trying to locate existing FQkeditor B ock 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

185. 32. 179. 116 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 138. 104 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
87.69. 93. 85 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
2.54.62.31 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.235.109. 10 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
191. 240. 136. 5 147.237.77. 226 Brazil wan chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
191. 240. 136. 5 147.237.0.35 Brazil akavs. i df il ET SCAN Potential VNC Scan 5900- 5920 1
163.172.13. 173 147.237.77.61 Uni ted Ki ngdom e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 163. 148. 90 147. 237.76. 30 Ger many hi nush. i of . i | ET SCAN Potential SSH Scan 1
5.29.97. 141 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
218.246. 0. 97 147.237.72. 156 (hi na aman. i df .i | ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244 147.237.0.16 Latvia ny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 240. 136. 5 147.237.77. 170 Brazil maar achot . i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
reamn ine: TCP Invali i i Ssi
85. 130. 246. 101 |Israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TCP alid  |invalid segnent retransnission drop 372
Ret ransm ssi on Packet dr opped.
Russi an L Sreamng Engine: TCP Invalid Invalid segnent retransnssion.
141.8.132.112  [C o 147.237.72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 60
85. 64. 235. 73 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 47
5.22.135. 66 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 41
84. 95. 60. 216 | srael 147.237.77. 243 |mobi | e.idf.il |drop Frst packet isn't SYN drop 38
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 37
185. 89. 217. 230 147.237.76.86 [navy.idf.il  |Bl ock HTTP Non Gonpl i ant Fai |l ed to handl e connection data noni t or 22
Sreaming Engine: TGP Invalid i i sSi
109. 67. 163. 134 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 21
Ret ransni ssi on Packet dr opped.
185. 89. 217. 235 147.237.76.86 [navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 21
216.185.39.62 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
107. 167. 105. 159|Uhited Sates  |147.237.77.216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 19
107. 167. 109. 204|nited Sates  |147.237.77. 216 |dover.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 19
. . SYNretransmt wth different .
85. 65. 19. 97 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence vi ndow scal e noni t or 17
80.179.114.11 |Israel 147.237.77.233|atal .idf.il  [Bad TCP sequence Invalid AGK nunber noni t or 15
2.54.166. 52 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
80.179.114.11 |lIsrael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 14
185. 89. 217. 234 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 14
185. 89. 217. 232 147.237.76.86 [navy.idf.il  |Bl ock HTTP Non Gonpl i ant Fai |l ed to handl e connection data noni t or 14
185. 89. 217. 225 147.237.76.86 [navy.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 13
185. 89. 217. 227 147.237.76.86 |navy.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 13
185. 89. 217. 233 147.237.76.86 [navy.idf.il  |Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 13
85. 250. 246. 139 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 12
reamn ine: TCP Invali i i Ssi
2.54. 14. 64 I srael 147. 237, 76. 200 |ei tan. aka. i of. | | S N9 Engi ne: TCP alid  |invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
185. 89. 217. 231 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12
reanming BEngine: TCP Invali i i ssi
37.26.149.246 |israel 147.237.72. 166 |aka i 11 | €AMNg Engine: TCP Invalid —Jinvalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
85. 250. 246. 139 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber alert 12
85.64.235.73  |Israel 147.237.72.166 |aka.iof il |Bad TOP sequence SAK retransmt with different | oo f12
W ndow scal e
185. 89. 217. 229 147.237.76.86 [navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 11
Sreaming Engine: TGP Invalid i i sSi
46.19.86.3 I srael 147.237. 77. 243 |robi | e i df . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.54. 166. 69 I srael 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
81.218. 48. 37 | srael 147.237.76.86 |navy.idf.il dr op SAMrul e drop
212.76.127.44 |Israel 147.237.77. 233 |atal .idf.il  |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or
Sreamng Engine: TCP Invalid i i ssi
212.179.21.194 |israel 147. 237. 76. 200 |ei tan. aka. i of . 9 =g nval i d segnent retransmssi on. drop 8
Ret ransm ssi on Packet dr opped.
185. 89. 217. 226 147.237.76.86 [navy.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
94. 230. 86. 155 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
66.249.78.130 |United Sates  |147.237.76.86 |navy.idt.il 9 =g nval i d segnent retransmssi on. drop 8
Ret ransm ssi on Packet dropped.
185. 89. 217. 228 147.237.76.86 |navy.idf.il  |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data nonitor |8
Sreamng Engine: TCP Invalid i i ssi
82.166.247.98 | srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssi on. drop 8
Ret ransm ssi on Packet dr opped.
87.69.135. 244 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
81.218. 241. 25 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop
sl SYNHAK retransnit with different .
192. 118. 30. 102 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence v ndow scal 6 noni t or 7
46. 19. 85. 121 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
85. 130. 246. 101 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 7
84.228.176.42 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
79.183.22.90 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
2.54.50. 166 I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
2.54.45.107 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 193. 2001 sr ael 147. 237.77. 243 |mobi l e, i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
79.177.10.118  |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
79.178.148. 142 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
2.54.187.213 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 193
2.52. 160. 247 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 139
2.52.160. 247 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 133
2.54.187.213 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 112
46.19. 85. 117 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 103
46.19. 85. 117 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 97
2.52.160. 247 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 55
84.95.60.216  |Israel 147.237.77. 243 |nobi | e. i df . i | za){)f‘rzt o T?'Ffsgcﬁgf; icggngggﬁxf;d n Bl ock 31
46.19. 86. 3 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode Bl ock 20
2.54.138.249  |Israel 147.237.77. 243 |nobi | e. i df . i | Emf)ti:iet_’ﬁ't:fd_ ﬁa;:gfhjr /Tcyhfn:eggsi\/\g? do'g)aramt o NowPassuor d Bl ock 19
79.181.51.191 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 79.181. 51. 191 Bl ock 17
80. 246. 136. 134 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
213.8.128. 96 | sr ael 147.237.77.234|hal ag. i df . il Ml tiple Unauthorized URL Access from 213.8.128. 96 B ock 14
46.19. 86. 44 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 13
2.54.187.213  |israel 147.237.0.19 |nadimatal .idf.i ;?g:ﬁgylozfléhe Sane Response Code (403) in Session from Bl ock 12
46.19.86.212  |israel 147.237.77. 243 |nobi | e. i df . i | mﬂf ie:jfT?f?s\gcﬂ;tli;;’;n;%egsﬁsfrd in Bl ock 9
79. 180. 163. 149 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 79. 180. 163. 149 B ock
79.179.122. 158 |l srael 147.237.72. 156 |anman. i df . i | O stributed Suspicious Response Code Bl ock

109. 253. 215. 112I srael 147.237.77. 243 |nobi | e. i df . i | nngult :_?réfz_??/ Cu;‘eggrcyim;es” et | ddocunent </ 1362 Bl ock 5
46. 19. 86. 186 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

176.13. 4. 26 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock

2.54. 139, 2 I st ael 147.237.77. 243|nobi L e. i off i1 |2 o™ ?LfT??fs\;cﬂaiic%gn(;gaitﬁS;md n B ock 3
37.26.147.207 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 3
2.54.139.2 I srael 147.237.77.243|nobi | e. i df . i | Paranet er Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 3
176.13.11. 111 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 135. 44 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 3
176. 13. 16. 93 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46. 19. 85. 172 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
68.180.228.112 |[Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhauthorized URL Access from 68. 180. 228. 112 Bl ock 2
109. 253. 192. 139]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
107.178.194.87 |Wited Sates [147.237.77.216 |dover. i df .| b stri bt oc 1T§g;§;gfﬁe'f':;ﬁ°f5p£” Bl ock 2
185.32.179.30 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock
176.13.10. 179 |Israel 147.237.77.243|nobi | e. i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock
84.95.60.216  |Israel 147.237.77. 243 |nobi | e. i df . i | Emf)ti:iet_’ﬁ't:fd_ ﬁa;:gfhjr /Tcyhfn:eggsi\/\g? do'g)aramt o NowPassuor d Bl ock 2
46.19. 85. 251 I srael 147.237.77.243|nobi | e. i df . i | O stributed Unhaut hori zed URL Access on nobi | e. i df . il/sachar/i ndex Bl ock
37.142.68.38 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.52.32.252 | sr ael 147.237.72.166 |aka. i df . i | Redundant HTTP Headers from 2. 52. 32. 252 B ock
107.178.194.87 |Uited Sates [147.237.77. 216|dover. i df . il |0 o0 e lT;g:;ggé?ﬂeﬁvﬁffsspfn B ock 2
157.55.39.171 |Uited Sates |147.237.72.166|aka.idf.il Mil tipl e Unhaut horized URL Access from 157.55.39. 171 Bl ock 2
46.19. 86. 73 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
46. 19. 85. 134 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 2
46.19. 86. 3 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 2
84.228.176.42 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
2.54.136. 46 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode Bl ock 2
5.22.130.98 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.181.126.239 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
158.69.100.58  [United Sates [147.287.77.216(dover. idf i1 [ 8RO B0 BTSN e queryeL 4 2 i s B ock 1
46. 19. 86. 78 I srael 147.237.77. 243 |nobi l e. i df . i | O stributed Lhauthori zed URL Access on nobil e.idf . il/sachar/index Bl ock
91.135.111.85 |Israel 147.237.77. 216 |dover.i df . il Untraceabl e SSL Sessions: Uhknown SSL Sessi on None

192.116. 232. 69 |Israel 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to www idf.il/inages/ 1. he/trigger.png Bl ock
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