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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS Tool - Swi t chbl adG dest - r eset 3121
212.199. 154. 194 | srael 147.237.72. 156 anan.idf.il |Anonal y-TLS renegotiation-di dest - r eset 268
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 104
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 102
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 90

85. 25. 217. 80 Ger many 147.237. 0. 200 ndu.idf.il Frk_Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count
85.203.17.160 |Netherl ands 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 2358
Sreanming Engine: TGP Invalid i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka i df.il 9 =9 Invalid segnent retransmssion. g 102
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
2.52.61. 88 I'srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 90
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TGP Invalid i i ssi
2.54.143.99  |Israel 147.237.0.34  |tikshw.idf.il 9 =9 Invalid segnent retransmssion. g 75
Ret r ansni ssi on Packet dr opped.
87. 68. 69. 66 I sr el 147.237.76.42 |refuah.icf.il [Bad TCP sequence SN retransmt wih different monitor |67
W ndow scal e
107.170. 42. 130 |Lhited Sates 147.237.0.34 [tikshuv.idf.il |dr op Frst packet isn't SN drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 22
212.199. 154. 194|l srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 19
s SYNretransnmit wth different .
79.179. 6. 47 I srael 147.237.77.234|ndlag.idf.il |Bad TCP sequence v ndow scal noni t or 16
89. 206. 52. 99 Pol and 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 15
212.235.103. 211|l srael 147.237.72. 166 [aka.idf .il Bad TCP sequence Inval i d sequence nunber moni t or 14
80. 246.139.11 |Israel 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
84.108.233.46 | srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence SN retransmt wih different monitor |13
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
85.130.232.75 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
80.74.126.110 [lIsrael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber aert 12
Sreaning Engine: TGP Invalid ' i ssi
79.182. 238. 179 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
80.74.126.110 [Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaning Engine: TCP Invalid i i SSi
79.179.198. 162 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
213.151. 38. 204 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. g 10
Ret r ansmi ssi on Packet dr opped.
87.68.60.66 |Israel 147.237.77.233|atal .idf.il  |Bad TOP sequence S retransmt with different monitor |10
w ndow scal e
46. 19. 85. 48 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |10
185. 3. 147. 109 |l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 9
85.203.17.160 |Netherl ands 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber alert 9
85.203.17.160 [Netherl ands 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor |9
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 8
2.54.10. 139 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 7
185.3.147.109 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 86. 35 | srael 147.237.72. 156 |aman.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 7
62. 0. 200. 211 | srael 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SN drop 7
R SYNretransmit wth different .
87. 68. 69. 66 I srael 147.237.72. 156 [amn.idf.il  [Bad TCP sequence wi ndow scal e noni t or 7
109. 253. 137. 246! srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Invalid ACK nunber noni t or
5.102.254. 174 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval id AGK nunber noni t or
Sreaning Engine: TQP Invalid i i sSi
31.168.123.89 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
93.184.15.231 | eStinian Territory. |, 47 537 77,176 |nat pash. i of. i1 |dr op First packet ism't SWN drop 6
Qccupi ed
5.29.1.109 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
85. 130. 234. 219 |Israel 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid AGK nunber noni t or 6
109. 253. 137. 246l srael 147.237.77.233|atal .idf.il |[Bad TCP sequence Invalid AGK nunber aert 6
5.29.1.109 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
85. 130. 234. 219 |Israel 147.237.77. 176 [matpash.idf .i | [Bad TCP sequence Invalid ACK nunber roni t or 5
46. 19. 85. 46 I srael 147.237.77. 176 |natpash.idf .i| [Bad TCP sequence Invalid ACK nunber noni t or 5
212.199. 154. 194|l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 5
85. 130. 234. 219 |Israel 147.237.77. 176 |matpash.idf .i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 118 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
109. 160. 190. 134/l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
109. 160. 190. 134l sr ael 147.237.72.166 |akaidf.il  |Bad TCP sequence SINFACK retransmt W th monitor |5
different w ndow scal e
s SYNretransmit wth different .
217.132.117. 230|I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal e noni t or 5
31.210.186.35 |Israel 147.237.76.86 |[navy.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
85. 130. 234. 219 |lsrael 147.237.77. 176 |nat pash.i of .i | |dr op Frst packet isn't SN drop 5
85. 130. 234. 219 |l srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i SSi
213.151. 32. 163 [l srael 147.237.77. 243 |nobi l e.i df . | 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.17.148 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 152
2.54.17.148 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 128
46.19. 86. 198 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 125
46. 19. 86. 198 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 112
176.13.18.165 |[lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 110
46.19. 86. 32 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 108
176.13.17. 41 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 47
5.29. 212. 105 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 35
79.179. 165. 210 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 29
81.218.2.118 I srael 147.237.77.243|nobi | e. i df . i | O stributed Uhauthorized LR. Access on nobi | e. i df . il/sachar/index Bl ock 17
176.13.12. 174 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
46.19. 86. 32 | srael 147.237.0.19 |nadi matal .idf.il Zg?lfgﬁ_ﬁzthe Sane Response Qode (404) in Session from Bock |11
109. 253. 209. 192|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 10
176.13. 16. 148 |l srael 147.237.77.243|nobi [ e. i df . i | O stributed Unaut hori zed LR Access on nobi | e. i df . il/sachar/i ndex B ock 6
176.13.12. 149 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 4
37.142. 68. 46 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df . il/main/ gi yus/ B ock 3
109. 253. 198. 124]I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 150. 1361 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
109. 253.134.6 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 192. 139]I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.25.112. 2 I srael 147.237.77.234|hal ag. i df . il Ml tipl e Unauthori zed URL Access from 212, 25.112. 2 Bl ock 2
2.52.160.75 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
176. 13. 20. 51 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
109. 253. 143. 151 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Unhaut hori zed LRL Access on nobi | e. i df . il/sachar/index B ock 2
52. 33. 66. 29 g“;:s 147.237.77. 216 |dover.idf . il Mil tiple Unaut horized URL Access from 52. 33. 66. 29 B ock 2
37.142.195.200 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for vww aka. i df.il/mai n/sachar/fag. aspx B ock 2
5.29.1.109 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
213. 57. 245. 200 |lIsrael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 2
46.19. 85. 223 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 179. 91. 45 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
Uhaut hori zed URL Access to
R T S XTI it S Tt sremameretirtord ST
X W
193.34.57.101 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
84.109. 125. 201 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 84. 109. 125. 201 B ock
79.179.151. 160 |[Israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 79.179. 151. 160 B ock
107. 178. 194. 83 |1 ' 147. 237.77. 216 |dover . i df . i | D stri utec 1?;;}:§g;§?ﬂeﬁv§?ispzn Bock |1
2.54.174.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
80.246.139.55 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
60. 173.149. 204 |Chi na 147.237.76.86 |navy.idf.il ﬂ?.ljtzg?.r;g.egﬁlﬁdifxcpfsosr .0 ogi /| i f ormj sp Bock |1
87. 69. 67. 209 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df . il/main/ gi yus/ Bl ock 1
213.8.204. 74 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.179.151.160 |Israel 147.237.77. 216 |dover . i df . i | (si‘stjjtégf‘iﬂgpﬁngiﬂ g\l_-DzT?AtchiCI\—lijA?\IIGaltEi) on None 1
169. 229. 3. 91 ;h;:ee: 147.237.0. 17 g;nlyl kosher - kravi . Lhknown HTTP Request Method r[[#23]]f in URL Bl ock 1
68. 180. 228. 112 ;h;:ee: 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ nai n. asp B ock 1
141.212.122. 112 g;g: 147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to /x Bl ock 1
45.112. 31. 157 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
84.228.189.111 [Israel 147.237.72. 156 [anan. i df . i | Distributed Suspici ous Response Code B ock 1
204. 13. 201. 137 g“;:s 147. 237.77. 216 |dover . i df . i | m:idl;eti T‘i 1?;;}:§g;§?ﬂeﬁv§?ispzn Bock |1
66.249.64.198 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
109. 253. 139. 243|I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/images/ 1. he/ buttonback.png  |B ock 1
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