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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3043
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 100
91.231.193. 150 | srael 147.237. 76. 42 refuah.idf.il JLMPurple Gon Limt Htp drop 85
91. 231. 193. 150 | srael 147.237.76. 42 refuah.idf.il JLMPurple Gon Limt_Tcp drop 35
134.147. 203. 115 Cer many 147.237.76. 44 e.refuah.idf.il Bl ock_ Udp Al _Nets drop 4
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
134. 147. 203. 115 Ger many 147.237.76. 44 e.refuah.idf.il B ock Np Al Net dr op 2

80. 246. 133. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
78.188. 71. 90 Tur key 147.237.76. 199 e.nakchal .idf.il |B ock Wp All Nets drop 1
112. 90. 184. 50 Chi na 147.237.76. 34 yohal an.idf.il JLMPurple Gon Limt_Tcp drop 1
78.188. 71. 90 Tur key 147.237.76. 201 e atal.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Devi ce Action

193. 110. 114. 156 krai ne 147.237.77. 216 dover.idf.il Cl06: HITP. majestic bot B ock 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

141. 8.132. 112 gs::;”ion 147.237.72. 166 |aka. i df .i | :e; fzrrr]nsr:g si?gcl)r?e: TeP Invalid :::éak!td;eggsgé_ retransmssion. o 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 26
79.179.18. 24 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACK nunber aert 19
2.54.62. 40 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransissi on drop 15
Ret r ansni ssi on Packet dr opped.
82.81.66.200 [l srael 147.237.72. 166 |aka. i df .i | Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dropped.
46.19. 85. 35 I srael 147.237.76.31 |nakchal .idf. il Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dr opped.
85.130. 129. 175 |Israel 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
46.19.86.12  |israel 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Inval id |imvalid segnent retransmission. | oo 12
Ret r ansni ssi on Packet dropped.
85.130. 129. 175 [lIsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
37.46.39.18 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACGK nunber moni tor |11
46. 19. 85. 146 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |10
193. 106. 206. 10 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
109. 65. 201. 27 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
37.46.39. 80 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
46.19.85.146  |israel 147.237.77. 226 [} chamatz. aka.idf 1paq TCP sequence Inval i d ACK nunber moni tor |8
85.130. 129. 175 |lsrael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop
79.179.18. 24 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence I'nval i d AGK nunber noni t or
79.176.203. 234 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Irvalid invalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 201 | srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 52 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46.210. 237. 108 | srael 147. 237.72. 166 |aka i df .i Streaning Engine: TCP Inval id finvalid segrent retransmission. |, 6
Ret r ansni ssi on Packet dropped.
79.177.109.48 |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46.117.82.100 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence I'nvalid ACGK nunber aert
85. 64. 150. 95 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
109. 253. 218. 164|I srael 147. 237. 77. 243 |nobi | e. i of . i | Streaning Engi ne: TCP Invalid limvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
84.108.183.15 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
46.117.82.100 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
156. 194. 3. 236 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |5
82.166.53.161 |lsrael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Invalid sequence nunier noni t or 5
5.102.254.102 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |5
2.52.162. 20 | srael 147.237.76. 31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
85. 64. 150. 95 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d AGK nunber aert 5
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
213.151.50. 202 |[lsrael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 55 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
5.29.92.199  |Israel 147.237.77. 243 |mbi le.i o i1 Streamng Engi ne: TCP Inval id |imvalid segnent retransmssion. | o 4
Ret r ansni ssi on Packet dropped.
95. 86. 102. 81 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 4
62.0.103. 75 I srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
176.13. 4. 12 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
84.111.137.77 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 4
188. 120. 148. 137|l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |4
84.108.183.15 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber alert 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
213.151. 50. 202 |lIsrael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nvalid ACK nunber aert 4
31.168.28. 17 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
46. 19. 86. 55 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46.19. 85.52 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nvalid ACK nunber monitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.178.222.20 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 40
80. 246. 136. 167 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 28
109. 67. 122. 166 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 109. 67. 122. 166 B ock 22
46. 19. 85. 31 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 9
109. 253. 198. 109|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 7
109. 253. 218. 164]I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 6
37.26.147.213 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 6
46. 19. 85. 233 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
2.54. 44, 107 I srael 147.237.77.243|nobi [ e.i df . il D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 3
212.179. 162. 114|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/sip storage/files/4/ Bl ock 3
46.116. 83. 97 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
212.179. 162. 114|lI srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for aka.idf.il/ B ock 3
109. 253. 194. 254|I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unhaut hori zed URL Access from 109. 253. 194, 254 Bl ock 2
109. 253. 218. 164/l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
81.218.241.25 |[Israel 147.237.77. 216 |dover.idf .l Mil tipl e Unhaut hori zed URL Access from 81.218. 241. 25 B ock 2
109. 253. 129. 41 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 2
46. 19. 85. 120 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
. - . Unaut hori zed URL Access to
109. 253. 194. 254/ srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1390 B ock 2
69. 171. 231. 227 g“;:s 147.237.72. 166 [aka. i df . i | Post Request - Mssing Content Type B ock 2
81.218.56.171 |[Israel 147.237.77. 216 |dover.idf .l Mil tipl e Unhaut hori zed URL Access from 81.218.56. 171 B ock 2
87.69. 170. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 2
79.179. 151. 160 |l srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unhaut hori zed URL Access from 79. 179. 151. 160 B ock 2
176.12. 160. 1 I srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Doubl e URL Encodi ng from 176. 12. 160. 1 B ock 2
109. 253. 218. 164|I srael 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 2
. - Unknown Paraneter _ VI EASTATEENCRYPTED i n
192. 115. 200. 57 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ nai v sachar/ mai | o, aspx None 1
. . . Unaut hori zed URL Access to
79.179.151. 160 Israel 147.237.0.34  |tikshuv.idf. il waw ti kshuv. i df.il/1048-7536- he/ ti kshuv. aspx#. vgphppkt nOg Bl ock !
176.13. 4. 222 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
2.54.183. 232 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock
Unaut hori zed URL Access to
95. 86. 108. 14 I srael 147.237.72. 166 |aka. i df . i | waw. aka. i df . i |/ mai n/ gi yus/ &a=u&ved=0ahukewi gzcr hum kahubaxnkhw|B ock 1
t ad9ngf ggi maa&usg=af qj cnhcvyyg7wlcg- yhd5 ammzoyodt wa
2 52 2 158 | srael 147. 237.77. 216 |dover i df . i | Miltiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL/ Paranet er (+) B ock 1
from2.52. 2. 158
85. 65. 204. 90 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
217.132.84.67 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
. . - Unaut hori zed URL Access to
66.249.78.170 |Israel 147.237.76.200|ei tan. aka. i df . i | W i tan, aka. i df i 1/t enpl at es/ general / general . aspx B ock 1
169. 229. 3. 91 g‘;tt:: 147.237.76.39 |nobile.neitav.idf.il[Mitiple Illega Byte Gode Character in URL from169.229. 3. 91 B ock 1
Lhited - . DO stributed Whaut hori zed URL Access on
204.13.201.137 g oo 147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
Unknown Par anet er
37.46.38. 24 I srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMii n$TochenPl acehbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
79.183.166.80 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
184. 105. 139. 70 ;“;tteeg 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
79.176.192. 177 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
169. 229. 3. 91 g“;:s 147.237.77. 170 [maar achot . i df . i | Mil tiple NLL Character in Wl from169. 229.3.91 B ock 1
88.9.23.221 Spai n 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
46.120.73.185 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
i -kosher-kravi.id
157. 55. 39. 141 g‘;tt:: 147.237.0. 16 ?yi | Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt B ock 1
84.109. 165. 142 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
80. 246. 136. 228 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
193.34.56. 101 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
. . Paraneter Read Qnly Molation in
31.168.27.9 | srael 147.237.72. 166 |aka. i df . i | viewy aka. i df . i1/ nai n/ sachar/regi strati onw zar d/ regi st er. aspx None !
Lhited - . DO stributed Whaut hori zed URL Access on
107.178.194.83 |g o o 147.237.77. 216 |dover . i df . il v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1
79.179.161.76 |[Israel 147.237.77.216|dover.idf . il D stributed Uhaut hori zed URL Access on wawidf.il/https: /v idf.il/ Bl ock 1
176.13.9. 82 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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