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01-24-2016-11:04:08 to 01-24-2016-12:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3071
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3

8. 37.231.199 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2

89. 248. 167. 141 Net her | ands 147.237.76. 147 chinuch. aka.idf.il B ock Np Al Net drop 1
42.2.49. 213 Hong Kong 147.237.76. 39 nobi l e.neitav.idf.il |Block Udp All Nets drop 1




01-24-2016-11:04:08 to 01-24-2016-12:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |

89.248.110.167 |Sain 147.237.72.166 |aka.idf.i||Q25: HITP. access to adninistrator/index. php -> Quaranti ne B ock 1




01-24-2016-11:04:08 to 01-24-2016-12:04:08

|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry |Signature

218.246. 0. 97 147. 237. 72. 167 Chi na i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.13. 18. 110 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
95. 86. 64. 155 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
37.26.147. 178 147. 237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
2.54.163. 240 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
109. 65. 206. 163 147. 237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
79.177.53. 39 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
27.251. 16. 85 147.237.77. 216 I ndi a dover.idf.il G°PL SCAN nmap TCP 1




01-24-2016-11:04:08 to 01-24-2016-12:04:08

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
46. 19. 86. 217 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invali d ACK nunber nonitor |46
141.8.132. 112 |Russian Federation  |147.237.72. 166 |aka i of .i | Streamng Engi ne: TCP Inval id linvalid segnent retransnission. |y 45
Ret r ansni ssi on Packet dropped.
128. 74.244.176 |Russi an Federation 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 32
80.178.138. 115 |l srael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber alert 30
80.178.138. 115 [Israel 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 25
46.19. 86. 96 I'srael 147.237.77. 243 |rbit e icr. i1 | SAM NG Engine: TCP Invalid |invalid segnent retransnission. |, o, 21
Ret r ansni ssi on Packet dropped.
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
109. 253. 206. 41 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |19
46. 19. 85. 89 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 18
85.130.219.42 |israel 147.237.72. 156 |anan. i of .1 Streamng Engi ne: TCP Inval i d invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
85.130. 219. 113 | srael 147. 237. 72. 166 |aka. i f . i Streaning Bngi ne: TCP Inval id finvalid seqnent retransmssion. |, o, 12
Ret r ansni ssi on Packet dropped.
2.54.140. 191 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
192. 114. 105. 2541 srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 11
62.0.34.177 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 10
46.19.85.71 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence I'nval id ACK nunber noni t or 9
109. 253. 197. 167 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invali d ACK nunber monitor |9
2.52.2.30 | srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
109. 253. 197. 167 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invali d ACK nunber alert 8
176.13.15.181 |Israel 147.237. 77, 243 |mbi e ich. i1 || S Ng Engine: TCP Invalid linvalid segnent retransmssion. |, o, 8
Ret r ansni ssi on Packet dropped.
82. 80. 29. 186 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
195. 160. 242. 40 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 79 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
93.158.152.31 |Russian Federation  |147.237.72. 166 |aka.idf.il Streamng Engine: TCP Inval i d finvalid segnent retransnissi on dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 95 | srael 147.237.76.31 |[nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
74. 6. 254. 134 Lhited Sates 147.237.77.74 |lawidf.il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor  [6
192. 118. 27. 253 |l srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invali d ACK nunber nonitor |6
2.54.140. 191 I srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 79 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
62.0.34.177 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
2.54. 140. 191 I 'srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence I'nval id ACK nunber noni t or 6
141.8.132.97  |Russian Federation  |147.237.72. 166 |aka.idf.il Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
37.46.39.9 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 65. 166. 242 | srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
2.54.140. 191 I srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Inval i d sequence nunber nmonitor |6
79.182.5.3 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval i d invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
2.54. 60. 60 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
40.77.167.11  |uwiited Sates 147237, 77, 243 |obi e i of 11 | €M NG Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.54.30. 175 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
192.118. 27. 253 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber alert
5.102.254.217 [Israel 147.237. 72. 166 |aka.i df . il Bad TCP sequence I'nval id ACK nunber noni t or
95. 130. 88. 141 gjcis;ii:(ijm Territory. 1y 47, 237.77. 176 |natpash. iof. il |dr op Frst packet isn't SN drop 5
2.54.163. 240 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
109. 253. 206. 41 |l srael 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 214 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 118. 27. 253 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 6 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4




01-24-2016-11:04:08 to 01-24-2016-12:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
185.32.179.30 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 251
85.250.183.25 |l srael 147.237.0.34 |tikshuv.idf.il gg?z"s%r_'yl;; ;ge Sane Response (ode (404) in Session from Bl ock 192
109. 253. 209. 1921 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 168
185.32.179.30 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 116
185.32.179.30 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 104
176. 13. 1. 255 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 89
2.54.189. 24 I srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 81
109. 253. 204. 236|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 77
2.52.129. 19 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 62
185.32.179.78 |Israel 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 55
82.80.192.100 [israel 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 41
82.80.192.100 |l srael 147.237.72.167 i shuri maka. i df . i ;gf’s'\(f”lyg;flége sane Response (ode (404) in Session from Bl ock 35
109. 253. 209. 192|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 34
80. 246. 136. 243 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
46. 19. 86. 232 | srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 19
2.54.189. 24 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 14
185.32.179.78 |Israel 147.237.0.19 |nadi matal .idf.il Igg_“?gr_'yl%_ ;ge Sane Response Code (403) in Session from Bl ock 12
185.32.179.78 |1 srael 147.237.0.19 |madimatal .idf.il Ig(;.h?g.lylgl ;Qe Sane Response Code (404) in Session from B ock 8
2.54.162. 120 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
109. 65. 106. 11 | srael 147.237.72.166 |aka. i df . i | Mil tipl e Whaut horized URL Access from 109. 65. 106. 11 B ock 5
80.178. 13. 41 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
37.26.148.151 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
31.154.19.5 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from31.154.19.5 B ock 4
109. 64. 209. 3 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
2.54.138. 28 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 222. 208l srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
2.54.57.70 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 82. 80. 198. 164 B ock 3
93.172.191.63 |lsrael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
109. 253. 141. 206|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 149 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 217. 105|I srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
37.26.146.182 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.62. 223 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5.22.134.214 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
174.34.157.26  |Wited Sates  |147.237.72. 166 |aka. i df .i | %"i.igfll;;égzj Byte (de Character in Header el ue from Bl ock 2
213.8.204. 14 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to wawidf.il/error. htm B ock
46.19.86.0 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock

109. 253. 131. 22 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock

80. 246. 130. 119 I srael 147.237.77.74 |lawi df .i | ramer Ve /\’132'7""Ih'e?';£:§:e§s pixn Bl ock 2
174.34.157.26 |wited Sates |147.237.72.166|aka. i df .il Ml ti pl e Unknown HTTP Request Method from 174. 34. 157. 26 B ock
174.34.157.26 |Uhited Sates  |147.237.72.166|aka.idf.il Mil tiple Abnormal |y Long Header Line from 174. 34. 157. 26 B ock
174.34.157.26 |Uited Sates 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed HTTP Header Line from 174. 34. 157. 26 B ock
72.9.148.10  |[United Sates  [147.237.76.86 |navy.idf. il m“tnzs;' e e 0 navy. aspx. aspx B ock 2
176. 13. 13. 40 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
174.34.157.26 |Uited Sates 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 174.34.157.26 B ock 2
89.138.86.190 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 89. 138. 86. 190 B ock 2
46. 19. 85. 125 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
174.34.157.26 |Uited Sates 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 174. 34. 157. 26 B ock 2
174.34.157.26 |Uited Sates  [147.237.72. 166 |aka. i df . i | l'w;;_i?f’fl'sl;_eggj Byte Qode Character in Header hae from B ock 2
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