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01-24-2016-10:04:03 to 01-24-2016-11:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3031
207.232. 36. 181 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 403
81.218. 241. 25 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 201
46.19. 86. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 57
81.218. 56. 245 I srael 147.237.77. 216 dover.idf.il Block Udp Al Nets drop 3

168. 235. 197. 211 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack forward 2

134. 147. 203. 115 Ger many 147.237.76.176 test.ncore.idf.il |Bock Np Al _Net dr op 2

188. 138. 1. 218 Ger nany 147.237.76. 198 e.yohal an.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
45, 32. 64. 53 147.237.77. 216 dover.idf.il |Q08: HITP: Xenu User Agent B ock 1
45.32.225.19 147.237.77. 216 dover.idf.il |[C008: HITP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C103: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

82.117.208. 243 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 234 Ghi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 200 Chi na ndu. i df il ET SCAN Potential SSH Scan 1
46. 19. 85. 245 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
216.72. 40. 185 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.149. 154 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
196. 210. 66. 82 147.237.77.216 South Africa dover.idf.il portscan: TCP Distributed Portscan 1
23.101. 3. 156 147.237.8. 45 Hong Kong e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 113 147.237. 8. 50 krai ne e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.77.235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 8. 50 Ghi na e tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher-kravi .idf il ET SCAN Potential SSH Scan 1
41.241.38. 42 147.237.77. 216 Sudan dover.idf.il portscan: TCP DO stri buted Portscan 1
212.199. 112. 144 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
23.101. 3. 156 147. 237.77. 216 Hong Kong dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
2.52.154. 230 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
163.172. 13. 173 147. 237. 8. 50 Lhi ted Ki ngdom e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
69. 31.51. 182 Anonynous Proxy [147.237.72.166|aka.idf.il drop First packet isn't SN drop 200
168. 235. 197. 211|Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 67
2.54.36.122 I srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 39
23.108.77.2  |Wited Sates 147.237.72. 166 |aka. i df .| Bad TCP sequence SNretransmt with different oo |32
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
62. 0. 34. 177 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 29
81.218.241.25 |[Israel 147.237.72. 167 |i shurimaka. i df .i | drop First packet isn't SWN drop 26
37.26.149.140 |lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 24
188. 120. 148. 143|l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |20
37.60.151, 52 | estinan Termitoryl, ,; 537 77176 |nat pash. i df il drop Frst packet isn't SWN drop 18
Qccupi ed
188. 161. 48. 7 ga:lcis;i':éa” Territony s 47 237.77. 216 |dover. i df .1 drop First packet isn't SN dr op 17
46. 19. 86. 208 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 16
188. 120. 148. 143|| srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 16
37.26.146. 174 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 15
46.19. 85. 175 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 86. 208 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
196.210.66.82  |South Africa 147. 237. 77. 216 |dover i df . Bad TCP sequence STNACK retransmt with moni tor |13
di fferent w ndow scal e
79.180. 254. 104 |l srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber noni tor |12
reamn ine: T i i ssi
46.19.85.122  |israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. |, 12
Inval i d Retransnission Packet dr opped.
79. 180. 254. 104 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
37.26.149.140 |[Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 10
79.180. 254. 104 |l srael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 10
2.52.51.243 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
S reamng Engi ne: TCP i i ssi
84.95.211. 1563 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 9
Inval i d Retransm ssi on Packet dr opped.
41.241. 38. 42 Sudan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 9
S reaming Engi ne: TCP i issi
141.8.132.112 |Russian Federation |147.237.72. 166 |aka.idf.il mng Ehgine: 7 Invalid segnent retransmssion. | . 9
Inval i d Retransnission Packet dr opped.
138.134.192. 10 |Israel 147.237.72. 167 |i shurimaka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 9
46.19. 85. 175 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |8
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 8
196. 210. 66.82 [South Arica 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 8
46. 19. 86. 208 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber nonitor (8
46. 19. 86. 220 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |8
46. 19. 86. 208 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert 8
196. 210.66.82 |South Africa 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber nonitor (8
46.19. 85. 71 I srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |7
46.19. 86. 171 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |7
212.199. 154. 194l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 7
o SYN+ACK retransmt wth .
5.135.165. 184 |France 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vindow scal e monitor |6
Streaning Engine: TCP i issi
40.77.167.11  |Wited Sates 147. 237, 77. 243 |nobi l e.i df .i | mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
Pal estinian Territory . . SYNFACKK retransnmit with .
188.161.48.7 Qeupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 6
e SN retransmt wth different .
79.183.175.49 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |6
w ndow scal e
S reamng Engi ne: TCP i i ssi
141.8.184.5 Russian Federation |147.237.72.166 |aka idf.il mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
109. 186. 189. 174/ srael 147.237.77. 226 "LI"‘IW chamatz. aka. 1df |gay TP sequence Invalid ACK nunber nonitor |6
S reanming Engi ne: TCP i i ssi
66. 249. 78. 5 Wited Sates 147.237.0.19 |nadimatal .idf.il mng tngine. 1 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
46. 19. 86. 34 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber monitor |6
Sreamng BEngi ne: TCP i i ssi
5.255.253.38  |Russian Federation |147.237.72. 166 |aka.idf.il mng tngihe- 1 Invalid segrent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
Sreamng BEngi ne: TCP i i Ssi
93.158.152. 31 |Russian Federation |147.237.72.166 |aka.idf.il mng tngine. 1 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
S reaming Engi ne: TCP i issi
141.8.184.25  |Russian Federation |147.237.72. 166 |aka.idf.il mng Ehgine: 7 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
62.0.197. 117 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop
5.135.165. 184 |France 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
185.32.179.78 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 107
185.32.179.78 |Israel 147.237.0.19 |nadimatal .idf.i Igcs’.'\?gfyl;’; ;ge Sane Response Qode (404) in Session from g o 54
185.32.179. 44  |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 39
2.54.186. 216 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
176.13. 6. 96 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
46.19. 86. 172 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 21
80.246.137.91 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 17
109. 253. 139. 189]I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 17
5.29.83. 3 I srael 147.237.0.34 |tikshuv.idf.il ;'Oggfvgg?';f the Sane Response Code (404) in Session from g ooy 16
46. 19. 85. 182 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 15
109. 253. 203. 22 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 14
46. 19. 86. 108 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 13
77.125.133. 137 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock

85. 250. 207. 76 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/val tam B ock
80.246.137.12 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Doubl e URL Encodi ng from 80. 246. 137. 12 Bl ock 4
185.32.179.78 |Israel 147.237.0.19 |nadimatal .idf.i Igcs’.'\?gfyl;’; ;ge Sane Response Qode (403) in Session from g o 4
46. 19. 86. 107 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 4
93.172.191.63 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.36. 251 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32.179. 125 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
132.72.33.242 |Israel 147.237.72.166|aka. i df . i | Uhaut hori zed LRL Access to wav aka.idf.il/sip storage/files/1/ |B ock 3
2.52.188. 129 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 116 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
23.251.86.72  |wited Sates 147.237.77.74 |lawidf.il PHP At t enpt B ock 3
109. 253. 204. 236|I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
23.251. 86. 72 Lhited Sates 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 3
149. 50. 87. 26 Lhited Sates 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.25.16 I srael 147.237.72. 166 |aka. i df . i | mmafae: de"’i‘c: /Cr’;'ajy n/\As;Jrl:t?IaIr??egli St rati o zar 0 st e, asp None 2
192.115.248.2 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |ll1egal Byte Gde Character in URL Bl ock 2
46. 19. 86. 107 I srael 147.237.77.243|nobi l e.i df . i | Mil ti pl e Unaut horized URL Access from 46. 19. 86. 107 B ock 2
2.54.155. 133 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
2.52.128.248 | srael 147.237.72. 166 |aka. i df . i | Uht raceabl e S3. Sessi ons: sigal gs DoS At ack None 2
46.19.86.107  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt : cl’r(;fz'f? } Cu;esgrcﬁim O e/ 1 st chi | cdocument s/ 1431 Bl ock 2
46.19.86.4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
82. 205. 50. 218 g‘ijcis;ii:;a” Territory, 1147, 237.77. 176 |mat pash. i df . i | |Wnauthori zed LR Access to ww cogat. i df .i1/894-ar Bl ock 2
217.194.202.17 |[israel 147.237.72. 156 [aman. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
132.72.33.242 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 132.72. 33. 242 B ock
23.108.77.2 Lhited Sates 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Header \al ue B ock
107.178.194.79 |Uhited Sates 147.237. 7. 216 |dover . i df .i| [0St Buted g;;t;;;geﬂe%ﬁcf;pf” B ock 1
46. 19. 85. 174 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
176.13.12. 249 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
2.54.152. 94 I srael 147.237.77.243|nobi l e.idf . il Paranet er Type Mol ation Password in nobile.idf.il/sachar/login  |B ock 1
85. 65. 43. 243 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
81.218.241.25 |[Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 81.218. 241, 25 B ock 1
24.181.122.68 |hited Sates 147.237.77. 216 |dover . i df .i | Enail collector robots 14 B ock 1
132.72.33.242 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 1
23.108.77.2 Lhited Sates 147.237.72. 166 |aka. i df . i | Mal f ormed HITP Header Line 19 B ock 1
109. 67. 164. 218 |Israel 147. 237. 72. 156 |anan. i df . i | m”;:;iizdefiﬁtf;gffmom'idf.il/ B ock 1
79.180.58.153 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
5.29.83.3 I srael 147.237.0.34 [tikshuv.idf.il [Too Many 404: Response Code per Session B ock 1
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