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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3070
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS renegoti ation-d i dest - r eset 90
204. 42. 253. 2 Lhited Sates 147.237.76. 201 e atal.idf.il B ock Wp Al Nets dr op 1
159. 104. 163. 17 Uhi t ed Ki ngdom 147.237.77.176 nat pash. i df . il Invalid TGP H ags drop 1
89.248.174. 4 Net her | ands 147.237.76. 38 eeneitav.idf.il |[Bock Np Al Net drop 1
204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il B ock Wp Al _Nets drop 1
159. 104. 163. 18 United Ki ngdom 147.237.77.176 nat pash. i df . i | Invalid TGP H ags drop 1
168. 235. 197. 44 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack _Con Htp drop 1
89.248.174. 4 Net her | ands 147. 237. 76. 42 refuah.idf.il Bock Np Al Net dr op 1
159. 104. 163. 19 Uhi t ed Ki ngdom 147.237.77.176 nat pash. i df . il Invalid TGP H ags drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Udp All Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf1 drop 1
159. 104. 163. 20 Unit ed Ki ngdom 147.237.77.176 nat pash. i df . i | Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

91.20.9.132 Ger many 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

‘Ste

‘Signature

163.172.13. 173 |147. 237. 77. 216 |Uni ted Ki ngdom |dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
89.139.63.60 [147.237.72. 166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
46. 161 40. 120 |147. 237 76. 202 |RUSSI A ehalagid il ET SCAN Behavi pr al lhusual ly fast Terminal Server Traffic, Potential 1
Federation Scan or Infection
109. 67. 158. 126 [147. 237. 77. 216 || srael dover.idf.il |portscan: TCP Distributed Portscan 1
80.178.186. 12 [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
39. 191. 155. 176 |147. 237. 76. 198 [Chi na e. yohal an. i df . i ET SON\I Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force




01-24-2016-08:04:00 to 01-24-2016-09:04:00

|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reamng Engi ne: TCP

Inval i d segnent retransnission.

Action

46. 19. 85. 216 | srael 147.237.72. 166 |aka.idf.il . .. dr o] 66
Inval id Retransm ssion Packet dr opped. P
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 36
S reanming Engi ne: TCP i i ssi
141.8.132. 112  |Russian Federation |147.237.72.166 |aka.idf.il mng thgine. Invalid segnent retransmssion. | ., 33
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i issi
141.8.184.5 Russi an Federation |147.237.72.166 |aka.idf.il mng Ehgine: 7 Invalid segnent retransmssion. | . 27
Inval id Retransm ssion Packet dr opped.
188. 161. 48. 7 g";'cis;i'géa” Tertito 147 237.77. 216 |dover. i . i1 drop First packet isn't SWN dr op 27
Sreamng BEngi ne: TCP i i ssi
93.158.152. 31 |Russian Federation |147.237.72. 166 |aka.idf.il mng tngihe- 1 Invalid segment retransmssion. |, 24
Inval i d Retransnission Packet dropped.
80.246.130.56 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence SNretransmt wth different 00 oy
) ) ) ) T o q W ndow scal e
188.161.48.7 | estinan Territoyl, \o 537 77 176 |nat pash.i o . i1 drop First packet isn't SWN drop 24
Cccupi ed
168. 235.197. 44 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 22
Sreamng Engi ne: TCP ' i ssi
141.8.184.25  |Russian Federation |147.237.72.166 |aka.idf.il mng tngine. 1 Invalid segnent retransmssion. |, 21
Inval i d Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
79.181.212.46 | srael 147.237.76. 200 |ei tan. aka. i of . | mng tngine. 1 Invalid segnent retransmssion. |, 21
Inval id Retransm ssion Packet dr opped.
. . . . SYNtAXK retransmt with .
188. 143.232. 22 |Russian Federation |147.237.72.166 |aka.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 13
2.52.33.97 I sr ael 147.237.72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
46.19. 85. 122 | srael 147.237.72. 167 |i shurimaka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 12
. . o SYNWACK retransnmt with .
188. 143.232. 22 |Russian Federation |147.237.77.74 |lawidf.il Bad TCP sequence different window scal e noni t or 10
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
46.19. 85. 22 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
S reanming Engi ne: TCP i i ssi
157.55.39. 169 |nited Sates 147. 237, 77. 243 |nobi 1 e.i df . i | mng thgine. Invalid segnent retransmssion. | ., 9
Invalid Retransnission Packet dr opped.
S reaming Engi ne: TCP i issi
80.179.10.113 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 9
Inval i d Retransm ssion Packet dr opped.
37.26.148.161 |[Israel 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 9
188. 161. 48. 7 g‘ilcisgi':('ja” Tertitoy 47 237. 77. 216 |dover. i . i1 SYN Att ack SYN -> SYN-ACK -> Tineout |reject 9
Pal estinian Territory R SYNtACK retransnit wth .
188. 161. 48. 7 Qecup ed 147.237. 77. 216 |dover.idf .il Bad TCP sequence di fferent i ndow scal e nonitor |9
188. 161. 48. 7 g‘ilcisgi':('ja” Tertitoy 47 237. 77. 176 |nat pash. i of . i SYN Att ack SYN -> SYN-ACK -> Tineout |reject 8
Pal estinian Territory R SYNtACKK retransnit wth .
188.161.48. 7 Qecup ed 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence di fferent i ndow scal e monitor |8
Streamng Engi ne: TCP Invalid segnent retransnission
207.46.13.104 |wnited Sates 147.237.76.86 |[navy.idf.il ) . " |dro 8
v Inval i d Retransm ssi on Packet dr opped. P
Sreamng BEngi ne: TCP i i ssi
66.249.81.212 |united Sates 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 8
Inval i d Retransnission Packet dropped.
R SWNretransmit wth different .
176. 13. 4. 95 I srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence wi ndow scal & nonitor |8
81.218.178. 243 |l srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber nonitor |8
Sreamng Engi ne: TCP Invalid segnent retransnission
207.46.13. 7 Lhited Sates 147.237.76.86 |[navy.idf.il ) . " |dro 8
v Inval i d Retransnission Packet dropped. P
109. 253.192. 88 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 161 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Inval id ACK nunber noni t or
S ream ng Engi ne: TCP i i ssi
109. 65. 105. 196 I srael 147. 237.72. 167 |i shurimaka. i of .1 mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
S reamng BEngi ne: TCP i i ssi
91.135.102. 176 |Israel 147.237.77. 243 |nobil e.i of . mng tngihe- 1 Invalid segrent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP Inval i d segnent retransnission
2.52.2.7 I srael 147.237.72. 166 |aka.i of .i ) . " |dro 6
Inval i d Retransnission Packet dr opped. P
46. 19. 85. 132 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 6
87.69.189.146 I srael 147.237.77. 226 [} chanat z. aka. 1df 1pad TCP sequence Inval i d ACK nurber alert 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 132 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
87.69.189.146 | srael 147.237.77. 226 |} " chanat z. aka. 1df 1pad TCP sequence Inval i d ACK number moni tor |6
46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 22 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
S reamng BEngi ne: TCP i i ssi
46.19.85.184  |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |6
188.143. 232. 22 |Russi an Federation |147.237. 77. 216 |dover. i df il Bad TCP sequence STNACK retransmt with moni tor (6
di fferent w ndow scal e
46. 19. 85. 52 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
80.178.138. 115 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert
80.178.138. 115 [l srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
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Attacker Address |Attacker Qountry Target Address |Jte Signature

46.19.85.22  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNCACK retransmt W th froni t or
different w ndow scal e

109. 253. 192. 88 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert

212.179. 191. 202 |l srael 147.237.72. 167 |i shurimaka.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46.19. 85. 211 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 58
81.218.118.126 |Israel 147.237.0.34 |tikshuv.idf.il ;i?zﬁrfylf; tlgg Sane Response Qode (404) in Session from Bock |17
46.19.85.211 |Israel 147.237.0.19 |nadimatal .idf.il Igf’l';é%’;.ozflihe sane Response Qode (404) in Session from Bock |13
46. 19. 85. 240 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 12
89. 248.110. 167 [Spain 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 89. 248. 110. 167 B ock 10
176.13.1. 80 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
185. 32.179. 230 |[lsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 5
2.54.189. 57 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13. 2. 143 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249, 78. 159 B ock 3
176. 13. 23. 95 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/index |B ock 3
46.19. 85. 48 I 'srael 147.237.76. 147 |chi nuch. aka. i df . i| |Unauthorized URL Access to waw chi nuch. aka.idf.il/404. htm Bl ock 3
109. 253. 200. 60 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
109. 253. 145. 89 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.54.21.158 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unauthorized URL Access from 2. 54.21. 158 B ock 3
2.54.22.227 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176.13.12.220 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
204.13.201.138 [United Sates |147.237.77. 216 |dover. i df .i | D stri bt oc 1?;;}2%;;?&%&??;&” Bock 2
46. 19. 86. 208 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
2.54.21. 158 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt:?rc;lee? , g;eggrcyetzm s/ i st chi | ddocurent s/ 1564 Bock |2
80.178.98.149 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
40.77.167.102  |lhited Sates |147. 237.77. 226 \(Ij\:l\_mil.fharmt 7 akad mué:;r;tzzéikﬁdfcﬁﬁsen;?at es/ sear chresul t s/ sear chresul ts. aspx B ock !
176.13.1. 166 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1272-he/ at al . aspx B ock 1
109. 253. 158. 40 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in wwaka.idf.il/main/rabanut/general.aspx |None 1
94.199. 151. 22 E?';gegom 147.237.0.15  |kosher-kravi.idf.il |houthorized U iﬁclcte:rfpltaot e/ homepage/ homepage. asgx Bock |1
66. 249. 69. 33 I srael 147.237.77. 170 [maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 1/ 110731. pdf |B ock 1
212.179.129.6 |lsrael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
79.178.57.146 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Russi an . ) Unaut hori zed URL Access to ww i df.il/1133-17275- he/ x—x™xae
141.8.182.78 |0 oiion 147.237.77. 216 |dover . i df . il x.’l?xlox-xTMT“ XEXEXE X@XQRXeX® XZxXTX" xex® XTXTxax” ! Bl ock 1
X" X} XexX X" Xx8x'Xex'X" xeX™™MX" xT™M x"x xX§X"xexd aspx
66. 249. 78. 51 I srael 147.237.77. 170 maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf / fil es/ 0/ 107830. pdf |B ock 1
2.52.2.7 I'srael 147.237.72. 166 |aka. i df . i | mna?(‘f:i ?ria}r;er:;;/ @\Ss?ﬁgﬁﬁmgxi : None |1
107.178.194.83 |Uhited Sates [147.237.77. 216 |dover. i df . | Dstri buted 1T§;t2§g'3;eﬂe%fe‘jcfsspf” Bock |1
89. 248.110. 167 |Jain 147.237. 72. 166 |aka. i df . i | a“;;‘:tdrf"?riil 7§gplli13aripzfve§§mti(;s/apmication.ini Bock |1
49.151. 28. 85 Fhi | i ppi nes 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xmrpc. php B ock 1
193.34.56.101 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
80. 179. 109. 2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19.85.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
2.54.154.183 [l srael 147.237.77. 234 |hal ag. i df . i | ﬂ?f‘;g;’f;;.egutﬁ‘mpgg:/fh;oe bl let L, gi Bock |1
109. 253. 192. 88 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock
66. 249. 69. 49 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock
212.227. 106. 175|Ger many 147. 237.77. 216 |dover . i df . i | Dstri utec 1?5523(%?&%\/2?22? Bock |1
94.242.228.108 |Luxembourg [147.237. 77. 216 |dover. i df . | D stri buted 1T§;t2§g'3;eﬂe%fe‘jcfsspf” Bock |1
84.95.226.189 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.178.100. 100 [Israel 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation SearchText in wwidf.il/1065- he/dover.aspx |B ock 1
5.29.104. 197 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
149. 78. 81. 27 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
66. 249. 78. 58 I srael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 1/ 107131. pdf |B ock 1
2.52.60. 111 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
109. 253. 129. 59 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3L Sessi ons: sigal gs DoS Attack None 1
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