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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3100

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 329
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
71.6.167. 142 Lhited Sates 147. 237.76. 31 nakchal .idf.il [Block Wip All Nets drop 1
58.97.111.9 Thai | and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
58.97.111. 10 Thai | and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

204. 42. 253. 2 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Ulp Al _Nets drop 1
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|Top Attackers In IPS|

A tacker A(jtotuictkre)r/ get Address |Site ’S gnature

45. 63. 70. 210 147.237.77. 216 |dover . i df . i|0008: HITP: Xenu User Agent B ock 1
46. 165. 197. 142 |Ger many 147.237.77. 216 |dover . i df . i|C106: HITP. n@jestic bot B ock
51.254.32.82 |uUnited Kingdom [147.237.72. 166 |aka. i df.i| [Cl06: HITP. majestic bot B ock

187. 38, 150. 123 |Brazi 147. 237.77. 216 |dover . i df . i ﬁfgabﬂm PHP-C3 Qeery String Paraneter Command |njection Bl ock 1
45.32.64.53 147.237.72.166|aka. i df . i | |008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
188. 120. 135. 12 |147. 237. 72. 166 || srael aka.idf.il G°PL SCAN nmap TCP 2
91.201. 236. 113 [147.237.8.14 |Wkraine e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147.237.76.39 |France nobi | e.nei tav.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117  |147.237.77.235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77. 178 |Chi na e.mat pash.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 196 |hi na esvivaidf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
46.19. 85.183  |147.237.77. 216 I srael dover.idf.il ET SCAN NVAP -sA (2) 1
113. 53. 187. 127 [147. 237. 76. 44 |Thai | and e.refuah.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
78.193.2.8 147. 237. 76. 196 |France e.sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.193.2.8 147.237.76.30 |France hi nush. i df il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.77.179|Chi na e nazi.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 201 |Chi na eata.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.0.19 |China madimatal .idf.il |[ET SCAN Potential SSH Scan 1
2.52.160.206  [147.237.72. 166 | srael akaidf.il portscan: TCP DO stributed Portscan 1
185. 130. 5. 234 [147.237.0.15 kosher-kravi .idf.il [ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Address |Ste

Signature

Devi ce

‘Count

Country

Action

Russi an L Streaming Engine: TCP Invalid |invaid segnent retransnission.
141.8.132.112  |Z o 147.237.72. 166 |aka i df .i | Ret r ansmi ssi on Packet dr opped. drop 111
Russi an s SYNVACK retransmt wth different .
188. 143. 232. 22 erat i on 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal @ noni t or 57
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
212.235.103. 211l srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence Invalid sequence nunber noni t or 35
188. 143. 232. 22 R‘F Sf:;”ion 147.237.77. 216 |dover.i of . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 15
. . SYNretransmt wth different .
79.182.187. 155 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 14
212. 235. 103. 211|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 14
r eam n ine: TCP Invali i i ssi
79.182. 238. 179 |Israel 147.237.72. 166 |aka i df . Streaming Engi ne: TCP Invalid invalid segnent retransmission drop 12
Ret ransni ssi on Packet dropped.
46. 19. 86. 197 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 12
79.182.187. 155 |Israel 147.237.76.42 |refuah.icf.il  |Bad TOP sequence Sretransmt wth i fferent alert 12
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
217.132.3.125 |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 12
Ret ransn ssi on Packet dropped.
85. 65. 168. 77 I srael 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
2.54.138.86 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
s SYNVACK retransmt wth different .
46. 19. 86. 43 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal @ noni t or 9
208.115.111. 73 [lhited Sates  [147.237.77. 216 |dover.idf il drop SAMrule drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
2.54.28.193 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
Sreaming Engine: TCP Invalid i i ssi
46.19.86.22  |israel 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
157.55.39. 168 |Wnited Sates  |147.237.77. 243 |nobil e.i df .l 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
. . SYNVACK retransmt wth different .
79. 180. 225. 246 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence wi ndow scal e noni t or 6
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
. . SYNVACK retransmt with different .
154. 100. 109. 35 |Sudan 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 5
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
208.115.111. 73 [lhited Sates  [147.237.72. 166 |aka.idf il drop SAMrule drop 5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
46. 19. 85. 133 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |4
46. 19. 85. 64 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 86. 131 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
176.13.4.13 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |4
141. 0. 14. 58 Eur ope 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 13 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi
62.90.35.105 |l srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 69 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
79.182. 165. 142 |l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
208.115.111. 73 [lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 3
46.19. 85.13 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 3
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
79.182.165. 142 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SAXK retransmt with different 1ooniior [
w ndow scal e
176.13.4.13 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert
94.188.247. 251 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i SSi
79.180. 142. 105 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.32. 179. 137 [israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
94.230.93.194 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 169 |Wnited Sates  |147.237.77. 243 |nobil e df .l 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
2.54.183.50 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i ssi
66.249.64.200 |lhited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
207.46.13.7 Wited Sates  |147.237.76.86 [navy.idf.il 9 =g nvalid segnent retransmssi on. drop 2
Ret ransm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
84.228.37.32 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
188. 143. 232. 22 :ZZ::FI on 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 188. 143. 232. 22 B ock 372
37.26.146.196 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 52
2.52.63.59 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 49
176.13.2.143 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 48
2.52. 63.59 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 43
109. 253. 128. 188l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 39
37.26.149.186 |[lIsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 13
194.177.16.3 I srael 147.237.76.86 [navy.idf.il Mil tipl e Unaut hori zed URL Access from194.177.16.3 Bl ock 12
209. 88.173. 130 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/$$$8282$$$ B ock 7
2.54.177.83 I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 4
217.132.29.20 [israel 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 3
37.26.149.161 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.179.62.218 |lIsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
178.137.85.67 |lkraine 147.237.77.216|dover.idf .i | Ml tipl e Unaut hori zed URL Access from 178. 137. 85. 67 Bl ock 3
109. 253. 208. 21 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
85.64. 8. 185 I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
83.228.71.58 Bul garia 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
46. 19. 85. 139 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 86. 14 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3L Sessi ons: sigal gs DoS Attack None 2
46.19. 86. 183 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
124. 6. 181. 66 Fhi | i ppi nes 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in wwtikshuv.idf.il/sitelfag. aspx Bl ock 1
45.32. 64. 53 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df .i|/main/giyus/undefined |B ock 1
89.247.79.225 |Ger many 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to www i df .il/894-en/idf gdover. aspx Bl ock 1
2.54. 169. 90 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Russi an ) _ Lhaqt hor'i zed LRL Acces; to ' _ '
188. 143. 232. 22 Feder ati on 147.237.77. 216 |dover. i df . i | i i df.il/tenpl ates/article/article.in. aspx/tenpl at es/ sendt of ri end/ sendt |Bl ock 1
of ri end. aspx
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
46.19. 86. 219 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
109. 66. 104. 145 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i|PHP At t enpt B ock 1
80. 246. 136. 221 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
208.184.112.74 |Uited Sates  [147.237.77. 216 |dover. i df . | D stri buted 1‘?;;_‘;%;;?36%\/??;‘)2” Bock |1
66.249.78.146 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . il/kenesat uda B ock
184.105.139. 70 [nited Sates |147.237.72.167|i shuri maka. i df . i|Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
124.146.201.2 |Japan 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 124. 146. 201. 2 Bl ock 1
46. 19. 85. 69 I srael 147.237.77. 216 |dover . i df . i | %&mﬂﬁﬁ'ﬁﬁ:ﬁg' Frotocal violation None 1
93. 115. 95. 204 g”;(’;ymus 147. 237.77. 216 |dover . i df . i | D stri buted 1?;;};%;;?&%\/’2???;‘);” Bl ock 1
77.125.84.75 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249. 64.131 | srael 147.237.72.166 |aka. i df . i | 1D4§t '2i3t;f’t7zc_j l%g‘“;;(’r:/i ;e;uégeﬁgf;s_sazgx Bl ock 1
178.137.85.67 |lkraine 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
109. 66. 104. 145 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df.il/xmrpc. php B ock 1
2.52.160.123  |Israel 147.237.76.42 |refuah.idf.il ~ [Tyamier pe Molat fglgr'];ﬁcfbu”;he_rzs'zxacem deriStxtlasthame in g ooy 1
185.32.179.84 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3 Sessi ons: sigal gs DoS Attack None 1
66.249.78.159 I srael 147. 237.77. 216 |dover . i df .i | mfvﬂtd'}?ri'lfi‘ib?:‘” :rcgcaﬁszaiioo o/ si gral s/ atar/ Bl ock 1
124.146.201.2 |Japan 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
2.54.182. 102 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
93.172.120.205 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
199. 16. 156. 124 |lhited Sates  |147.237.77.216|dover. i df . i mult gfolriilzli? pft‘o/:;;;sfi |t§s/ & si z6220x0 16836,  pg Bl ock 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df . i | Distributed Waut horized URL Access on 147.237.77. 216/ B ock 1
40.77.167.102 |lhited Sates |147.237.72.166|aka. i df . il Uhaut hori zed URL Access to aka.idf.il/tenpl ates/inner.asp Bl ock 1
84.108.36.112 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . i|/mai n/ gi yus/ defaul t. aspx/ B ock 1
2.54.22. 227 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
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