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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3045
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack f orward 2

186. 46. 63. 82 Ecuador 147.237.76. 39 nobi | e. nei tav.idf.il ock Wp Al Nets drop 1

186. 46. 63. 82 Ecuador 147.237.76.42 refuah.idf.il B ock_Wp Al _Nets drop 1

186. 46. 63. 82 Ecuador 147.237.76. 30 hi nush. i df .i | B ock Up Al _Nets drop 1

186. 46. 63. 82 Ecuador 147.237.76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 1

186. 46. 63. 82 Ecuador 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

89. 19. 29. 90 Tur key 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

|Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
89. 19. 29. 90 147.237.77. 233 Tur key atal.idf.il SQ Injection - Select Fom 3
66. 249. 75. 247 147, 237. 76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 147. 237.77. 233 Lhited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237.76. 148 Chi na gacenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0. 17 Chi na mny-kosher -kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
162. 248. 94. 44 147. 237.77. 178 Lhited Sates e. nat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
50. 204. 188. 142 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237.8. 28 Chi na e.nobi | e-ks. idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 202 Chi na e.halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
162. 248. 94. 44 147. 237.77. 178 Lhited Sates e. matpash.idf.il ET SCAN NVAP -sS wi ndow 2048 1
162. 248. 94. 44 147.237.77.178 Lhited Sates e.matpash.idf.il ET SCAN NVAP -f -sS 1




01-24-2016-06:04:02 to 01-24-2016-07:04:02

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TQP Invalid i i ssi
79.179.20.95  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 106 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
208.115.111. 73 |Uhited Sates  [147.237.77.74 |lawidf.il drop SAMrule drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |nonitor 6
67.247.32.187 |Wited Sates  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
62. 210. 226. 9 France 147.237.72. 166 |aka.idf .il drop SAMrul e drop 4
115. 144, 107. 6 |FOV®& RepUlic 1) 10 537 77. 216 [dover. i df il Bad TCP sequence SN retransmt with different monitor |4
of W ndow scal e
Sreaning Engine: TCP Invalid i i ssi
199.30.25.158 |ited Sates  |147. 237. 76. 200 [ei tan. aka i df .i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
176.13.17.80  [Israel 147.237.0.19 |nacimatal ior.i1 |2 €@ NG Engine: TGP Invalid invalid segnent retransnission. drop 4
Ret r ansm ssi on Packet dropped.
208.115.111. 73 |lhited Sates  |147.237.77.216 |dover.idf.il dr op SAMrule drop
195.34.150.18 |Austria 147.237.77. 216 |dover. i df. i | Bl ock HITP Non Conpl i ant Fail ed to handl e connection data  |nonitor
reamn ine: TCP Invali i i ssi
2.54. 46, 227 I'srael 147.237.0.34 |tikshwv.ior. 1 |27 €MNG Engine: TP Invalid finvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
5.22.131. 49 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19. 86. 22 I srael 147.237.77. 243 |nobile. i f . Streamng Engi ne: TCP alid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
77.126.82.34  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
66.249.78.223 |tited Sates  |147.237. 77. 243 [nobi 1 e.i df i | Streamng Engi ne: TCP alid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54. 155. 96 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 67.36.121 |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TGP alid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.52.7.186 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
80. 178. 157. 115 |Israel 147. 237. 77. 243 |robi | e. i of . i | g =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
84.109. 115. 158 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor 2
66. 147.244. 138 |Lhited Sates  [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |2
2.54.150. 97 I srael 147.237.72.167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber alert 2
208. 115.111. 73 |lhited Sates 147.237.72. 166 |aka.idf .il drop SAMrul e drop 2
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |Wnited Sates  |147.237.72. 166 |aka.idf il g =g Imvalid segnent retransmssion. g 2
Ret r ansm ssi on Packet dropped.
46. 19. 85. 58 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 2
141.8.132.78 R‘F Sf:;”i o 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
2.54.150. 97 I srael 147.237.72.167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
46. 19. 85. 58 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
66.249.78.239 |Uited Sates  |147. 237. 76. 200 |ei tan. aka i df .i | 9 =9 Invalid segnent retransmssion. 2
Ret r ansni ssi on Packet dropped.
5.22.131.49 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor 2
84.109. 115. 158 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 2
74.125. 76. 33 Net her | ands 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
208.115.113.84 [lhited Sates [147.237.77.74 |lawidf.il drop SAMirul e drop 1
180. 76. 15. 151  |Chi na 147.237.76.200 |eitan.aka. i df.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
212.179.21.194 |[lIsrael 147.237.77. 170 |naarachot.idf .il |Bad TCP sequence Invalid ACK nunber noni t or 1
67. 81. 60. 150 Uited Sates  |147.237.77.216|dover.idf.il Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 85. 83 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 192|Wited Sates  |147.237.77. 176 |nat pash.idf.i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
76.254.70.160 |lhited Sates  [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 [lhited Sates  [147.237.72. 166 |aka.idf.il drop SAMrul e drop 1
184. 105. 139. 74 |Lhited Sates 147.237. 76. 148 |gocent er. aka. i df . i |dr op drop 1
115. 144. 107. 6 g’rea’ RepUIiC 11 17 237, 77. 216 |dover . i of . i Drectory Traversal directory traversal overflow monitor |1
80. 246. 130. 186 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
216.218.206.86 |lnited Sates |147.237.77.235|svivaidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
67. 81. 60. 150 Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | drop First packet isn't SW drop 1




01-24-2016-06:04:02 to 01-24-2016-07:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.17.80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 71
213.57.225.108 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 64
213.57.225.108 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 63
217.132.115. 196l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 16
176.13.17.80  [Israel 147.237.0.19 |madimatal . i df .| 120 My of the Same Response Cbde (404) in Session from B ock 10
176.13.17. 80
194.177.16.3 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 194.177.16.3 B ock
109. 253. 141. 181 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock
. . . DO stributed Lhaut hori zed URL Access on
2.54.153.54 I srael 147.237.77.243|nobi l e. i df . i | nobi | e.i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 5
176. 13. 8. 161 I 'srael 147.237.0.19 |madi matal .idf.il|DOstributed Suspicious Response Code Bl ock 5
. . - Unhaut hori zed URL Access to
46. 19. 85. 207 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 B ock 4
2.54.186. 216 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock
46.117. 61. 42 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
. . . Too Many of the Sane Response Code (404) in Session from
84.109. 104. 237 |l srael 147.237.0.34 |tikshuv.idf.il 84. 109. 104, 237 Bl ock 3
80.178. 157. 115 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unhaut hori zed URL Access from 66. 249. 78. 159 B ock
109. 253. 219. 219]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
. . . Unaut hori zed URL Access to
46. 19. 86. 222 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1362 Bl ock 3
. . . Unhaut hori zed URL Access to
2.54.153.54 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 Bl ock 2
. . . Unaut hori zed URL Access to
46. 19. 86. 222 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1431 Bl ock 2
82. 80. 33. 138 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from82.80.33.138 B ock
84.108.12.108 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode Bl ock
89.138.93. 75 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None
. . . Unhaut hori zed URL Access to
80.178. 157. 115 |[lIsrael 147.237.77.243|nobi l e. i df . i | nobi €. i df i 1/ cat egoryt enpl at es/ | st chi | dsubcat egori es/ 1423 Bl ock 2
84.108.212.119 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
] . - D stributed Lhaut hori zed URL Access on
67.81.60.150  |Wited States [147.237.77.216dover. i df . il v i df i 1/ 894 eny i df gdover . aspx B ock 1
41.42.179.235 |Egypt 147.237.77. 176 [mat pash. i df . i | PHP Attenpt Bl ock 1
; ; ] DO stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
82.80.33.138 | srael 147.237.72. 166 |aka. i df . i | 'Ilegal Byte Qe Qaracter in LR /nain/kapatz//res B ock 1
our ces/ i nages/ i nner page/ goback. gi f
. . Uhaut hori zed URL Access to
194.177.16.3 I srael 147.237.76.86 [navy.idf. i vwv navy. i df . il /sip storage/fil es/ 6/ si ze338x0/ 1806. j pg B ock !
31.168.114. 111 [israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/xnmrpc. php B ock 1
149.78.41.252 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.56. 48 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
84.109. 104. 237 [Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
76.254.70.160 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
41.42.179.235 |Egypt 147.237.77. 176 [mat pash. i df . i | Uhaut hori zed URL Access to wwu cogat . i df.il/xmrpc. php B ock 1
] . . DO stributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
; ; ] DO stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
31.168.114. 111 |Israel 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 1
157.55. 39. 12 Lhited Sates |[147.237.77.216(|dover.idf.il Unaut hori zed URL Access to waww i df.il/tenpl ates/articl e/ watch Bl ock 1
180. 191. 118. 95 |Phili ppi nes 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
5. 22.130. 68 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
31.168. 114. 111 |[lIsrael 147.237.77. 176 |mat pash. i df . i | D stributed Unaut hori zed LRL Access on waw cogat.idf.il/xmrpc.php  [B ock 1
172.82.172. 252 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwwuidf.il/english/news/ main. htm) B ock 1
] . . DO stributed Lhaut hori zed URL Access on
2.54.153. 54 I srael 147.237.77.243|nobi l e. i df . i | nobi | e.i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 1
180. 191. 118. 95 |Phili ppi nes 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php Bl ock 1
46. 19. 86. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
5.22.135. 193 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
2.54.7.72 | srael 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.173 |[Israel 147.237.77.216|dover. i df .i | D stributed Waut horized LRL Access on waw i df .il/894-he B ock 1
40.77.167. 34 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
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