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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3127
50. 135. 11. 137 Lhited Sates 147.237.72. 167 i shuri maka. i df . i || TGP handshake vi ol ation, first packet not syn |drop 4
115. 239. 228. 10 Chi na 147.237.76. 38 eeneitav.idf.il [JLM Under Attack Con Htp dr op 2
66. 240. 192. 138 Lhited Sates 147. 237. 76. 196 e.svivaidf.il Block Udp All Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_Up Al _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |B ock Np Al _Net drop 1
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|Top Attackers In IPS|

At t acker At acker . i

count ry get Address |Site Sgnature
136. 243. 5. 215 |Ger nany 147.237.72. 166 [aka. i df . i | Cl06: HITP: naj estic bot Bl ock 1
185.66.249.87 |Netherlands  [147.237.77. 176 |mat pash. i df . i | ﬁfgablfi P03 Query String Paraneter Command [nj ection Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 97 147.237.77.170|Wnited Sates |[maarachot.idf. il ET SCAN NVAP -sA (2) 2
66. 249. 78. 2 147.237.72. 166 |Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
89. 163. 252. 7 147.237.0.34 |Ger many tikshuv.idf.il ET SCAN Potential SSH Scan 1
163. 172. 13. 173 |147. 237. 72. 166 LKJ?i;:gom aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.204.187.90 |147.237. 77. 121 |Kazakst an e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
125. 65. 165. 215 |147. 237.76. 34 |Chi na yohal an. i df .| ET SCAN Potential SSH Scan 1
98.119. 105. 221 |(147.237.76.44 |[Wited Sates |erefuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 45, 137. 67 147.237.8.45 [Turkey eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 163. 252. 7 147.237.77. 179 |Ger many e nazi.idf.il ET SCAN Potential SSH Scan 1
89. 163. 252. 7 147.237.77.19 |Ger many | awforumidf.il ET SCAN Potential SSH Scan 1
89. 163. 252. 7 147.237.76.30 |Ger many hi nush. i df i | ET SCAN Potential SSH Scan 1
89. 163.252. 7 147. 237. 72. 167 |Ger many i shurimaka.idf.il ET SCAN Potential SSH Scan 1
182.131.21.69 |147.237.0.35 |China akavs. i df i | ET SCAN Potential SSH Scan 1
89. 163. 252. 7 147.237.0. 200 |Ger many mdu. i df il ET SCAN Potential SSH Scan 1
176.13. 17 115 |147. 237. 77 2331 51l atal idh il ET DG5S Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
89. 163. 252. 7 147.237.0.19  |Ger many nadi matal .idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147. 237. 76. 44 |[Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
88.204.187.90 [147.237. 77. 121 |Kazakst an e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98.119. 105. 221 (147.237.76.44 |Wited Sates [|erefuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
89. 163. 252. 7 147. 237. 77. 234 |Ger many hal ag.idf.il ET SCAN Potential SSH Scan 1
89. 163. 252. 7 147.237.77. 74 |Ger many lawidf.il ET SCAN Potential SSH Scan 1
89. 163. 252. 7 147. 237. 76. 200 |Ger many eitan aka.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147.237.0.19 |Latvia madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 163. 252. 7 147. 237. 72. 217 |Ger many eidf.il ET SCAN Potential SSH Scan 1
183 1. 72, 137 147 237. 7214 |oni na dover. i i1 (0l d) ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 163. 252. 7 147.237.8.46  |Ger many e.chinuch.idf.il ET SCAN Potential SSH Scan 1
182.131.21.69 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrul e drop 36
S reamng Engine: TCP i i ssi
66.249.78.130 |Wnited Sates |147.237.76.86 |navy.idf.il M NG ENQINE. TP Invalid segnent retransnission. Packet drop 20
Inval i d Retransnissi onfdropped.
167. 114. 156. 16 [Canada 147. 237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
reamng Engi ne: T i i ssi
212.199. 180. 87 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP|imvalid segnent retransnission. Packet drop 6
Inval i d Retransnissi onfdropped.
172.56. 11. 27 Lhited Sates |[147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
o Bl ock HTTP Non ) ) i
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |5
Conpl i ant
176.13.17.115 |[lIsrael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber aert 5
193.90. 12. 86 Nor way 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
176.13.17.115 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor (5
167. 114. 156. 16 [Canada 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
) o Bl ock HTTP Non ) ) )
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |4
Conpl i ant
Russi an - Streamng Engi ne: TCP|invalid segnent retransmission. Packet
141.8.132. 112 . 147. 237.72. 166 |aka. i df .i | ) - drop 3
Federat i on Inval i d Retransnissi onfdropped.
reamng Engi ne: T i i ssi
46. 19. 86. 22 I'srael 147. 237.77. 243 |nobi l e.i df .i1 Streamng Engi ne: TCP/invalid segnent retransmssion. Packet drop 3
I nval i d Retransnissi onfdropped.
185.3.144.6 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni tor |3
reamng Engi ne: T i i ssi
185. 3. 144. 6 I srael 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP|imvalid segnent retransnission. Packet drop 3
I nval i d Retransnissi onfdropped.
97.46.131.138 |lhited States [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |2
77.77.76.3 IF;;IEH:??C 147. 237. 7. 216 |dover. i f .i Bad TCP sequence  |invalid A nunber dert |2
S reamng Engi ne: TCP ' i ssi
66.249.78. 144 |lnited Sates |147.237.76.86 |navy.idf.il M NG ENQINE. TP invalid segnent retransnission. Packet drop |2
Inval i d Retransnissi onfdropped.
172.56.11.27  |United Sates |147. 237.72. 166 |aka. i df .| Bad TCP sequence  [Sn'Ad<retransmt with different window - \pniyor 5
Iran, Islamc . . . )
77.77.76.3 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
46. 19. 86. 167 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
' Geo-1 ocati on
128. 232.110. 28 u.“ ted 147.237. 76. 198 |e. yohal an.i df . il Geo- 1 ocati on i nbound enf or cenent drop 2
Ki ngdom enf or cenent
208.83.215.176 [Canada 147.237. 77. 216 |dover . i df . i Bad TCP sequence sScIa::G( retransmt with different window oo |2
94. 230. 86. 224 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber monitor |2
Sreamng Engi ne: TCP i i ssi
66.249.66.90 |lnited Sates |147.237.76.86 |navy.idf.il MNg tngine. TLFlinvalid segnent retransmssion. Packet drop 2
I nval i d Retransnissi onfdropped.
128. 232. 110. 28 E?';gegom 147. 237. 77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
208.115.111. 68 |[Lnited Sates [147.237.77.74 |lawidf.il drop SAMrule drop 1
- - Geo-1 ocati on o
74.82.47. 40 Lhited Sates |147.237.77.178|e.natpash.idf.il Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
185.3.144.6 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber noni t or
46.19. 85. 197 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
180. 76. 15. 11 Chi na 147.237.0.15 |kosher-kravi.idf.il dr op SAMrul e drop 1
i o Bl ock HITP Non ) ) )
198.1.101. 123 Lhited Sates 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |1
Conpl i ant
184. 105. 139. 116|lhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
31.210. 186. 143 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni tor |1
185.3.144.6 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 1
180. 76. 15. 11 Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i | dr op SAMrul e drop 1
104. 156. 240. 200|Uhited States |147.237.72. 167 |ishuri maka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates [147.237.76. 200 [ei tan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Geo-1 ocati on
184.105. 139. 119|lhited Sates |[147.237.76.44 |e.refuah.idf.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
141.212.121. 192|Whited Sates |147.237.77.226 "f"l"“ha”atz' aka. 1l 1N At t ack SYN -> SYN-ACK -> RST aert 1
180. 76. 15. 147  |Chi na 147.237. 72. 167 |i shurimaka. i df . i drop SAMrul e drop 1
172.56. 11. 27 Lhited Sates |147.237.72.166 [aka.idf.il Bad TCP sequence Invalid AGK nunber aert 1
128. 232. 110. 28 LK*i"rf:gom 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout reject |1
Non- conpl i ant TCP packets coming from
S reamng Engi ne: TCP i '
204.79.180.181 |Uited Sates |147.237.72. 166 [aka. i of i1 9 =g mitiple external sources vere detected. This |, - f;
anonal y detected nay result frompotentia network
configuration probl em
74.82.47.16 Lhited Sates |147.237.0.17 $n|y| kosher-kravi. i ey At t ack SYN -> SYN-ACK -> RST reject |1
185.3.144.6 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor (1
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141.212.121. 192|thited Sates |147.237.77.226 i SYN Attack SYN -> SYN-ACK -> RST rej ect
222.186.56. 107 |China 147. 237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
93.115.95.202 |[ANONYMOUS )47 537 77. 216 |dover. i df .11 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.16.239 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
] . . D stributed Uhauthori zed URL Access on
107. 178. 194. 87 |Uited Sates [147.237.77. 216 |dover.idf . il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
’ L . Uhaut hori zed URL Access to
68.180.229.230 |Uhited Sates 147.237.0.15  kosher-kravi.idf.il wn kosher -kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66.249.65.231 [Israel 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to ww i df.il/894-he B ock 1
. . . Unaut hori zed URL Access to
180.76.15. 155  |Chi na 147.237.77. 216 [dover . i df . i | wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
94. 23.54. 167 France 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua. atal.idf.il/ol d/wp-admn/ B ock 1
66.249.78.166 [Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df .il/1133-20792- he/ dover. aspx.  |B ock 1
5.29. 60. 11 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
; ] ] D stributed Uhauthori zed URL Access on
208.184.112.74 |lhited Sates [147.237. 77. 216 |dover. i df . i | v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
109. 253. 198. 240]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
68.180. 230. 29  [Lhited Qates [147. 237. 77. 176 |nat pash. i df . i | Paraneter Type Mol ation PageNmi n Bock [t
wwn cogat . i df . i |/ 1038- he/ cogat . aspx
66. 249. 78. 95 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock
185. 3. 144. 6 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock
Unaut hori zed URL Access to
. . wwaw, i df L i |/ 1133-21198- he/ dover . aspx&sa=u& ed=0ahukew 5_cxuwsh
95.86.65.132  [Israel 147.237.77. 216 [dover. i df . il kahuhzr akhbyyai sqf gghmac&usg=af qj cnhp- hai - kej cabnayl oeopevgbdg |2 % 1
q
66.249.78.173 |lsrael 147.237.77. 216 |dover.i df .i | Unhaut hori zed LRL Access to ww i df .il/newsite/ hebrew main. asp Bl ock 1
. . D stributed Uhauthori zed URL Access on
37.59.123.142 |France 147.237.77.216|dover . i df .i | v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
159. 203. 86. 106 [Lhited Sates [147.237.77.74 |lawidf.il Distributed Lhaut hori zed R Access on Bock |1
wan | aw i df . i | /228- hel f ag. aspx
. m ny- kosher - kravi . i .
74.82.47. 4 Lhited Sates |147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
. . Uhaut hori zed URL Access to
66.249.78.111 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
185. 20. 4. 143 Eiqlr:gegom 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waww idf.il/arr/ B ock 1
95.86.110.202 | srael 147.237.72. 166 |aka. i df . i | Unknown Parameter _M EVETATEENCRYPTED | n None |1
wwn aka. i df . i |/ mai n/ sachar/ nai | box. aspx
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/giyus/ manil ot/ B ock 1
40.77.167. 45 Uhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
159. 203. 86. 106 |Uhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw law idf.il/14-he Bl ock
. . D stributed Uhauthori zed URL Access on
77.40.129. 123  |Nor way 147.237.77.216|dover.i df .i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 78.133 |l srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/894-he B ock
195. 154. 226. 90 |France 147.237.77.216|dover. i df .i | I1legal HITP \ersion HITH B ock
] . . D stributed Uhauthori zed URL Access on
107.178.194.83 |Lhited Sates [147.237. 77. 216 |dover. i df . i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unknown Par anet er anp; docid in
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | Sl A None 1
viewv aka. i df . i | / mai n/ gi yus/ gener al . aspx
50. 63. 8. 35 Uhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wo/wp-admn/ B ock 1
. . D stributed Unaut hori zed URL Access on
77.247.181.162 [Netherlands |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.159 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/atal /i zkor/vi ew text. asp B ock 1
] . . D stributed Uhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
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