01-24-2016-04:04:05 to 01-24-2016-05:04:05

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

2, 400

Nunber

(6] 600"
At acks

Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

Miawidf.il

M nobi le.idf.il

M nadimatal .idf.il

M navy.idf.il

I e. nobi | e-ks.idf.i

M dover.idf.il (ol d)
refuah.idf.il

M e nadimatal .idf.

2 400418

1, 200

Nunber 7
G o

At t acks 600

o S ¥ ¥ 009 0° > > g ﬂf’b
g PSS AN A AN
e oV o > o
Y N R % Q Qo

Top Attackers

M 167. 114. 156. 16
41.33.231.90

I 109. 253. 196. 244
195. 34. 150. 18

W 128. 232. 110. 28

M 173.52. 210. 30

I 41. 33.232.66

W 141.8.132.112
202. 116. 234. 16

M 212. 143. 142. 56




01-24-2016-04:04:05 to 01-24-2016-05:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3062
78.170. 0. 184 Tur key 147.237.76. 38 eeneitav.idf.il ock_Udp All _Nets dr op 1

89. 248. 160. 138 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np Al Net drop 1

89. 248. 160. 138 Net her | ands 147.237.76. 148 ggcenter.aka. i df.il B ock Np Al Net drop 1

78.170. 0. 184 Tur key 147.237.76. 31 nakchal .idf.il Bl ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
188. 165. 225. 121 France 147. 237. 72. 166 aka.idf.il ]0543: HITP. php.cgi Access B ock 1
23.91.70.77 Lhited Sates 147.237.77.74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 11
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
23.91.70.77 147.237.77. 74 Wited Sates lawidf.il S Injection - Select From 3
131. 109. 15. 15 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
199. 191. 56. 188 147.237.72. 14 Wited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 3072 1
131. 109. 15. 15 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
131.109. 15. 15 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -f -sS 1
199. 191. 56. 188 147.237.72. 14 Lited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 11
Sreaning Engine: TGP Invalid i i ssi
109. 253. 196. 2441 srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
173.52.210.30 |Uhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
41.33.232.66 Egypt 147.237.77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Russi an Lo Sreaming Engine: TQP Invalid|invaid segnent retransmssi on.
141.8.132.112 | 2 on 147.237.72. 166 |aka. i df i Ret r ansmi Ssi on Packet  dr opped. drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
37.130.227. 133 z';;gom 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 5
Sreaning Engine: TQP Invalid i i sSi
157.55.39.20  |nited Sates |147. 237.72. 166 |aka i of il g =g Invalid segnent retransmssion. | o 4
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |4
Sreaning Engine: TQP Invalid i i sSi
109. 67. 216. 134 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.181. 210. 121 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
Sreanming Engine: TCP Invalid i i SSi
157.55.39.211 |wited Sates [147.237.77. 243 |nobile.idf . i1 g =g Invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
5.175.193.232 |Ger many 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
2.54.16.95 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Lhi ted . e ] Geo- | ocati on i nbound
128. 232.110. 28 Ki ngdom 147.237.8.28 |e.nobile-ks.idf.il Geo-| ocati on enf or cenent onf or coment drop 2
Sreaning Engine: TQP Invalid i i sSi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dr opped.
Lhi ted L ] Geo- | ocati on i nbound
128. 232.110. 28 Ki ngdom 147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent onf or coment drop 2
Sreaning Engine: TQP Invalid i i sSi
204.79.180.181 |thited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret r ansmi ssi on Packet dropped.
141.212.121. 192|Wited Sates  |147.237.77. 121 [e. navy.idf .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect
208.115.113. 89 |Uited Sates |147.237.72.166 |aka.idf.il drop SAMrul e drop
Lhi ted ) S . Geo- | ocati on i nbound
128.232.110.28 | . ngdom 147.237.8.27 |e.nadi matal .idf.il Geo- | ocati on enf or cenent onf or coment drop 2
188.138.61.79 |Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
202.116. 234.16 |China 147.237.0.15  |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 17. 184. 228 |Net her| ands 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
46.183.222.166 |Latvia 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow moni tor |1
216. 218. 206. 102|Whited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
5.79.68. 161 Net her | ands 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
204.11.50.131 |Canada 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
94.242.246.24 |Luxenbourg 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
193.90. 12. 90 Nor way 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
74.82.47.54 Lhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1
enf or cenent
141.212.121.192|United Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST alert
208.115.113.89 |lLhited Sates [147.237.77.216 |dover.idf.il dr op SAMrule drop 1
202.116.234. 16 |China 147.237.0.17 ;nlnly kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
85.10.210.199 |Ger many 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
185. 60. 144.33  [Swtzerl and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 1
216.218. 206. 104|United Sates |147.237.72.217|e.idf. il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
104.130.78.65 |Uited Sates [147.237.77. 216 [dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
193. 171. 202. 150|Austria 147.237. 77. 216 |dover.idf.il O rect ory Traver sal directory traversa overflow noni t or
74.82. 47.54 Lhited Sates |147.237.77. 212 |e. dover.idf. il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 247. 199|Uhited Sates |147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 192|United Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147.237. 77. 216 [dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
202.116. 234. 16 |China 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
85.93.218.204 |Luxenbourg 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
185. 65. 135. 227 |Sweden 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
74.82.47.31 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
158. 69.201. 128 |Uhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 213. 244|I srael 147.237.0.19 |nadimatal . i df.i|[Suspi ci ous Response Code B ock
157.55.39. 250 |lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 157.55. 39. 250 B ock
46.121. 106. 142 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
} . . D stributed Unaut hori zed URL Access on
204.13.201.137 |thited Sates |147.237.77.216|dover.idf.i| v i df i | / 1133 22638- hel dover . aspx. B ock 1
79.241.192.41  |Ger many 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unauthori zed URL Access from 66. 249. 78. 159 Bl ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx [B ock 1
46.19. 86. 127 I srael 147.237.77. 216 |dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
’ . . D stributed Unaut hori zed URL Access on
204.13.201.138 [Wited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
94.102. 153. 58 z‘;;gom 147.237.72.167|i shuri maka. i df . i|[MSSQ. Data Retrieval wth Inplicit Qnversion Erors None 1
. . Uhaut hori zed URL Access to
66.249.78.190 |Israel 147.237.77. 176 |mat pash. i df . i | W cogat . i df .i 1/t enpl at es/t enpl at econt rol s/ gener i ¢/ B ock 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/894-he Bl ock 1
94.102. 153. 58 LK!i“r:gegom 147.237.72. 167 |i shuri maka. i df . i[Mi ti pl e si gnatures from94.102. 153. 58 B ock 1
66.249.78.216 |lIsrael 147.237.77.243|nobi | e. i df . i | Mil tipl e Lhaut hori zed UR. Access from 66.249. 78. 216 B ock 1
188. 165. 225. 121 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 188. 165. 225. 121 Bl ock 1
68.180.229.47 |Wnited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
65. 132, 59. 34 Wited Sates |147.237.72. 166 |aka. i df i | Xu:;:;g e Wntraceabl e SS9 Sessi ons from65. 132.59. 34 (sigal gs DoS None 1
] . . D stributed Uhauthori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216 |dover. i df .| v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
" ; ; Unaut hori zed URL Access to
66.249.78.216 |[Israel 147.237.77. 243 |nobi | e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1778 B ock 1
. - URL is Above Root Directory
37.187.43. 27 Fance 147.237.77.216|dover . i df .i | v i df.il/../shared/ clientscripts/jquery/jquery-1.4.2.mn.js B ock 1
188. 165. 225. 121 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/cgi-bin/php-cgi B ock 1
68.180.231.40 [lnited Sates [147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www | aw i df.il/228-he/faq. aspx Bl ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ gi yus/ f or uni Bl ock 1
: . ] D stributed Uhauthori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.i| v i df . i | / 1133- 22461- he/ dover . aspx. B ock 1
. . . Unaut hori zed URL Access to
66.249.78.230 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1779 B ock 1
40.77.167.102 |lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/main/snalinifag. aspx None 1
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