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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action|Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3081
66. 249. 78. 97 | srael 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 123
101. 160. 5. 141 Australia 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1
101. 160. 5. 141 Australia 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
101. 160. 5. 141 Australia 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1

89. 248. 160. 138 Net her | ands 147.237. 76. 198 e.yohal an.idf.il B ock Np Al Net drop 1




01-24-2016-03:04:01 to 01-24-2016-04:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Quntry Target Address |Site |S gnature Devi ce Action ‘Count
151. 80. 31. 152 Italy 147.237.72. 166 aka.idf.il 28: HITP. AhrefBot craw er B ock 2
151. 80. 31. 150 Italy 147. 237.76. 42 refuah.idf.il 28: HITP.  AnhrefBot craw er B ock 2
151. 80. 31. 151 Italy 147.237.76. 42 refuah.idf.il 228: HITP. AhrefBot craw er B ock 1
151. 80. 31. 154 Italy 147.237.0. 34 tikshuv.idf.il 28: HITP. AhrefBot craw er B ock 1
151. 80. 31. 154 Italy 147. 237. 72. 166 aka.idf.il 28: HITP.  AnrefBot craw er B ock 1
151. 80. 31. 150 Italy 147.237.0. 34 tikshuv.idf.il 28: HITP.  AhrefBot craw er B ock 1
151. 80. 31. 153 Italy 147.237.0. 34 tikshuv.idf.il 28: HITP.  AhrefBot craw er B ock 1
151. 80. 31. 153 Italy 147. 237. 72. 166 aka.idf.il 28: HITP.  AnhrefBot craw er B ock 1
151. 80. 31. 151 Italy 147.237.0. 34 tikshuv.idf.il 28: HITP.  AhrefBot craw er B ock 1
151. 80. 31. 153 Italy 147.237.76. 42 refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1




01-24-2016-03:04:01 to 01-24-2016-04:04:01

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Federation

Potential Scan or Infection

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
66.249. 78. 104 |147.237.77.170|Wited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.97 [147.237.77.170|Wited Sates maar achot . i df . il ET SCAN NVAP -sA (2) 2
114.112.90. 54 [147.237.76.34 |thina yohal an.idf . il ET SCAN NVAP -sS w ndow 1024 1
46.161. 40. 120 |147.237.77.176 :3::;”' o mat pash. i df .| ET SCAN NVAP -sS wi ndow 1024 1
23.101.3.156 [147.237.72. 166 |Hong Kong aka idf.il ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.77.121|Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
114.112. 90. 54 [147.237.76.86 |China navy. i df.il ET SCAN NMAP -sS wi ndow 1024 1
46, 161, 40. 120|147 237 77, 296 [RUSSIaN wwun chanat 7. aka, i df i1 ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, 1




01-24-2016-03:04:01 to 01-24-2016-04:04:01

|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature ?(;\t”i ((:;
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |ronit or 12
S reanmi ng Engi ne: TCP ' i ssi
157.55.39.20  |Wited Sates  |147.237.72. 166 |aka i of .i mng Engine: 1 Invalid segnent retransmssion. |, . 8
Inval id Retransm ssion Packet dropped.
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 8
. . SWNretransnmit wth different .
195. 140. 210. 83 |Ger many 147.237.72. 166 |aka.idf il Bad TCP sequence wi ndow scal e noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data|monitor |5
91. 98. 103. 46 'F;xa :i'g;"'c 147. 237.77. 216 |dover.i df . Bad TCP sequence Invalid ACK nunber dert 5
Iran, Islanic . . . .
91. 98. 103. 46 Republ i ¢ of 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber nonitor |5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data|nonitor |4
91.200.12.136 |lkrai ne 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop
reamn ine: T i i ssi
84.109.177.59 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dropped.
91. 200. 12. 136  |Wkrai ne 147.237.77.233|atal .idf.il dr op SAMrul e drop 4
S reaning Engi ne: TCP i i ssi
40.77.167.102 |Wited Sates 147.237.72. 166 |aka.i df . mng gl ne. 1 Invalid segnent retransmssion. |g ., 4
Inval i d Retransnission Packet dropped.
Russi an S St reaming Engi ne: TCP Invalid segnent retransnission.
141.8.132. 112 . 147.237.72. 166 |aka.idf.il . L. dr o] 3
Federati on Inval i d Retransnm ssi on Packet dr opped. P
S reaning Engi ne: TCP i i ssi
66.249.78.160 |Wnited Sates 147.237.72. 166 |aka.i df . mng gl ne. 1 Invalid segnent retransmssion. |g ., 2
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP Invali d segnent retransnission
46. 116. 153. 186 |l srael 147.237.76.86 |navy.idf.il . L. " |dro 2
Y Inval id Retransm ssion Packet dropped. P
Sreaning Engi ne: TCP i i ssi
207.46.13.50  |Wnited Sates 147.237.72. 166 |aka.i df . mng gl ne. 1 Invalid segnent retransmssion. |g ., 2
Inval i d Retransnission Packet dropped.
149. 78. 175. 220 |Israel 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
104. 156. 240. 200|Lhited Sates 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
84.109.177.59 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
. . SYNtACXK retransmt wth .
41.33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence di fferent v ndow scal e nonitor |1
141.8.132.78 RJSIS::t”ion 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
: R SWNretransnmit wth different
64.19. 78. 243 Lhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal & alert 1
128.232.110. 28 |United Kingdom |147.237.72.167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
. ) SWNretransnmit wth different
195. 140. 210. 83 |Ger many 147.237.72. 166 |aka. i df .i1 Bad TCP sequence wi ndow scal e alert 1
64.10.78.243  |Uhited Sates  |147.237.77.233|atal ick.il Bad TCP sequence SiNretransmt wth different oo g
wi ndow scal e
5.175.193.232 [Ger many 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection datafmonitor |1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128.232.110. 28 |United Kingdom |147.237.76. 147 |chi nuch. aka.idf il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
87.68.147.198 |[Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
46. 19. 85. 164 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor |1
141.212. 121. 192|Wited Sates 147.237.0.17 ][”I”Iy kosher-kravi . 1d |\ At t ack SYN -> SYN-ACK -> RST aert 1
180. 76. 15. 147  |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop
128.232.110. 28 |United Kingdom |147.237.76.148|gqcenter.aka.idf.il drop drop
141.212.121. 192|Wnited Sates 147.237.0. 17 ]["I”Iy kosher-kravi.1d |qyn At t ack SYN -> SYN-ACK -> RST rej ect 1
104. 156. 240. 200|lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.109.177.59 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber aert 1
184.105.139. 76 |Uhited Sates 147.237.77. 243 |mobile.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128.232.110. 28 |United Kingdom |147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
50. 141. 110. 217 [Wnited Sates 147.237. 77. 216 [dover. i df .i SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
208.115.111. 68 |[Lhited Sates 147.237.77. 74 |lawidf.il drop SMMrule drop 1




01-24-2016-03:04:01 to 01-24-2016-04:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count

65. 132. 59. 34 gﬁ;ttg: 147.237.77. 216 |dover.idf . il Paraneter Type M ol ati on PageNumin vww i df . i|/1779- he/ dover. aspx B ock 6

65.132.59. 34 Lsh'mt:: 147.237.77. 216 |dover . i df . i | Parareter Type M ol ation PageNumin v i df . il/1362-he/ dover . aspx B ock 6

66.249.78. 159 |lsrael 147.237.77.216 |dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 4

109. 253. 213. 244 || srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 4

185. 3. 133. 13 Sweden 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df. i/ newsite/ hebrew nai n. asp B ock 1

149. 78. 175. 220 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 1

. . Unknown Par anet er 4d9c6f 40 in

66.249. 78. 146  |Israel 147.237.72.166 |aka. i df . i | vaw aka. i df . i 1/ mai n/ kapat 2/ cont act Us. aspx None 1
Lhi ted . . O stributed Unaut hori zed URL Access on

208.184.112.74 oo 147.237.77. 216 [dover. i df . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Lhited W, chamat z. aka. i unaut hori zed URL Access to

174.129.237. 157 Sates 147.237.77. 226 df.il v chanat z. aka. i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !

68. 180. 230. 244 g‘;tt:: 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robot s. txt B ock 1

195. 140. 210. 83 |Ger nany 147.237.72. 166 |aka. i df . i | MBSQ Dota Retrieval with Inplicit  Qnversion Erors None 1

157, 55. 39, 12 Lhited 147. 237.77. 216 |dover . i df . i | Lhauihon zed URL Access to www i df.il/1283-19043-en/ dover. aspx <a B ock 1
Sates href =

46.165.223.217 |Germany  |147.237.77.216|dover.idf .|| Distributed Lhauthori zed LR Access on Bock |1

W i df . i | /1133- 22461- he/ dover . aspx.

. . . D stributed Unaut hori zed URL Access on
176.10.104. 240 |Swtzerland |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

107. 178.194. 79 |11 147. 237.77. 216 |dover . i df . i | D stri utec 1?:;}:;;5?&%\/’??:{)2” Bock |1
65. 132. 59. 34 g];::: 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwidf.il/aman/ B ock 1
195. 140. 210. 83 |Ger many 147.237.72. 166 |aka. i df . i | Mil tiple signatures from 195. 140. 210. 83 B ock 1
157. 55. 39. 136 Lshimt:: 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . i |/ hebr ew news/ net uni mstm B ock 1
66.249.78.199 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
64.19. 78. 243 ;“;tteeg 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
176.13.2. 15 I srael 147.237.76.39 |nobil e. neitav.idf.il Eggﬁnz t:éi tgf?d\fﬁl ?'l 7:'823 g;mﬁzglf aeetbl der 15t xt Fessvord in Bock |1
107. 178. 104. 87 |11 147.237.77. 216 |dover. i df .i | D stri bt ec ngggggg?ﬂeﬁﬁff:pﬁn Bock |1
66.249.78.95  |Israel 147.237. 77. 216 |dover . i df .i | D e L e el i adover . asp HBock |1
204.13.201.138 [J11€ 147.237.77. 216 |dover. i df . i | D stri bt ec ngggggg?ﬂeﬁﬁff:pﬁn Bock |1
157. 55. 39. 141 ;“;tt:s 147.237.0.16 ?yl lkosher- Kraviid |, horized (R Access to wu ny- kosher - kravi . i df i1/ B ock 1
66.249.78.254 I srael 147. 237.72. 166 |aka. i df . i | mnsk“;i? f‘rf;;' nf‘gri";;ui‘l);;geri;.aspx None |1
65. 132. 59. 34 g‘;tt:: 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Qonnection - sigal gs oS Attack None 1
184. 105. 139. 68 ;“;tteeg 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
207. 46. 13. 130 g“;:s 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ B ock 1

Unhaut hori zed URL Access to ww i df.il/english/ xG AYaE™E &€3

157. 55. 39. 250 g‘;ltee: 147.237.77. 216 |dover. i df . i | G A G E0a A A5G Ac O A8, ~ASCP A€3CP AKP BNAE™CP A€S Bl ock 1
G A G Ma-ASC assCr A Ax'a,-ASCP AES(r Ae
Lhi ted . . Parameter Type M ol ati on PageNumin
68.180.230.29 o 147.237.77. 176 [mat pash. i df . i | cogat i df .i1/1927- hel cogat . aspx Bl ock 1
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