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Top Attackers
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01-24-2016-00:04:00 to 01-24-2016-01:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 3157
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DC5- Tool - Swi t chbl adG dest - r eset 3079
183. 60. 48. 25 Chi na 147.237.76. 196 e.sviva.idf.il |[JLM Under Attack Con Tcp dr op 2
42.112.10. 65 Wi et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112. 10. 66 Wi et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1

162. 248. 100. 195 Lhited Sates 147.237.76. 44 e.refuah.idf.illBlock Np All Net drop 1
42.112.10. 87 Wi et nam 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 92 i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags dr op 1




01-24-2016-00:04:00 to 01-24-2016-01:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgna1 ure Devi ce Action |Oount
151. 80. 31. 152 Italy 147. 237.76. 42 refuah.idf.il 28: HITP.  AhrefBot craw er B ock 4
151. 80. 31. 151 Italy 147.237.76. 42 refuah.idf.il 28: HITP.  AnhrefBot craw er B ock 3
149. 78. 210. 145 | srael 147.237.0.19 nmadi matal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
151. 80. 31. 150 Italy 147. 237.76. 42 refuah.idf.il 28: HITP.  AhrefBot craw er B ock 1




01-24-2016-00:04:00 to 01-24-2016-01:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Qountry

Ste

|Signature

41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
176. 13. 18. 53 147.237.0. 19 I srael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 4
66. 249. 78. 160 147.237.72.166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
93.174.93. 181 147.237.8. 45 Net her | ands eeitanidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.76.198 |China e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50.240.184. 154  |147.237.76.177 |Wited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
42.113.59.55 147.237.76.176 [V etnam test.ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
185. 130. 5. 247 147. 237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
42.113.59.55 147.237.76.176 |V et nam test.ncore.idf.il ET SCAN NVAP -f -sS 1
2.239. 208. 154 147. 237. 0. 200 Italy . idf.il ET SCAN NMAP -sS wi ndow 3072 1
114. 112. 90. 54 147.237.77.121 |China e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.93. 181 147.237.77.227 |Nether| ands e. hanaz. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93. 181 147.237.77.170 |Net her| ands naar achot . i df . i ET SCAN Potential VNC Scan 5900- 5920 1
84.117.113.152 |147.237.77.179 |Romani a e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
50.240.184. 154  |147.237.76.177 |Wited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
218. 246. 0. 97 147.237.76.147 [China chinuch.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
50.240.184. 154  |147.237.76.177 |Wited Sates ncore.idf.il ET SCAN NVAP -f -sS 1
185. 130. 5. 247 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
42.113.59.55 147.237.76.176 [\ etnam test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 247 147.237.8. 27 enadimatal .idf.il [ET SCAN Potential SSH Scan 1
114. 112. 90. 54 147.237.77.234 |China hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.239. 208. 154 147. 237. 0. 200 Italy mu. i df.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93. 181 147.237.77.233 [Netherl ands atal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
93.174.93. 181 147.237.77.176  |Netherl ands nmat pash. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1




01-24-2016-00:04:00 to 01-24-2016-01:04:00

|Top Attackers In FW |

At acker

Devi ce

ount ry ‘Target Address |Ste Signature Action ‘Count
209. 73. 141. 59 g”;g/ymus 147. 237. 72. 166 |aka i of . i | drop Frst packet isn't SWN drop 930
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
Sreanming Engine: TQP Invalid i i ssi
77.125.98.67 |Israel 147.237.76. 200 |ei tan. aka. i of . g =g Invalid segnent retransmssion. |y o 12
Ret r ansmi ssi on Packet dropped.
89. 138. 116. 203 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi
46.19.86.131 |Israel 147.237.77. 243 |nobile.i df . 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
' Sreaning Engine: TGP Invalid i i ssi
141.8.132. 112 |ssian 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 9
Federation Ret r ansni ssi on Packet dropped.
85.130.136.8 |[lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |8
85.130.136.8 |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
41.33.231.90 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 168 |Wnited Sates  |147.237. 77. 243 |nobile.i df .1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 139. 54 |I sral 147. 237. 72. 167 |i shuri maka. i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
85. 130. 136. 8 | srael 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SYN drop 6
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf. | B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor (4
Sreanmng Engine: TCP Invalid i i ssi
149. 88. 141. 59 |Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
79.182. 151. 162 |l srael 147.237.72.166 |aka.idf . il dr op First packet isn't SYN drop 3
75.126.221.55 |Lhited Sates  [147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data [monitor 3
Sreaning Engine: TGP Invalid i i ssi
46.19.86.46  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.176. 176. 191 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an S Streaming Engine: TCP Invalid (invalid segnent retransmission.
130. 193.50.1 Federati on 147.237.72.166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i ssi
46.19.86.64  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64.39.96  |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.176.177.4  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
185. 3.147. 198 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber nonitor (3
Sreamng Engine: TCP Invalid i i ssi
5.22.130.235 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 188. 73|I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
212.76.127. 111 |I st ael 147.237.77. 226 ["" chanatz. aka. 1df 1 ok HITP Non Conpl i ant Failed to handl e connection data [nonitor |3
Sreanming Engine: TCP Invalid i i ssi
79. 180. 212. 200 |I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.145.115 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.24  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
93. 173. 148. 193 [l srael 147.237.72. 167 |ishurimaka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TQP Invalid i i ssi
79.182.138.15 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.176.16.45 |israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
213.8.204.13 |Israel 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. | o 2
Ret r ansmi ssi on Packet dropped.
5.29. 254. 39 I 'srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
54.162.16.100 |Lhited States [147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Fai l ed to handl e connection data [nonitor
37.26.147.240 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert
Sreaning Engine: TQP Invalid i i ssi
84.109. 11. 240 |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
31. 210. 186. 250 |l srael 147.237.77. 216 |dover.i df .| Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |Wnited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
37.26.147.240 |l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or
77.127.61.6 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
31.210. 187. 211 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
77.237. 138. 202 |Czech Republi ¢ |147. 237. 77. 212 |e. dover i df . i | Geo- | ocati on enf or cenent Sﬁ?olrggi'mo” I nbound drop 2
Sreaning Engine: TGP Invalid i i ssi
149.88.74.195 |Israel 147. 237.77. 243 |mbi le. i f . i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
5.22.131.7 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
75.126.221.55 |Lhited Sates  [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor
93.174.89.9 Net her | ands 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2




01-24-2016-00:04:00 to 01-24-2016-01:04:00

At acker

Target Address |Ste Signature

5.22.135. 48 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 1




01-24-2016-00:04:00 to 01-24-2016-01:04:00

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
176.13.18.53 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 417
176.13.18. 53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 273
37.142.64.72 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 205
89. 139. 254. 211 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 151
89. 139. 254. 211 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 113
37.142.64.72 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 107
149. 78. 210. 145 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 105
37.142.64.72 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 75
149. 78. 210. 145 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 48
89. 139. 254. 211 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 39
2.54. 150. 102 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 14
2.54.157.23 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
. . . Unaut hori zed URL Access to
46.19.86.64 | sr ael 147.237.77.243|nobi | €. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1465 Bl ock 2
84.108.233.80 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
79.176.107.122 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
149. 88.109. 179 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 2
107. 150. 45. 106 |Uited Sates 147.237.77.74 |lawidf.il Dstributed PHP A tenpt B ock 1
207. 46. 13. 50 Lhited Sates 147.237.72. 166 |aka. i df . i | Unhknown Paraneter catid in aka. idf.il/nain/rabanut/general . aspx None 1
79.179. 169. 104 |l srael 147.237.72. 166 |aka. i df . i | D stributed Doubl e URL Encodi ng B ock 1
65.99.193.212 |thited Sates 147.237.77. 176 |mat pash. i df . il |PHP Attenpt Bl ock 1
109. 253. 194. 39 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
85. 65. 168. 92 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
68.180.228.112 [lhited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwwy i df.il/navy/ B ock 1
185. 3. 147. 198 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock 1
149. 88.141.59 |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 1
107. 150. 45. 106 |United Sates 147.237.77.74 |lawidf.il Distributed thaut hori zed LR Access on B ock 1
wan mag. i df . i |/ wp- 1 ogi n. php
209.133.77.171 |Wited Sates 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
65.99.193.212 [thited Sates 147.237.77. 176 [mat pash. i df . i|  |Unauthorized URL Access to www cogat.idf.il/xnirpc. php B ock
109. 253. 212. 110]I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
} . . D stributed Uhaut hori zed URL Access on
204.13.201. 137 |thited Sates 147.237.77. 216 |dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
157. 55. 39. 11 Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Unhaut hori zed URL Access on waw i df.i|/anan B ock
46.229.164. 101 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
31.44.142.208 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter sa in ww aka.idf.il/main/giyus/infornation. aspx |[None 1
: . . D stributed Uhaut hori zed ULRL Access on
107.178.194.79 |Uited Sates 147.237.77.216|dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . Mil tiple Uhtraceabl e S Sessions from212. 79. 110. 120 (Prot ocol
212.79.110. 120 |Czech Republic 147.237.77.216|dover. i df .i | viol ation (SSL_OONN APPLI CATI ON DATA EXCHANGE)) None 1
- . . |Uhaut hori zed URL Access to
84.111.7. 166 I srael 147.237.0.19 |nadi matal .idf.i nadi matal i df i1/ shar ed! aj ax/ updat enakat qaunt i ty. aspx Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ B ock 1
- . Unaut hori zed Met hod PCST for
176. 228. 219. 124|I srael 147.237.72. 166 |aka. i df . i | voww aka, i o i |/ rai v sachar/ r egi st rat i onwi zar o st epd. aspx Bl ock 1
. . - D stributed Uhaut hori zed URL Access on
204.13.201. 137 [Uited Sates 147.237.77. 216 |dover. i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
- - Miltiple Lhtraceabl e SS. Sessions from79.179. 151. 160 (Pr ot ocol
79.179.151. 160 |[lIsrael 147.237.72. 156 |aman. i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
Unaut hori zed URL Access to wwy i df.il/english/ AEAR, AE™AEAES
157.55.39.136 |lhited Sates 147.237.77. 216 |dover . i df .i | AcAcAL EACACAEACACAESA-A¥A; AEAESACA-AL FACA,~A! AEAES B ock 1
A¢AY,
46.229.164. 101 [Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
Pal esti ni an . . ) . .
37.8.26.217 Territory, Grcupi ed 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df .il/894-ar B ock 1
. . - D stributed Uhaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation
212.79.110. 120 |Czech Republic 147.237.77.216|dover. i df . il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
84.228. 20. 93 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessions: sigal gs DoS Attack None 1
66.249.78.111 |lsrael 147.237.72.166 |aka. i df . i | D stributed Lhaut hori zed URL Access on 147.237.72.166/ robots.txt |B ock 1
178. 43.115.52  |Pol and 147.237.76.30 |hinush.idf.il Lhaut hor i zed Met hod HEAD for waw chi mush. atal .idf.il/ None 1
. - D stributed Uhaut hori zed URL Access on
37.187.129.166 [France 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
207.46.13. 31 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
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