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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3046
84.109. 131. 47 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4

115. 239. 228. 10 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack GCon Htp drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

66.102. 9. 118 Lhited Sates 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1

183. 60. 48. 25 Chi na 147.237. 76. 148 gacenter.aka. idf.il |JLM Under Attack Con_Tcp drop 1

185. 130. 5. 224 147.237.76.176 test.ncore.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Qountry

Signature

66.249.64.50 |147.237.72. 166 |lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
66.249. 78. 104 [147.237.77.170|thited Sates naarachot.i df .i1 |ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.97  [147.237.77.170|lhited Sates naarachot.idf.il |ET SCAN NVAP - sA (2) 2
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
213.151. 32. 163 [147. 237. 77. 233 I srael atal .idf.il 2
attack
66.249. 75.214 [147.237.77.170|Uited Sates naarachot.idf.il |ET SCAN NVAP - SA (2) 2
. . ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
77.125.150. 160 |147. 237.76. 30 |[Israel hi nush.idf.il 1
attack
27.251.16.85 |147.237.77.216|India dover.idf.il G°PL SCAN nmap TCP 1
185. 130. 5. 247 |147.237.77.61 e.cogat.idf.il |ET SCAN Potential SSH Scan 1
172. 98. 200. 237 |147. 237. 77. 179 enazi.idf.il |ET SCAN NVAP -sS w ndow 2048 1
L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
83.10.56.137 [147.237.0.33 |[Pol and idf.il ) 1
Potential Scan or Brute Force
i ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, Potential
31.8.130.47  |147.237.0.19 [SSIan nadi matal . i df i \ y 1
Federation Scan or Infection
172. 98. 200. 237 |147.237.77. 179 enazi.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
172. 98. 200. 237 [147. 237. 77. 179 enazi.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address Signature
212.179. 102. 136/l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |50
212.179. 102. 136l srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 50
212.179. 102. 136|l srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
107. 167. 107. 183|thited Sates 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
185. 89. 217. 230 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |18
2.52.152.55 I srael 147.237. 72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
85.130. 136. 156 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |14
85. 130. 136. 156 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46.60. 22. 173 gjceusgii::ja” Territory.l147.237.77. 176 |natpash.icf. il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor |14
85. 130. 136. 156 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 13
185. 89. 217. 226 147.237.76. 42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |13
185. 89. 217. 225 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |13
109. 253. 150. 183|i srael 147.237.0.34 |tikshv.ior.i1 | €M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
93.172. 138. 153 |Israel 147,237, 77, 243 |mbi e i i1 | S NG Bngine: TCP Invalid invalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dropped.
185. 89. 217. 234 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor
212.76.127.10 |Israel 147.237.77. 176 |matpash.idf.il  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
79.178.110. 141 | srael 147, 237, 72. 167 i shurimaka i i || @M NG Bngine: TCP Invalid |invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
157.55.39. 168 |Whited Sates 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransmissi on. drop 9
Ret ransni ssi on Packet dropped.
37.26.147.243 |israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
185. 89. 217. 231 147.237.76.42 |refuah.idf.il Bl ock HITP Non Conpl i ant Failed to handl e connection data |nonitor |8
185. 89. 217. 227 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |8
2.52.157.62 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
185. 89. 217. 232 147.237.76.42 |refuah.idf.il Bl ock HITP Non Conpl i ant Failed to handl e connection data |nonitor |8
31.25. 72. 89 gjcis;ii:(ijm Territory.\y 47, 237.77. 176 |natpash. icf. il |dr op First packet isn't SWN drop 7
109. 160. 189. 28 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
185. 89. 217. 228 147.237.76. 42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
185. 89. 217. 224 147.237.76. 42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
109. 160. 189. 28 |l srael 147. 237.72. 166 |aka i f . i Bad TCP sequence ﬁﬁtrﬁﬁgf’gﬂgth moni tor |7
79.181.123. 132 |l srael 147. 237. 72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber nonitor |6
80. 249. 92. 76 Bel arus 147.237. 77. 216 |dover.i df .i | drop drop 6
185. 89. 217. 235 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |6
82.80.130. 133 [l srael 147. 237. 72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber alert 6
185. 7. 120. 46 (F;ajcis;iigjja” Territory.\1 47, 237.77. 216 dover. i df . i1 dr op First packet isnt SN drop 6
82.80.130. 133 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
157.55.39.114 |Wited Sates 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
141.8.132.112 |Russian Federation |147.237.72. 166 |aka. idf.il Streaning Engine: TCP | nval i d Jinvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dropped.
77.127.200.83  |israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
185. 89. 217. 229 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |6
79.181.123. 132 |l srael 147.237. 72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber alert 6
185. 89. 217. 233 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |6
87.69.197.247 |Israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
31.210. 186. 139 |l srael 147.237. 72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber monitor |5
79.182.188.128 |lsrael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.52.179. 237 | srael 147.237. 72. 167 |i shurimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
85.130. 240. 235 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber monitor |5
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
87.69.197. 247 |l srael 147.237. 72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST alert 5
5.22.130. 232 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
85. 130. 240. 235 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 76
5. 22. 135. 236 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 74
109. 253. 200. 40 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 42
109. 253. 137. 33 |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 31
5.22.135.236  |Israel 147.237.0.19 |nadimatal .idf.il ;?cz’z'.\"igyslozfgéhe Sane Response (bde (404) in Session from Bl ock 13
89.138.168.63 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
188. 146. 137. 26 |Pol and 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/894-en/ dover. aspx/ B ock 3
85. 250. 84. 248 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.144. 19 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
93.172.138. 153 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
79. 180. 8. 204 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.14.180 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
93.172. 176. 161 |israel 147.237.72. 166 |aka. i df . i | mu;kr;orl idfzidl /"':;j ':]‘l’gaj:r?\; Z;paysl . asp B ock 2
89. 139. 159. 8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
46.120. 233. 161 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
196. 221. 211. 225|Egypt 147.237.77. 216 |dover.i df . i | Dstributed PHP Attenpt B ock 1
40.77.167.102 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Mil ti pl e Unaut hori zed URL Access from 40. 77. 167. 102 B ock 1
181. 122. 24. 167 |Par aguay 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
85. 65. 10. 160 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
128. 71. 53. 86 :3::;’} o 147.237.77.74 |lawidf il \;T\‘rwa:f\tmelr d:?’f’f,:lﬁ;}f‘;ig;;: ﬁ'\f';g;t”ﬁ Lo, aspx B ock 1
79.176.147.8  |israel 147.237.72. 166 |aka. i df . i | \?w;; ;L:L:t;‘_’iwi;t :f;;czﬁfr /W hod for Known LR on Bl ock 1
66. 249. 69. 41 I srael 147.237.77. 170 [maar achot . i df . i | |Waut hori zed URL Access to 147.237.77. 170/ pdf / fil es/ 1/ 109451. pdf |Bl ock 1
204.13.201.137 [United Sates  |147.237.77. 216 |dover. i df .i | D stri bt ec 1T§§f;§;gi?ﬂeﬁvﬁcl?;pzn Bl ock 1
104. 194. 26. 205 |Uited Sates 147.237.76.42 |refuah.idf.il Ostributed PHP A tenpt B ock 1
46.120.68.255 |Israel 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
192.117.10. 226 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mde None 1
87. 69. 56. 152 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
80. 82. 65. 82 Net her | ands 147.237.77. 216 |dover. i df . i | m“f Sf‘)'riif/i‘:]aﬁlﬁigfzin:r"ol o header upper Bl ock 1
5.29. 205. 5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
157. 55. 39. 20 Lhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
2.52.60. 210 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 67.28.201 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
69.140. 127. 251 [lhited Sates 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
92.53. 114. 87 :Zg::t”i on 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/test/wp-admin/ B ock 1
65.75.160.133 [lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal.idf.il/wp-admn/ B ock 1
196. 221. 211. 225|Egypt 147.237.77. 216 |dover . i df . i | D stributed Waut hori zed URL Access on waw i df . il /xmrpc. php B ock 1
45. 55, 205. 49 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/blog/ wp-admin/ B ock 1
181. 122. 24. 167 |Par aguay 147.237.77. 216 |dover.i df .i | D stributed Waut horized URL Access on ww i df . il /xmrpc. php B ock 1
85.65.63.130  |Israel 147. 237.77. 216 |dover . i df . i | it pe P cl el furdth Uicode Encoding on LR/ Peraneter(®) g ook 1
5.22.130.232  [Israel 147.237.77. 234 |hal ag. i df .i | mﬂtog?rsluzig L Reeess 1 o 5 storage Bl ock 1
128. 71. 53. 86 2;2::3 o 147.237.77.74 |lawidf il \Z‘,’\‘rwa'lma\tNelr dfT?’Ff/;‘eﬁLft ai o g'}gtffol?g/tge;t' ftlelng' ;‘pr B ock 1
79.176.222.100 |lIsrael 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to waw aman. idf.il/https:/ww aman.idf.il/ [B ock
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwwidf.il/atal 1/izkor/vi ew i ng. asp B ock
204.13.201.137 [United Sates  |147.237.77. 216 |dover. i df .i | D stri bt ec 1T§§f;§g;§?ﬂeﬁvﬁcfsspzn Bl ock 1
104. 194. 26. 205 |Uited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to waw refua. atal .idf.il/wp-1ogin. php B ock 1
87.69.170.129 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
46.120. 68.255 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww nag.idf.il/xmrpc. php B ock 1
194. 153. 113. 13 |Ger nany 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
82.80.130.133 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
37.26.149.128 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
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