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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3107

66. 249. 78. 104 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 170
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

Sgnature

Devi ce Action

‘Count

62.210. 97. 48 France 147. 237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1
172. 245. 218. 130 Lhited Sates 147.237.77. 216 dover.idf.il 0543: HITP. php.cgi Access Bl ock 1
188. 165. 15. 44 France 147.237. 76. 147 chi nuch. aka.idf.il 28: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.111 |147.237.77.170|Wited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
195. 216. 176. 244|147. 237.8.50 |Latvia e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
131.109.15.15 |147.237.77.170|Uhited Sates [mmarachot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
131.109. 15. 15 |147.237.77.170 |Uhited Sates |mmarachot.idf.il ET SCAN NVAP -f -sS 1
114.112.90.54 |147.237.76.30 |China hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
_ L ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
80.246.130.24 |147.237.76.30 |Israel hi nush. i df i 1
DDos attack
37.142.137. 128 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
131.109.15.15 |147.237.77.170|United Sates [naarachot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
. . o ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
118. 174. 192. 200(147. 237. 76. 30 |Thai | and hi nush. i df . i | . 1
Potential Scan or Brute Force
93.174.93.181 |147.237.0.35 |Netherlands akavs. i df . i ET SCAN Potential WNC Scan 5900- 5920 1
23.101. 3. 156 147.237.0.17 |Hong Kong mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

‘At tacker Qountry

Target Address ‘ Ste

‘Signature

SYNretransmt wth different w ndow

46. 120. 162. 164 |I srael 147.237.77. 234 |halag.idf.il |[Bad TCP sequence Al e monitor |53
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
79.179. 151. 160 | srael 147.237.72.166 |akaidf.il  [Bad TOP sequence ig;e”ansm with different wndow | oior |35
94. 159. 147. 232 |l srael 147.237.77.216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 16
94. 159. 147. 232 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence SIAK retransmt with different — opnior |14
wi ndow scal e
Sreaning Engine: TCP Invalid i i ssi
2.54.14.243  |Israel 147. 237.77. 243 |mbi le. i f . i1 9 =9 Invalid segnent retransmssion. Pecket |, 12
Ret r ansm ssi on dr opped.
2.52.185.255 |[Israel 147.237.72. 156 [anan.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
reamn ine: TCP Invali i i ssi
157.55.39. 114 |Wited Sates 147.237.72. 166 |aka i or i1 || €AM NG Engi ne: TCP al i d finvalid segnent retransnission. Packet drop 8
Ret r ansm ssi on dr opped.
37.46.39.196 |lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |7
reaming BEngi ne: TCP Invali i i ssi
2.54.157.35  |israel 147.237.72. 166 |aka ich. i1 | €3MNG Engine: QP Invalid Jinvalid segnent retransnission. Packet drop 6
Ret r ansm ssi on dr opped.
85. 250. 251. 178 || srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
Sreaming Engine: TGP Invalid i i sSi
185.3.147. 187 |Israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segment retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |6
Sreaming Engine: TGP Invalid i i sSi
109. 67. 104. 126 [I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
85.130. 237. 79 [l srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber noni t or
79.182.172.11 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber alert
Sreaming Engine: TGP Invalid i i sSi
2.54.58.110  |Israel 147.237.77. 243 |nobi le.i df .i1 9 =9 Invalid segment retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
157.55.39. 168 |Wited Sates 147. 237.77. 243 |mubi l e, i f . i 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansm ssi on dr opped.
Sreaming Engine: TGP Invalid i i sSi
141.8.132. 112 |Russian Federation |147.237.72. 166 |aka idf.il 9 =g Invalid segment retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
79.182.172.11 |[Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence Invali d ACK nunber noni t or
85. 250. 251. 178 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert
reaming BEngi ne: TCP Invali i i ssi
5.28.150.136 |Israel 147.237.72. 166 |aka ich. i1 | €3MNG Engine: QP Invalid |invalid segnent retransnission. Packet drop 6
Ret r ansm ssi on dr opped.
85.130. 237.79 |Israel 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 5
31.25.72. 89 glcisgi':éa” Territory 147, 237. 77. 176 |nat pash. i df . i1|dr op First packet isn't SN drop 5
85.130. 237. 79 [l srael 147. 237. 72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
94.230.86.44 |lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |5
37.46. 39. 137 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 4
5.22.131. 10 I srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence Invali d ACK nunber nonitor |4
31.25.72. 89 Eﬂcisgi'géa” Territory 147, 237. 77. 216 |dover. icf. i1 |drop First packet isn't SN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4
Sreanming Engine: TGP Invalid i i ssi
31. 168. 245. 235 || srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
S reanming Engi ne: TCP i
208.52.161.99 |Wited Sates 147. 237. 77. 216 |dover. i of . i1 9 =g TCP segrent out of naxi mumalloved f 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79. 180. 126. 148 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
149.78.58.10  |Israel 147.237.0.34 |tikshw.idf.il|Bad TCP sequence I'nvalid ACK nunber monitor |3
Sreaming Engine: TGP Invalid i i ssi
79.183.179. 45 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
reamn ine: TCP Invali i i ssi
109. 65. 188. 170 [I srael 147.237.72. 166 |aka i i1 | €3MNG Engine: QP Invalid Jinvalid segnent retransnission. Packet drop 3
Ret r ansm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.158.240 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TP Invalid i i ssi
213.8.173.159 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Pecket | 3
Ret r ansm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
130.193.37. 16 |Russian Federation [147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TP Invalid i i ssi
79.180. 209. 89 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Pecket | 3
Ret r ansm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
77.126.28.202 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
84.94.123.195 |lsrael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 3
Sreanmng Engine: TGP Invalid i i ssi
2.54.159.23  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.213 |Israel 147. 237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
Sreanmng Engine: TGP Invalid i i ssi
46.19.85.139 |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
79. 177. 239. 238 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
212.76.127.10 |Israel 147.237.77. 234 |halag.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46.120.41.162  |israel 147.237.0.34 |tikshuv.idf.il 4Tg?ll\2/%r?y4lo.flé2e Sane Response Cbde (404) in Session from Bock |70
2.54.180. 13 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 27
77.126. 220. 224 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 13
79.178.137. 248 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
85. 250. 215. 2 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 5
46.19.86.7 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 4
176.13. 15. 89 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.14. 243 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 3
2.54.157. 23 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
172.245.218. 130|United Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 172. 245. 218. 130 B ock 3
37.46. 42. 60 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
95. 86. 101. 153 | srael 147.237.77.216|dover.idf . il Mil tipl e Unaut hori zed URL Access from 95. 86. 101. 153 B ock 3
46. 19. 85. 187 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.179.151. 160 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Qode Character in Header Nane from79.179. 151. 160 |B ock 2
37.142.189.81 |[Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
79.179. 151. 160 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from79.179. 151. 160 B ock 2
79.179.151. 160 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 79. 179. 151. 160 B ock 2
107.178.104.79 |Uited Sates [147.237.77. 206 |dover i i1 |1 o MG EURUEEE e Teeees on Bock |2
79.179. 151. 160 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Malformed URL from 79.179. 151. 160 B ock 2
66. 249. 78. 95 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- 8321- he/ dover . aspx |B ock 1
79.183.124.58 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
79.179. 151. 160 |l srael 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 35 Headers B ock 1
62.114.224.180 |Egypt 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
109. 253. 196. 86 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
107.178.194.83 |Uited Sates [147.237.77.216|dover . idf il | o0 oS ggg:&gfﬂeﬁvﬁff‘;&” Bock |1
79.179.151. 160 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal Iy Long Request from 79.179. 151. 160 B ock
5.22.129. 143 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/xmrpc. php B ock 1
87.69. 243. 125 | srael 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on ww i df.il/https:/wanidf.il/ B ock
204.13.201.138 [Uited Sates |147.237.77. 216 |dover idf . i1 || e RS - Teeees on Bock |1
66. 249. 69. 49 I srael 147.237.77. 170 |n@ar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 1/ 106911. pdf B ock 1
149. 88.217. 131 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
79.182. 96. 48 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/xmrpc. php Bl ock 1
46.120. 162. 164 |l srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
109. 67.28.201 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
79.179. 151. 160 |l srael 147.237.72.166 |aka. i df . i | Miltiple NOLL Character in Header Nane from 79.179. 151. 160 Bl ock 1
79.179. 151. 160 |l srael 147.237.72. 166 |aka. i df . i | Illegal Byte Code Character in LRL tI[[#3]]x9gAtx3 x€A A c B ock 1
212.76.101.95 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
37.142.137.128 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
Uhaut hori zed URL Access to
95. 86. 101. 153 |l srael 147.237.77. 216 |dover. i df .i | waw, i df . i1/1361-10628- he/ dover . aspx&sa=u&ed=0ahukew dnnsb08dka |B ock 1
hugdcwkhvgldgeqf ggj mag&usg=af gj cnf 9pf Oi 4f si bbi | bo_vah3i i 06dr g
2.54.58. 110 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
85.93.91. 84 Ger many 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed LRL Access to maarachot.idf.il/tenpl at es/ Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ B ock 1
185. 3. 147. 187 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
79.179.151. 160 |Israel 147.237.77. 216 |dover. i df . i | géiﬂiﬁfﬁyﬁ@i g:?g_é’;(‘é'i:\&) None 1
62.114.224. 180 |Egypt 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed UR. Access on wa i df.il/xnirpc. php B ock 1
128.71. 53. 86 :3::;’} o |147237.77.74 flawidf il \;T\‘rwa:f\tmelr d:?’f’f,:lﬁ;}f‘;ig;get' ﬁ'\f';g;t”ﬁ L. a5 Bock |1
107.178.194.87 |Wited Qates |147.237.77. 216 |dover. i df .i | D stri bt ec ff:;f:;;g?ﬂeﬁvﬁff:pﬁ” Hock |1
5.22.129. 143 I srael 147.237.77.233|atal .idf.il Ostributed PHP At tenpt B ock
93. 160. 60. 22 Denmar k 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v i df.il/newsitelenglish Bl ock
204.13.201.138 [Lhited Sates [147.237.77.216 |dover.idf.il Distributed Uhaut horized LR Access on Bock |1

wawv i df . i | /1133- 22638- he/ dover . aspx.
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