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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 78. 111 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3661
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3101

66. 249. 78. 97 | srael 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 745

79. 181. 120. 205 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 5

66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
79.177.197. 49 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3

173. 252. 90. 105 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
217.23.5.212 Net her | ands 147.237. 76. 38 e.eneitav.idf.il|B ock Wp Al Nets dr op 1

157. 55. 39. 12 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
123.126.113.154  |China 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
172. 245. 218. 130 Lhited Sates 147. 237. 76. 42 refuah.idf.il 0543: HITP. php.cgi Access Bl ock 1

198. 20. 69. 74 Lhited Sates 147.237.76. 197 e hinush.idf.il 13840: TLS enSSL Heartbeat Packet B ock 1




01-23-2016-20:04:06 to 01-23-2016-21:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66. 249. 78. 96 147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 809
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.75.214 |147.237.77.170|Wited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
59. 45, 79. 117 147.237.76.39 [China nobi le.neitav.idf.il |ET SCAN Potential SSH Scan 1
218. 246.0. 97 147. 237. 77. 243 |Chi na nobi | e.i df.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.181 [147.237.8.14 |[Netherlands e.orchot.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76.31 [China nakchal . i df il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 76. 202 |Latvi a e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.181 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 237 [147.237.8.14 e.orchot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
91. 201. 236. 114 |147. 237. 77. 205 |kr ai ne prisha idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46. 19. 86. 223 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
120. 199. 111. 137|147. 237. 76. 199 |Chi na e. nakchal .idf il ET SCAN NVAP -sS wi ndow 2048 1
85. 93. 5. 66 147. 237. 76. 177 |Ger many ncore.idf.il ET SCAN Potential SSH Scan 1
95. 86. 71. 43 147. 237. 77. 233 |I srael atal .idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 1
DDos attack
77.127.202. 247 |147.237.77. 216 |I srael dover.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
93.174.93.181 |147.237.77. 234 [Net her | ands hal ag.idf . il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93.181 [147.237.77. 170 |Net her| ands naar achot . i of . i | ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 [147.237.76.44 |[Netherlands e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 [147.237.8.46 |[Netherlands e. chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76. 38 |[China eeneitav.idf .il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76. 197 [Lhited Sates |e. hinush.idf.il ET ORCP Dshiel d B ock Listed Source 1
93.174.93.181 [147.237.0.200 [Netherlands . i df il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76.30 [China hi nush. i df . il ET SCAN Potential SSH Scan 1
91.201. 236. 114 |147.237. 77. 205 |kr ai ne prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 237 |147.237.8. 14 e.orchot.idf.il ET SCAN NMAP -sS w ndow 3072 1
89.248.174.28 |147.237.0.33 |Netherl ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
120. 199. 111. 137|147. 237. 76. 199 [Chi na e nakchal .idf.il ET SCAN NVAP -f -sS 1
80. 246. 130. 229 |147.237. 77. 216 |l srael dover.idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 1
DDos attack
93.174.93.181 [147.237. 77. 235 |Net her| ands sviva.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93.181 [147.237. 77. 227 [Net her| ands e. hanaz. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 |147.237.76.86 |Netherlands navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 |147.237. 72. 156 |Net her | ands aman. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

ountry ‘Target Address |Ste Signature

176.13.11. 146 |israel 147, 237.76. 200 |ei tan. aka i of. i1 [ SAM NG Engine: TCP Invalid invalid segnent retransnission drop 40
Ret r ansni ssi on Packet dropped.

212.76.127. 219 |l srael 147.237.77.233|atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data moni t or 33

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30

5.28.184.202 |Israel 147.237.77. 233 |atal i of .i Bad TCP sequence mdgitvr::;nlt Wth different moni tor |26

46. 19. 86. 42 I srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18

46.19. 85. 21 I srael 147.237.72. 166 |aka. i of i Bad TCP sequence I'nvalid ACK nunber noni t or 18

46.19.86.247  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 16

85. 130. 218. 168 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 16

85. 130. 218. 168 | srael 147.237.72. 166 |aka. i of i Bad TCP sequence I'nvalid ACK nunber noni t or 16

85. 130. 218. 168 |I srael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN - > SYN-ACK -> RST rej ect 16

157.55.39. 169 |Uited States  [147. 237, 7. 243|mobileich. i1 | S NG Engine: TCP Invalid invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dropped.

109. 67. 49. 216 |l srael 147.237.72. 166 |aka. i of . i drop First packet isn't SWN drop 11

109. 64. 166.56 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

85.130. 243.99 |l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop

85.130. 243.99 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or

85.130. 243.99 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

46.19.86.42  |israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission. drop 9
Ret r ansni ssi on Packet dropped.

212.76.127.10 |[Israel 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 9

79.177.55.45 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.

212.76.127. 111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor 9

41.190. 18. 67 N geria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9

77.127. 202. 247 |I srael 147.237.76.30 |hi nush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 8

5.102. 254. 241 |israel 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence Invali d ACK nunber nonitor |8

109. 67. 49. 216 |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁﬁsggansm wthdifferent | onitor |8

141.8.132. 112 gjg:;’} o 147.237.72. 166 |aka.i df .i ?e; ?ZTSTT? Si'?gcl):e: T Invalid Lg‘éak];td ;eggsgg_ retransmissi on. drop 6

84. 228, 234. 207 |I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.

31.168.200.7 [israel 147. 237.72. 166 |aka.i df . i | Streamng Engi ne: TCP | nvalid invalid segnent retransnission, drop 6
Ret r ansni ssi on Packet dropped.

65.132.59.34 |thited Sates  |147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

2.52.179.96  |Israel 147.237. 77, 243 |t 1o o1 | €AMNG Engine: TQP Invalid invalid segrent retransnission drop 6
Ret r ansni ssi on Packet dropped.

212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

79.179. 112. 209 |I srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.

149.78.72.161 |israel 147.237. 72. 166 |aka.i of . i | Bad TCP sequence Invali d ACK nunber noni t or

41.33.232.66 |Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

31.210.187.27 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

77.125. 105. 125 |I sr ael 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

86.57.167.45 |Belarus 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect

46. 19. 86. 67 I srael 147.237.72. 166 |aka. i of i Bad TCP sequence I'nvalid ACK nunber noni t or

185. 32. 179. 198 |1 srael 147.237.77. 243 |rvit e i1 | AMNG Engine: TGP Invalid - finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

77.127.200.83 |Israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.

84. 110. 208. 120 |I srael 147. 237.72. 166 |aka i f . i Streamng Engi ne: TCP Invalid —invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.

109. 67. 49. 216 |Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 5

37.46.39.209 |[lIsrael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 5

37.46.39. 32 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5

185.32.179.30 |israel 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

46.19. 85. 21 I srael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence Invali d ACK nunber alert 5

5.102.254. 216 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

2.54.144. 19 I 'srael 147.237.0.19 |[nedimatal .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 4

195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  [monitor |4

46.19. 85. 31 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

46. 19. 85. 239 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 93 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 88
109. 253. 193. 38 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 78
46.19. 86. 115 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 65
2.54.180. 13 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
195. 154. 183. 187 |France 147.237.77. 216 |dover.idf . i Dstributed PHP Attenpt B ock 5
195. 154. 183. 187 |Fance 147.237.77.216|dover. i df . il Mil tiple Whaut horized URL Access from 195. 154. 183. 187 Bl ock 4
176.13.17. 79 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 139. 119 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 37 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.68.242.21 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.22.170 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85.250.29.213 [Israel 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to ww | ogi stics.atal.idf.il/sizel00x0/si p_storage |Bl ock 3
46. 19. 85. 142 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
197. 34. 253. 134 |Egypt 147.237.77.216|dover.i df . il Distributed Waut horized LRL Access on waw i df . il/xnrpc. php B ock 2
2.54.144.19 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 64.159. 71 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.228.217.221 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i|/nai n. sachar B ock 2
77.127.202. 247 |israel 147.237.77. 216 |dover . i df . i | ggﬁ%ﬁﬁpﬁgﬁo\i g:;g_é’;gi\:\&) None |2
66.249.78.159 |Israel 147.237.77.216|dover. i df . il Mil ti pl e Wnaut hori zed URL Access from 66. 249. 78. 159 B ock 2
87.68.242.21 |Israel 147.237.77. 243 |nobi | e. i df . i | m;ﬂtgc;rc;fz_??/g‘eggfyim s/ 1 st chi | ddocunent s/ 1071 Bock |2
212.76.122. 233 |[lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock
197. 34. 253. 134 |Egypt 147.237.77.216|dover.i df . il Dstributed PHP Attenpt B ock

NULL Character in Header Nane at AT[#7]]#AAA A A/ [[#30]] A4[#2]] A,

Ai LA A—A"A° A, TA% KhA[ [ #3] ] ASAYA¥( A2 AugAoa~cAeA?AtLn | KA,

[[#4]] VA RoA-Roj A A K 1(ZAVAEA oA A =[[#23]]" A { AQ[[#20]] ASAs

SAVKF([ [#3]] pA-WA [[#18]JASDA R
77.127.202. 247 |Israel 147.237.77. 216 |dover . i df . il ﬁm’?'\?xxfﬁiaof )f({[ éﬁ?%\],\g\ﬁo[ﬁizﬁ Qs&;”ﬁ;é]] ]"QT[)T';?X]H]AA?/’%V Bock |1

AuAVA?AAG( A A AVBA A- AJA 450 0A A-A o

A eq [ #28] | v [#2] ] At AaAsl Al [[#26] ] SAFAF" ASA w{6p([ [ #15] ] A0 A—Af

At [ A>A SR A..CA>AVAFA?A?[ [ #21]] (AzA* Afn{ [ #6]]1 UY A?z~A"HA—A%

Ao
184. 168. 200. 111|United Sates [147.237.77.74 |lawidf.il Distributed PHP Attenpt B ock 1
86.57.167.45  |Belarus 147.237.76.86 |navy.idf.il i&;}ihdﬁr.'iff?e;j‘ af;iii;;gl user controf s/ header upper Bock |1
5.22.129. 143 I srael 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt B ock 1
79.181.126.239 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
66.249.78.234 | srael 147. 237.72. 166 |aka. i df . i | Llj;?utzggr'?éefe;?s‘l gfgf;saégl (i1 es/ 6/ 64816, doc Bock |1
157.55.39.233 |thited Sates [|147.237.76.42 |refuah.idf.il D stributed Unauthori zed URL Access on 147. 237. 76. 42/ robot s. t xt B ock 1
2.54.130. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: si gal gs oS Attack None
79.179. 151. 160 |l srael 147.237.72. 166 [aka. i df . i | Mal f or ned URL Bl ock
204.13.201.137 [United Sates [147.237.77.216 |dover.idf.il D stri uted lT:;f;gg;g?ﬂeﬁvicrc_ispﬁn Bock |1
66.249. 64. 143 I srael 147. 237.72. 166 |aka. i df . i | Llj;?utzggr'?éefe;?s‘l gfgf;saégl i1 es/ 7/ 64817 doc Bock |1
109. 64. 52. 79 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.121.41.178 [l srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 8/ 109078. pdf Bl ock
89.138.12.58  |Israel 147.237.77.233atal . i df .il e et hor zed W .Aacgsis on Bock |1
79.176.42.146 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185.32.179. 198 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
40.77.167.71  [lhited Sates [147.237.77. 176 (mat pash.idf.i|l [Uauthorized UR. Access to 147.237.77.176/robots. txt Bock |1
77.127.202. 247 |israel 147.237.77. 216 |dover.idf.il Illegal Byte Gode Character in Header Val ue B ock 1
66. 249. 78. 58 I srael 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 0/ 107610. pdf Bl ock 1
128.71.53. 86 gz::;”i o [147-237.77.74 Jlawidf i \;Twalmafﬂlelr dfT.yipIe/ :Ae;’;ft a: o égﬁg;t' ftielne'.i ;‘spx Bock |1
5.22.129. 143 I srael 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
79.179. 151. 160 |Israel 147.237.72. 166 |aka. i df . i | ﬁ”om HTTP Request Method AfAa{. A2 AGAZ[[ #1511 AS=[[#0]] SRA—in o (o |
216.218. 207. 138|Wnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294- he/ v i df .| B ock 1
2.52.179. 96 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
79.179.63.252 |[Israel 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to wwwidf.il/watch B ock 1
65. 132. 59. 34 Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
104.58.129.49 |uited Sates |147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 1

Unknown HTTP Request Method A5l At APA'AfAVAZASA™

LA@ALy| t [ [ #25]] >[ [ #15] | 6ASA?AAA; A [ [ #26] | A2 A¥Auy3TecAs AaDA,
77.127.202. 247 |Israel 147.237.77. 216 |dover. i df . i | Achn [ #29] ] A&A AG[ [ #1] ] ZA RA, A2 AXA'A>AtS~A- S] [ #1] ] A—AY Bl ock 1

YAUA? A EA»e AR(A'MA9A° Ae~dAT 0A° Ag>eAHA-A'AE

[[#17]] AVA, [ [ #30] ] A° AEAS] [ #25] | AvaAaAYA-AE [ #7] 1 A, AfvA¥ in URL
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