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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3057

66. 249. 78. 97 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 412

99. 92. 92. 133 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3

168. 235. 197. 212 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
134.147. 203. 115 Cer many 147.237.76. 199 e.nakchal .idf.il |[B ock Np Al Net drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

94.192. 123. 182 Lhi ted Ki ngdom 147.237.77. 216 dover.idf.il Q0L SCANNER Havij sgl injection scanner B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 104 147.237.77. 170 Lhited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 2
159. 122. 111. 166 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 235. 254. 181 147.237.8. 14 Tur key e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
50. 204. 188. 142 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NMAP -sS wi ndow 2048 1
50. 23. 96. 210 147. 237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN Potential SSH Scan 1
117. 21. 248. 87 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147.237.8.14 Tur key e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
50. 204. 188. 142 147.237.77. 243 Lhited Sates nobi | . i df.il ET SCAN NMAP -sS wi ndow 4096 1
50. 204. 188. 142 147. 237. 77. 243 Lhited Sates nobi | e. i df.il ET SCAN NVAP -f -sS 1
50. 23. 96. 210 147.237.76. 34 Lhited Sates yohal an. i df .| ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 76. 148 Chi na ggcenter . aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1




01-23-2016-19:04:05 to 01-23-2016-20:04:05

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
168. 235. 197. 212|nited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 119
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TGP Invalid i i ssi
185. 120. 125. 32 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 27
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
2.52.164. 33 I'srael 147. 237.77. 243 |obi l e. i . i 9 =9 Inval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 17 I srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 21
Ret r ansmi ssi on Packet dropped.
94.159. 148. 226 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 15
Sreaming Engine: TCP Invalid i i ssi
2.54. 60. 34 I srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
94.159. 148. 226 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINAK retransmt with different Jopyior |15
w ndow scal e
46. 19. 86. 24 I srael 147. 237. 72. 156 |aman. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 13
46.19. 86. 24 I srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 13
46.19. 86. 24 I srael 147.237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
46. 19. 86. 24 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber alert 13
46.19. 86. 24 I srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 13
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
193. 202. 110. 189|Net her | ands 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 10
109. 186. 56. 114 |l srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TGP Invalid ' i ssi
93.173.20.210 |israel 147. 237. 77. 243 |mobi l e. i . i 9 =9 Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
172.56.38.102 |Wited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19. 86. 91 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or
46. 19. 86. 24 | srael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop
70. 39.185. 74 :atos: Id;e 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 9
85. 250. 189. 229 |Israel 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TCP Invalid i i ssi
109. 65. 38. 154 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
46.19. 86. 223 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 8
84.111.190. 108 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
109. 66. 170. 65 |l srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
31.210. 187. 209 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
31.210. 187. 144 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 7
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19.85.229 |Israel 147.237.77. 216 |dover.idf.i1  [Bad TCP sequence SINAK retransmt with different oo |7
w ndow scal e
46. 19. 85. 229 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 7
79.182.207. 115 |Israel 147.237.77. 233 |atal .i f i Bad TCP sequence SiNretransmt wth i fferent monitor |7
W ndow scal e
77.127.147.219 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
5.28.158.181  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
. . SWretransmit wth different .
5.28.158. 181 | srael 147.237.72. 166 |aka.i df il Bad TCP sequence vi ndow scal e noni t or 6
Sreaning Engine: TGP Invalid i i ssi
194.90.37.202 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
. . SYNPAXK retransmit with different .
79.178. 205. 187 |lsrael 147.237.72. 166 |aka.i df il Bad TCP sequence vi ndow scal e noni t or 6
Sreaning Engine: TGP Invalid i i ssi
109. 66. 130. 133 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
84.109. 190. 187 |Israel 147.237.0.19 |nadimatal.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
213.57.182. 163 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TQP Invalid i i ssi
149.78.23.51 [ srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
50. 18. 94. 121 Wited Sates |147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
79.182.207. 115 |Israel 147.237.77. 233 |atal .i f i Bad TCP sequence SNretransmt with i fferent alert 6
W ndow scal e
213.57.182.163 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber noni t or
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
46. 19. 85. 229 I srael 147.237.77. 176 |matpash.icf .il |SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid ' i ssi
79.177.101.82 |israel 147. 237, 72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 229 I srael 147. 237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.52.28. 168 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |[Site Sgnature Action ‘Count
109. 66. 36. 168 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 374
176.13.5. 10 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 179
109. 66. 36. 168 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 136
176.13.5. 10 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 131
109. 66. 36. 168 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
89.139.169.5 |[Israel 147.237.0.34 [tikshuv.idf.il |Ostributed Too Many of the Sanme Response Code (404) B ock 62
87.69.200.34 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 47
2.54.144.19 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
84.108. 101. 157 [I srael 147.237.0.34 [tikshuv.idf.il |Ostributed Too Many of the Sanme Response Code (404) B ock 28
85.250. 152. 11 |l srael 147.237.0.34 |tikshuv.idf.il |Too Many of the Same Response Code (404) in Session from85.250.152. 11 |B ock 15
93.172. 169. 195 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
176.13.5. 10 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 10
2.54.58.213 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
176.13.8.180 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 64. 159. 94 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46.19.86.0 I srael 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf . il/sachar/index Bl ock 6
2.54.180. 13 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.54.60.34 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 5
79.178.0.2 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.178.0.2 Bl ock 4
46.19. 86. 17 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
185. 32. 179. 225 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.0.172 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 67. 173. 122 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.181.112.35 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108.219. 64 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
5.29.71. 253 I srael 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method POST for wwwu aka. i df . il /mai n/ sachar/ mas. aspx B ock 2
79.181.112.35 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex B ock 2
74.97.179. 53 g“;ttee: 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 2
84.108. 156. 71 [lIsrael 147.237.76.86 |[navy.idf.il Unaut hor i zed HTTP Met hod Bl ock
5.22.135. 29 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
66. 220. 156. 123 ;“iatt:sd 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
149. 88. 185. 62 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
79.182.96.48 |lsrael 147.237.76.86 |navy.idf.il PHP At enpt B ock 1
107. 178. 104. 79 |41 1 147.237.77. 216 |dover . i df . i | D stri but ec 1?552%%?%%&?21? Bock |1
79.178.190. 158 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
77.127.66.25 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/gi yus/ control s/ atuda/ A B ock 1
176. 228. 35. 236 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
5.29.10.48  [israel 147.237.76.42 [refuah.idf.il  |J5 020 b forized ;Ru‘aﬁczzzi on Bock |1
89.138.96.119 |Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
82.166. 242. 20 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
66.249.78.95 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
174. 129. 228. 67 g"iatt:: 147.237.76.42 |refuah.idf.il D stributed Unauthorized URL Access on 147.237.76. 42/ robot s. t xt Bl ock 1
66. 220. 156. 98 g;:: 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.20.242.67  |Israel 147.237. 72. 166 |aka. i df . i | ?ﬁkmmak:ir;ﬁtﬁ;;;}g:;%ggf;‘i’r;)'\fggfphsac“a’%”p' oyment Stateshonth .o 1
93.172.30.95 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
Unhaut hori zed URL Access to
212.76. 111. 140 | srael 147.237.77. 216 |dover.i df .i | www. i df . i 1/1133-22052- he/ i df gdover . aspx&a=u&ved=0ahukew y57bvvntka |B ock 1
hwgha8khwp2axi gf gganmac&usg=af qj cnhwj | q9i nt 5zf osk5wwixi 3vt t pgq
5.22.129.143 |Israel 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
68. 135. 50. 82 g;:s 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Atack None 1
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
157.85.39.12 g;:: 147.237.77. 216 [dover . i df . i | \/\er/]\x(:‘\zuitcri]fo.riI IZ/etdenlﬁ_atA:sC/easr? itc(IJe/srcz" ht t p: / wa yout ube. cond v/ Onwgt cl d1f e Bl ock !
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