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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country
Canada

Target Address
147.237.77. 216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

Device Action
dest - reset

Count
3049

185. 130. 5. 228

147.237.76. 86

navy.idf.il

Bl ock_Udp All _Nets

drop




01-23-2016-17:04:04 to 01-23-2016-18:04:04

|Top Attackers In IPS|

At t acker At t acker

get Address

Site

Sgnature

Gountry
. . . 12348: HITP. PHP-OQ Query String Parareter Conmand
185. 130. 5. 224 147.237.77.205|prisha. i df . il I'j ection Wl nerability Bl ock
185. 130. 5. 224 147.237.77.19 |lawforumidf.il 12348: HITP. PHP-Cd Query String Paraneter Command B ock
I'njection Ml nerability
. . 12348: HITP. PHP-OQ Query String Parareter Conmand
185. 130. 5. 224 147.237.77. 216 |dover. i df . i | I'j ection Wl nerability B ock
185. 130. 5. 224 147.237.76.30 |hi nush. i df.il 12348: HITP. PHP-Cd Query String Paraneter Command B ock
I'njection Vil nerability
185. 130. 5. 224 147.237.77.74 |lawidf.il 12348: HITP: PHP-C3 Query String Paraneter Command B ock
Injection Vil nerability
ww. chanat z. aka. i df . © HITP. PHP- i ma
185. 130. 5. 224 147.237.77. 226 |, 12348: HITP: PHP-C3 Query String Paraneter Command B ock
il I'njection Wl nerability
. . . . 12348: HITP. PHP-O3 Query String Parareter Conmand
185. 130. 5. 224 147.237.76.39 |mobile.neitav.idf.il I'j ection Wi nerabi lity B ock
185. 130. 5. 224 147.237.77. 170 [n@ar achot . i df . i | 12348: HITP. PHP-Cd Query String Paraneter Command B ock
I'njection Vil nerability
185. 130. 5. 224 147.237.76.86 |navy.idf.il 12348: HITR. PHP-O3 Query String Parameter Command Bl ock
Injection Vil nerability
185. 130. 5. 224 147.237.77. 176 |nat pash. i df . i | 12348 HITR. PHP-Od Query String Paraneter Command B ock
I'njection Vil nerability
. . . 12348: HITP. PHP-OQ Query String Parareter Conmand
185. 130. 5. 224 147. 237.76. 147 |chi nuch. aka. i df . i | I'j ection Wi nerability B ock
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 254 [147.237.72.166 |lhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
114.112.90. 54 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
94.159. 166. 161 |147. 237.76. 30 |lIsrael hi nush. i df il ET D5 Large armount of TCP ZeroWndow - Possible Niller2 1
DDos attack
79.136. 125. 126 [147.237.0.19 |Sweden madi matal .idf.il ET SCAN Potential SSH Scan 1
19 85 62.77 1147 237 0.33  |Tai van il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.130. 5. 224 |147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 13. 173 |147. 237. 72. 166 Ei“;:gom aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114.112.90.54 |147.237.0.19 |China nedi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 66. 200. 38 [147.237.76.30 |Israel hi nush. i df i ET D05 Large armount of TCP ZeroWndow - Possible Niller2 1
DDos attack
84.117.113. 152 |147. 237. 77. 212 |Romani a e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.136. 125. 126 |147.237.0.15 |Sweden kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
184.190. 30. 34 |147.237.77.170|Whited Sates |mmarachot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
115.182.17. 13 [147.237.8.46 |Chi na e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Ret ransm ssi on

Packet dropped.

count ry Target Address |Ste Signature
reamn ine: TCP Invali i i ssi
217. 132. 235. 50 I srael 147. 237, 76. 147 |chi nuch, aka, i of 1| | SAM NG Engi ne: TGP alid invalid segnent retransnission drop 54
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
94.159. 166. 161 |l srael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> Ti meout aert 13
94. 159. 166. 161 || srael 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 13
. . SYNHAXK retransmit with different .
94. 159. 166. 161 || srael 147. 237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal & noni t or 13
46.19.85.216 |lsrael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
61.135.190. 71 [China 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 10
46.19.85.251 |[Israel 147.237.72. 167 |ishurimaka. i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 10
reamn ine: TCP Invali i i ssi
185.3.144.91 |israel 147, 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.81.27.162 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
i reamn ine: TCP Invali i i ssi
141.8.132. 112 |ssian 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 9
Federation Ret r ansni ssi on Packet dropped.
94. 159. 166. 161 |l srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
94. 159. 166. 161 |l srael 147.237.76.30 |nimsh.idf.il  [Bad TCP sequence SINAK retransmt with different | oo |
w ndow scal e
81.218.8.170 |Israel 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect
94. 159. 166. 161 |I srael 147.237.76.30 |hi nush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert
31. 210. 186. 136 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.177. 26.236 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
61.135.190.69 |China 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TGP Invalid ' i ssi
2.54.51. 29 I srael 147. 237.77. 243 |mobi l e. i f i 9 =9 Inval i d segrent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
77.126.3.245 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 96 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence I'nval i d ACK nunber noni t or
62.209.14.39 |Bahrain 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
reaming BEngi ne: TCP Invali i i ssi
79.181. 128. 223 |I srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.52.183.134 |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i ssi
46.121.123.18 |israel 147.237.77. 243 |rvi e i1 | SAMNg Enginer TCP Invalid  invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
41.249.50.48  [Morocco 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 6
61. 135. 190. 200 |Chi na 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 5
5.22.131.114 |israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
61. 135. 190. 198 [Chi na 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 5
79.179. 107. 106 |I srael 147.237. 72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
109. 66. 11. 58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
41.33.232.66 |Egypt 147.237.77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni tor 5
61. 135. 190. 200 |Chi na 147.237.0.34 [tikshw.icf.il  |drop drop 5
61. 135. 190. 197 [Chi na 147.237.0.34 |tikshuv.icf.il  [drop First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
149.78.75.50  |Israel 147. 237. 77. 243 |nobi l e.i df . i | 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
157.55.39.20 |lhited Sates |147.237.76. 200 [eitan. aka i df il g =g nvalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249.78.130 |Wited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Fail ed to hand e connection data  |nonitor
46.121.89.28 |israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.152  [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.182.9.215 |Israel 147.237.76.42 |refuah.icf.il  [Bad TCP sequence SN retransmt wih different monitor |4
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
109.67.26.24  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.183. 116. 149 |I srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109.64.35.61  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 253. 219. 94 |I srael 147.237.77. 243 |robi 1 e, i of . i1 g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
46.19.85.216  |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or
61. 135. 190. 198 |Chi na 147.237.0.34 [tikshw.icf.il  |drop drop
Sreanming Engine: TQP Invalid i i ssi
79.178. 143. 176 [ srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
91. 200. 12. 136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
Sreaning Engine: TQP Invalid i i ssi
84.228.32.173 |Israel 147. 237. 72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 3
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
84.109. 39. 134 |[Israel 147.237.0.34 |ti kshuv.idf.il D stributed Too Mainy of the Sane Response Code (404) B ock 136
149.88.38.76 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 110
176. 13. 23. 160 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 77
149.88.38.76 |lIsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 55
176.13.23.160 |Israel 147.237.0.19 |nadimatal.idf.il I?Z. '\g'yz??flége Sane Response (bde (404) in Session from B ock 37
176. 13. 23. 160 |[lIsrael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 24
95.86.127.94 |Israel 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 21
149.88.38.76  |Israel 147.237.0.19 |nadimatal.idf.il IZ‘;_'\S%'?ysé’_f%he Sane Response (bde (403) in Session from Bl ock 14
109. 65. 197. 118 |1 srael 147.237.0.34 |tikshuv.idf.il Igg.'\:srfyl;; tlzg Sane Response (bde (404) in Session from Bl ock 12
46.19.85.142 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
89. 138. 65. 130 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 5
5.29.93.171 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode B ock 5
197.118.35.20 (A geria 147.237.77.216|dover.idf .l O stributed Unaut hori zed URL Access on wanidf.il/arr/ B ock 3
157.55.39.12 |lhited Sates |[147.237.77.216|dover.idf . il Ostributed Lhaut hori zed URL Access on wwidf.il/error.htm B ock 2
94. 159. 196. 115 |l srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
46. 120. 180. 252 |l sr ael 147.237.76.42 |refuah.idf.il i;t ;;?_“;g_‘t;;“;lhg;ﬁ;de dLﬁ‘e :e‘icissss on Bl ock 1
41.96.239.134 |Mgeria 147.237.77. 216 |dover.i df .l D stributed Unaut hori zed URL Access on waw idf.il/arr/ B ock 1
Russi an ) ) l.hau_t hor_i zed URL Acces's to _ . _
188. 143. 232. 14 Feder ati on 147.237.77. 216 |dover.idf.il V\W\udf_.lI/tenplates/artlcle/artlcl e.in.aspx/tenpl at es/ sendt of ri end/ se|B ock 1
ndt of ri end. aspx
79.183.50. 233 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
2.54.13.51 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249.78.95 |lsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ 1065- he/ dover. aspx |B ock 1
61.135.190.71 |China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to 147.237.0.34/styl e/ shared/reset.css  |B ock 1
46. 116. 102. 100 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
Unknown Par aret er
212.179. 246. 75 (I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphvai n$TochenPl aceHol der $bt nAt udaBack in None 1
vy aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
77.127. 205. 134 |I sr ael 147.237.72. 166 |aka. i df . i | mnacl’(":“i(?rfl‘r;f:;;/ @fﬁﬂﬂimaiﬁxi n None 1
5.29.100.150 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.52.27.100  |israel 147.237.76.42 |refuah.idf.il i;t ;g?”;gd 4;;“;'2;5;1 dL/F;Le ;’e‘icifs on Bl ock 1
141.0.14.216 |Europe 147.237.77.216|dover.idf .l O stributed Unauthori zed URL Access on wanidf.il/arr/ B ock 1
61. 135. 190. 200 |Chi na 147.237.0.34 |tikshuv.idf.il ﬂ?&;g;rélsz/ Sﬁ‘eﬁi‘?z d; Ioayout dov. css Bl ock 1
46.121.89.28 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
41.99.99.103 [Ageria 147.237.77.216|dover . i df . i D stributed Whaut hori zed URL Access on v idf.il/arr/ B ock 1
82.80. 130. 228 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 1
2.54.22.137 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/1152- he/ chi nuch. aspx |Bl ock 1
61.135.190.72 |thina 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237.0. 34/ styl e/ shar ed/ 960. css B ock 1
109. 66. 208. 83 [l srael 147.237.77.243|nobi l e.idf . i | Dstributed Whaut hori zed URL Access on nobi | e. i df.il/nekudot/i ndex |B ock 1
46. 118. 155. 216 |Wkrai ne 147.237.77.216|dover . i df . il Dstributed PHP A tenpt B ock 1
213.8.204.20 |[Israel 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
79.178.155.23 |Israel 147.237.0.17 $ niyl_ kosher-kravi-i |, o e pp At tenpt B ock 1
31.44.128.172 |lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.52.139.152 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
65.132.59.34 |Lhited Sates |147.237.72.166aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Attack None 1
107.178.194. 87 |ited Sates  |147.237. 7. 216|dover . i df . i | b stri bt oc ;f;;_t;g;g_eﬁeﬁvﬁfzs:p;” Hock |1
46.121.105.18 |Israel 147.237. 72. 166 |aka. i df . i | m”;’k":ipd‘?r_?w;g mcéggr?;‘jt;azszzzf;gfcr’hsachar$°t'33 in None 1
46.19.85.132 |israel 147.237.77.243|nobi l e.idf . il D stributed Unaut hori zed URL Access on nobi | e.idf.il/nekudot/index |B ock 1
197.118. 153. 88 |A geria 147.237.77.216|dover . i df . il D stributed Whaut hori zed URL Access on waw idf.il/arr/ B ock 1
82.211.19. 143 |Ger many 147. 237.77. 216 |dover . i df . i | D stri buted 1T§;f2§£gi?ﬁe%vicrc_f:p£” Bock |1
66.249. 78. 159 |l srael 147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error.htm Bl ock 1
2.54.51.29 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
157.55.39.136 |Whited Sates |147.237.77. 216 |dover. i df . i | m”itgf".ri'lz/‘i‘lnﬁtgfﬁ; ;g/ user cont ol o header Upper B ock 1
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