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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3058
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack drop 6
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry Target Address Site ‘Sgnai ure Devi ce Action ‘Count
82.221.105. 6 I cel and 147. 237.76. 38 e.eneitav.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
188. 165. 15. 191 France 147.237.0.34 tikshuv.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
183. 61. 109. 189 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 88. 181. 9 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
50. 204. 188. 142 147.237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
46.151. 53. 217 147. 237.76. 39 krai ne nobi | e. nei tav. i df il ET SCAN NMAP -sS wi ndow 1024 1
208.109. 178. 226 147. 237.76. 197 Lhited Sates e hinush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
208.109. 178. 226 147.237.0.19 Lhited Sates madi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
184. 173. 48. 221 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125.88.181.9 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
125. 88. 181. 9 147. 237.76. 30 Chi na hi nush. i df . i ET SCAN Potential WNC Scan 5900- 5920 1
50. 204. 188. 142 147.237.72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208.109. 178. 226 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
208.109. 178. 226 147.237.76.31 Lhited Sates nakchal . i df.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
54.244.22.103 |wited Sates [147.237.0.34 |tikshwv.idf.il  [drop First packet isn't SN drop 104
Sreamng Engine: TCP Invalid i i ssi
79.181. 209. 136 I srael 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Invalid segnent retransmssion. g, 81
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 135. 189|i srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 54
Ret ransm ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
46.19. 86. 120 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 24
reamn ine: TCP Invali i i ssi
192.114.91. 214 |israel 147.237.72. 166 |aka. i df .i | Strean g Engi ne @ Invalid  |imvalid segnent retransnission drop 18
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 129 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 17
Russi an L Sreaning Engine: TCP Invalid |invalid segnent retransnission.
141.8.132. 112 ot i on 147.237.72. 166 [aka. i df .i | Ret 1 ansm Ssi on Packet dr opped. drop 12
s SWNretransnit wth different :
149. 78. 6. 204 I sr ael 147.237. 77. 233 |atal .idf il Bad TCP sequence wi ndow scal & noni t or 10
54.244.22.103 |wited Sates [147.237.77.233|atal.idf.il drop First packet isn't SYN drop 10
46. 19. 85. 154 I sr ael 147.237. 77. 233 |atal .i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreaming Engine: TGP Invalid i i SSi
109. 67. 100. 118 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [noni tor 6
Sreanmng Engine: TCP Invalid i i ssi
84. 228. 155. 129 || srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g, 6
Ret r ansnm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
79.177.98.49  |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
87.68.19.225  |Israel 147.237.77. 243 |mubile.i o .11 9 =g Invalid segnent retransmssion. g, 6
Ret r ansm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
37.26.148.142 |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
93.173. 128. 198 |Israel 147.237.77. 243 |mubile.i o .11 9 =g Invalid segnent retransmssion. g, 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
157.55.39. 168 |Uhited Sates  |147.237.77. 243 |nobile.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
79.179.153. 114 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 5
80. 246. 136. 124 |l srael 147. 237. 72. 156 |aman. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 76 I sr ael 147.237.72. 166 [aka. i df .i Bad TCP sequence I'nval i d ACK nunber nonitor |5
195. 34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |4
188. 120. 148. 129|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |4
31.210.186.35 |Israel 147. 237. 77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |4
46. 19. 85. 83 I srael 147.237.72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
85.250. 245. 5 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |4
46.19. 86. 11 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 73 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
31.210. 187. 183 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 3
reamn ine: TCP Invali i i sSi
79.182. 204. 122 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i SSi
77.126.87.181 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.68.38.155  |lsrael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
2.54.181.130  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 169 |[Lhited Sates  |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
65.94. 237.230 |Canada 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.15.192 I srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
79.183.100. 47 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 160. 170. 172|1 srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
46.19.85.149  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.68.156. 153 | srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
37.46.37. 148 | srael 147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
Sreanming Engine: TCP Invalid i i ssi
109. 253. 159. 222|i srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
79.181.16.107 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 3
Ret r ansm ssi on Packet dr opped.
185.3.147.117 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 223. 2251 sr ael 147. 237, 77. 243 |mobi l e. i . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
79.183.171.30 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3

Ret ransm ssi on

Packet dropped.
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A tacker

Attacker Address count ry Target Address |[Ste Signature

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

46. 19. 85. 149 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

79.177.48.227 |israel 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |,

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.42.226 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 47
. . - Unaut hori zed URL Access to
185. 32.179. 103 |l srael 147.237.77.243|nobi l e. i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 4
37.46.37. 148 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
2.54.145. 134 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
109. 64. 166. 20 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/index |B ock
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 3
66. 249. 66. 129  |Israel 147.237.76.200|ei tan. aka.i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 66. 129 B ock
37.46. 37. 148 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthorized URL Access from 37.46. 37. 148 B ock
105. 154. 220. 182|Mor occo 147.237.77. 216 (dover. i df .i | O stributed Unauthorized URL Access on wanidf.il/arr/ Bl ock
’ - - Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
217.132. 114. 212|lI srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
; ; ] D stributed Lhaut hori zed URL Access on
204.13.201. 137 |lhited Sates |147.237.77. 216 |dover. i df .i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
2.54.155. 37 I srael 147.237.0.19 |madi matal .idf.il Dstributed Suspicious Response Code B ock 2
81 218. 2. 118 lsrael 147.237.77.74 |lawidf il Paranet er Type \/1 ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch B ock 2
in wwlawidf.il/421-2258- he/ pat zar . aspx
84.94.155.121 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
37.26.149.180 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. ny- kosher-kravi . idf . i .
216. 218. 206. 67 |lLhited Sates |147.237.0. 16 | Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
5.29.187. 130 I srael 147.237.77.216|dover.idf . il Ostributed PHP At tenpt B ock 1
185.32.179. 103 |Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Waut hori zed URL Access from 185. 32.179. 103 B ock 1
79.179.153. 114 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 64. 125. 175 |l srael 147.237.76.86 |navy.idf.il Ml tiple Unhauthorized URL Access from 109. 64. 125. 175 B ock 1
. . D stributed Unaut hori zed URL Access on
46. 19. 86. 60 I srael 147.237.77.233atal .idf . il 147. 237.77. 233/ 1135- hel at al . aspx Bl ock 1
92.81.203.167 |Romani a 147.237.77.216|dover. i df .i | D stributed Whaut hori zed URL Access on wa i df . il /xmrpc. php B ock
23.254.201.89 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ Bl ock 1
-kosher-kravi . i df .
207.46.13.109 |Lhited Sates [147.237.0.16 :W Uhaut hori zed URL Access to waww ny- kosher-kravi.idf.il/robots.txt |B ock 1
m ny- kosher - kravi . i i i
79.183.19.215 |israel 147.237.0.17 y llegal Paraneter Encoding rnd in . None 1
df.il m ny- kosher - kravi . i df . i1/aj ax/ creat ecapt chai nage. aspx
68.180.228. 112 |lhited Sates |147.237. 77. 216 |dover. i df .i | Paranet er Type Mol ati on PageNumin v i df . il/1399-en/ dover. aspx [B ock 1
5. 29. 187. 130 I srael 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt B ock 1
Paraneter Type Mol ation
109. 67. 114. 151 |l srael 147.237.76. 42 |refuah.idf.il ct| 00$Cont ent A acerbl der 1$ucFagont r ol $t xt Search in B ock 1
wan refua. atal .idf.il/1730-he/ ref uah. aspx
2.52.55. 161 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates [147.237.77. 216|dover.i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
50.62.161.158 [lnited Sates |147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
. . D stributed Lhaut horized URL Access on
85.64.202.72  |Israel 147.237.77.233atal .idf .il 147. 237.77. 233/ 1136- hel at al . aspx Bl ock 1
216. 224.183. 129|nited Sates |147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 1
5.29.187. 130 I srael 147.237.77.216|dover . i df .i | D stributed Unaut hori zed URL Access on waw i df.il/xnrpc. php Bl ock 1
79.180.110. 61 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54. 47. 107 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 64. 125. 175 |l srael 147.237.76.86 |navy.idf.il PHP At t enpt B ock 1
- - . Unaut hori zed URL Access to
66.249. 66. 129 [l srael 147.237.76.200|ei tan. aka.i df .i | i tan. aka i df .i 1/ shar ed user cont rol s/ header pper/ Bl ock 1
46.19. 86. 213 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
93.173.128.198 |[lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
m ny- kosher - kravi . i _ ,
79.183. 19. 215 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encodi ng from 79.183. 19. 215 None 1
31.210. 186. 153 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
207.46.13.162 |lhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed LR Access to 147.237.72. 166/ robot s. t xt B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.230.29 [Wited Sates |147.237.77. 176 |nat pash. i df . i | v cogat . i df . i 1/ 1934- he/ cogat . aspx Bl ock 1
5.29. 187. 130 I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from5. 29. 187. 130 B ock 1
109. 253. 159. 44 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unknown Paraneter catld in
2.52.57.226 I srael 147.237.72. 166 |aka. i df . i | wwwe aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast er/ favi ¢ |None 1
on. gi f
108. 26.214.56 |Lhited Sates [147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
64.19. 78. 242 Lhited Sates |147. 237. 72. 166 |aka. i df . i | Dstributed Waut hori zed URL Access on 147.237.72. 166/ B ock 1
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