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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3042

85. 250. 84. 227 | srael 147.237.72. 166 aka.idf.il TP Scan (vertical) drop 388
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

185. 130. 5. 224 147. 237.76. 34 yohal an.idf.il [Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Count ‘
119. 97. 146. 76 Chi na 147.237.77.216 |dover.idf.il|20086: HITP. Mi ebl ackcat Security Scanner B ock 5
23.254.252.225 |Uited Sates 147.237.77.216 |dover.idf.il|0008: HTTP. Xenu User Agent B ock 2
119. 97. 146. 76 Chi na 147.237.77.216 |dover.i df.i1]20085: HITP. Miebl ackcat Security Scanner Initial Request Bl ock 1
198. 50. 134. 71 Canada 147.237.77.216 |dover.idf.il|Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Country

Signature

85. 250. 84. 227 |147.237. 72. 166 [l srael aka.idf.il ET SCAN NMAP -sS wi ndow 1024 9
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
85. 250. 84. 227 |147.237.72. 166 |I srael aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
66.249. 78.254 |147.237.72.166 |Lhited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
1018251 17 |147 237 76.30 |israel himsh i df | ET DCB Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 5
attack
66.249.66.21 [147.237.77.170|thited Sates  |naarachot.idf.il [ET SCAN NVAP -sA (2) 2
42.113.59.55  [147.237.0.15 |V etnam kosher-kravi.idf.i[ET SCAN NVAP -sS w ndow 1024 1
114.112.90.54 |147.237.8.24 |China elifestyleidf.il |ET SCAN NVAP -sS w ndow 1024 1
85. 250. 84. 227 |147.237.77. 216 |I srael dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 250. 84. 227 |147.237. 72. 166 |l srael aka idf.il ET SCAN Potential VNC Scan 5800- 5820 1
119.97. 146. 76 |147. 237. 77. 216 |Chi na dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
91.201. 236. 114 |147.237.8.14 |lkraine e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
Russi an o Streaming Engine: TCP Invalid Invalid segnent retransmssion.
141. 8.132. 112 ration 147.237. 72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 33
85.250. 211, 101 |Israel 147.237.76.42 |refueh.icf.il  [Bad TOP sequence S retransmt wth different monitor |32
w ndow scal e
41.103. 71. 57 Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 25
109. 186. 70. 168 |l srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |23
w ndow scal e
. . . SYNPAXK retransmt with different .
41.103.71.57 Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 19
46. 19. 85. 187 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
41.103.71. 57 Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
Sreaming Engine: TCP Invalid i i ssi
46.19.86.241  |israel 147. 237. 77. 243 |nubi l e.i df . i 9 =9 Invalid segnent retransmssion. -y 12
Ret ransn ssi on Packet dropped.
208.115.111. 68 [lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 12
. . SYNPAXK retransmit with different .
94. 159. 167. 225 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 11
94.159. 167. 225 |l srael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 11
178.48.247.116 |Hungary 147.237.77. 233 |atal i of .l Bad TOP sequence SN retransmt wth different monitor |10
w ndow scal e
46.116.114.95 |[Israel 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
Sreanming Engine: TCP Invalid i i Ssi
31.168.216. 227 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.177.7.199  |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
82.81.14.58 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or
94. 159. 147. 180 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
79.181.21.60  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
79.180.12. 253 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
. . SYNVACK retransmt wth different .
94.159. 147. 180 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence wi ndow scal e noni t or 6
178.48.247.116 |Hungary 147.237.77. 234 |hal ag.i df .| Bad TCP sequence SWretransmt wth different monitor |5
w ndow scal e
2.52.183. 247 | srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
217.132. 149. 157|lI srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
77.125.123. 212 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 4
77.125.123.212 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 4
85. 250. 84. 227 |lsrael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 4
Sreaming Engine: TGP Invalid i i ssi
149. 88. 205. 214 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
85. 250. 84. 227 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
176.13. 14. 147 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
S reanin ine: TCP Invali i i ssi
77.127. 240. 199 |Israel 147.237.72. 166 |aka i df . i | g Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret ransni ssi on Packet dropped.
112. 94. 170. 147 |Chi na 147.237.76. 199 [e. nakchal .idf.il |Geo-| ocati on enfor cenent Geo-| ocat i on i nbound enf or cenent |[dr op
85. 65. 99. 204 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
87.69.215.231 |[Israel 147.237.72. 166 |aka i df .i | SYN Att ack rej ect
Sreamng Engine: TCP Invalid i i ssi
79.176.209. 232 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
62.56.255.199 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
112. 94. 170. 147 |Chi na 147.237.76. 44 |e.refuah.idi.il |Geo-| ocation enforcenent Geo-| ocat i on i nbound enf or cenent |[dr op
85. 65. 99. 204 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
Sreaning Engine: TCP Invalid ' i ssi
109. 67. 145.48  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.183. 165. 147 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
112.94.170. 147 |Chi na 147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 3
Sreamng Engine: TCP Invalid i i ssi
79.178.223.178 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
112. 94.170. 147 |Chi na 147.237.76.201|e. atal .idf.il Geo- | ocat i on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 3
31.210.188.73 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
79.177.148. 229 |l srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
5.102. 254. 12 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
112. 94. 170. 147 |China 147.237.76. 197 |e.himsh.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 3
Sreaming Engine: TGP Invalid i i ssi
37.26.149.230 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
79.177.188.58 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 53
79.177.188.58 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 21
46.19. 86. 241 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 18
79.178.3.209  |israel 147.237.77. 243 |nobi | . i df . i | ﬁ;ult : ?r(;fsz , g‘egpgrcytesem e/ sthi | ddocunent s/ 1390 Bl ock 4
46.19. 86. 169 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
2.52.153. 40 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode Bl ock 3
176.13.12.198 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.19. 86. 241 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to mobil e.idf.il/authentication/index Bl ock 3
79.178.105.90 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/error. htm Bl ock 2
84.108.238.70 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
80. 179. 96. 90 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
213.8.204.73 I srael 147.237.77. 216 |dover.idf .il Par anet er Type Mol ation SearchText in wwidf.il/1065-he/ dover.aspx |B ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed UR. Access from 66.249. 78. 159 B ock 2
176.13.10. 21 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 2
109. 67. 183. 171 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
50.62.161.149 |lhited Sates |147.237.77.74 |lawidf.il Distributed PHP Attenpt Bl ock 1
85.65.71. 4 I srael 147.237.77. 243 |nobi | e. i df . i | D stributed Uhaut hori zed URL Access on nobile.idf.il/nekudot/index |B ock 1
37.142.68.107 |lsrael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt Bl ock 1
201.39.17.118 |Razil 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt Bl ock 1
84.108.70.102 |Israel 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt Bl ock 1
112. 94.170. 147 |China 147.237.72. 166 |aka. i df . i | ll’zif‘tzg;’.r;;fefﬁéftd(ﬁcheésort; /1 ogi /1 ogi nf orm} sp Bl ock 1
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/error.htm Bl ock 1
94. 74. 248. 49 g&%ﬂ . 147.237.77.74 |lawidf.il PHP At enpt B ock 1
109. 186. 70. 168 |l srael 147.237.76.42 |refuah.idf.il 1D4§t ;isg_‘“?g_d&h;“;hg;ﬁ:rdedb’?‘e:e‘;‘fissss on Bl ock 1
50.62.161. 149 |Wited Sates |147.237.77.74 |lawidf.il Distributed Uhaut horized URL Access on wan | aw i df.il/xmrpc. php B ock 1
85. 95. 254, 96 Tur key 147.237.77. 216 |dover . i df . i | Distributed Suspici ous Response Qode Bl ock 1
37.142.68.107 |[Israel 147.237.77. 176 |mat pash. i df . i | Distributed Whaut horized URL Access on ww cogat . i df.il/xmrpc. php [B ock 1
201.39.17.118 |Razil 147.237.77.216|dover.idf .i | Distributed Unaut horized URL Access on waw i df .il/xmrpc. php Bl ock 1
84.108.70.102 |[Israel 147.237.76.86 |navy.idf.il Dstributed Lhaut hori zed URL Access on v navy.idf.il/xmrpc.php  |B ock 1
79.180.142. 219 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
112.94.170. 147 |Chi na 147.237.76.39 |mDbI e mertav i ﬂ?.ljtzg?.”?g.e:g/ﬁdipgxcssosr etr(/JI ogi n/ 1 ogi nformj sp Bl ock !
94. 74. 248. 49 g‘;‘;ﬂ . 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v | aw i df .il/xnirpc. php B ock 1
66.249.78.95 [Israel 147. 237.77. 216 |dover . i df . i | e e - e/ dover . aspx Hock |1
84.109.13.164 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
2.54.1.28 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
176.13. 14. 147  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
82.81.14.58 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
109. 253. 130. 228]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
50. 63. 185. 131 Lhited Sates |147.237.77.176 |nat paSh idf.il Dstributed PHP Attenpt B ock 1
85.95.254. 184  |Turkey 147.237.77.74 [lawidf.il Suspi ci ous Response Code Bl ock 1
84.108.70.102 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i | |PHP Attenpt Bl ock 1
40.77.167.102 |Whited Sates [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to www aka. i df . il/forgot passwor d. aspx Bl ock 1
Unknown Par arret er
79.180. 241. 197 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

162.242.171.13 |thited Sates |147.237.77.176 |nat pash. i df . il Distributed PHP Attenpt Bl ock 1
94.123.227.22 |Turkey 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp  |Bl ock 1
84.110.39.172 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
46. 19. 86. 241 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
2.54.17. 242 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
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