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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
46.116. 161. 104 | srael 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 16927
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3235

85. 250. 84. 227 | srael 147.237.77.216 dover.idf.il TP Scan (vertical) drop 1809
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il |Block Udp All Nets drop 3

78. 186. 247. 27 Tur key 147. 237. 76. 200 eitan aka idf.i|B ock Wip Al Nets drop 2
222.161. 223. 219 Chi na 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1

66. 102. 9. 54 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
89.248.174. 4 Net her | ands 147.237.76. 177 ncore.idf.il B ock_Udp Al _Nets drop 1

66. 249. 93. 182 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount
46. 252. 131. 34 Ger many 147.237.77. 216 dover.idf.il [ClO6: HTTP. majestic bot B ock 1
63. 143. 34. 37 Lhited Sates 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
200. 59. 205. 238 Argentina 147.237.76. 86 navy.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 1
46.137.81. 122 Irel and 147.237.77. 216 dover.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Country

|Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
200. 59. 205. 238 147.237.76. 86 Argentina navy. i df.il QA Injection - Select From 3
46.137.81. 122 147.237.77.216  |ireland dover.idf.il SQ Injection - Select From 3
63. 143. 34. 37 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 3
66. 249. 93. 127 147.237.77.233  |ULnited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 153 147.237.72.166  |Lnited Sates akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 93. 123 147.237.77.233  |lLnited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 147. 237. 76. 197 Lhited Sates ehimsh.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46. 151. 53. 217 147.237.77. 179 Wkrai ne e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151.11.201. 3 147. 237.76. 34 Italy yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 147. 237. 76. 199 Lkr ai ne e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 113 147. 237. 76. 198 Lkr ai ne e.yohalan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
58. 253. 96. 122 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
218. 246. 0. 97 147.237.8.50 Chi na e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 147. 237.76. 197 Lhited Sates e. hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
195. 216. 176. 244 147. 237. 8. 46 Latvia e.chinuch.idf.il |ET SCAN NMAP -sS w ndow 1024 1
50. 204. 188. 142 147.237.76. 197 Lhited Sates e hinush.idf.il ET SCAN NVAP -f -sS 1
151.11. 201. 3 147. 237.76. 34 Italy yohal an. i df .i ET SCAN NVAP -sS wi ndow 4096 1
104.192. 0. 21 147.237.77. 179 Lhited Sates e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.76.199  |Wkraine e.nakchal .idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
85. 250. 84. 227 147.237.77. 216 I 'srael dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 253. 96. 122 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

count ry ‘Target Addr ess ‘Ste ‘S|gnature Action ‘Count
Sreaning Engine: TQP Invalid i i ssi
5.22.135.190 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | g =g Invalid segnent retransmssi on. drop 312
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
62.0.73.129  |Israel 147. 237. 76. 200 |ei tan. aka. i df . | g =g nval i d segnent retransmssi on. drop 234
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
213.57.160. 89 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | g =g nvalid segnent retransmssi on. drop 44
Ret r ansm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32
80.178.6.32 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 27
. . SYNPAXK retransmit with different .
80.178. 6. 32 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence i ndow scal e noni t or 26
66.249.93.123 |[Wited Sates  |147.237.77.233|atal .idf.il  |drop First packet isn't SN drop 20
66. 249. 93. 67 Lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 15
66.249.93.67 |United Sates  [147.237.77.233|ata.idf.il |drop drop 14
66.249.93.67 |Uhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
66.249.93.67 [lhited Sates  [147.237.77.233[atal.idf.il Bad TCP sequence Inval i d ACK nunber alert 13
i Sreaning Engine: TCP Invalid i i ssi
141.8.132. 112 |Fssian 147.237.72. 166 |aka. i df .i g =g nval i d segnent retransmssi on. drop 12
Federation Ret r ansni ssi on Packet dropped.
84.228.52.220 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
Sreaning Engine: TCP Invalid i i ssi
207.46.13.136 |Wited Sates  |147. 237. 76. 200 [ei tan. aka i of .| 9 =g Inval i d segnent retransmssi on. drop 10
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
40.77.167.102 |Wited Sates  |147.237.76. 200 eitan aka.idf. i 9 =g Invalid segent retransmssion. drop 10
Ret ransmi ssi on Packet dropped.
79. 183. 161. 203 |I srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
37.46.39.17 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
157.565.39. 114 |lhited Sates  |147.237.76.200 |ei tan. aka i df . i g =g nvalid segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
46.19.85.159 |Israel 147.237.76.42 [refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
94.159.177.21 |Israel 147.237.72. 166 |aka.iof il |Bad TOP sequence SIAK retransmt wth different |y o |7
W ndow scal e
94.159.177.21 |israel 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 85. 98 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
207.46.13.50 |Uited Sates  |147.237.76. 200 |eitan. aka i df . i g =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 98 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or
Sreaning Engine: TQP Invalid i i ssi
109. 65. 185. 62 |l srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
77.126.86. 142 |Israel 147.237. 77. 243 |robi 1 e. i df . i | g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
5.22.129.253 |Israel 147, 237.72. 166 |aka i or 11 | €M NG Engi ne: TCP alid nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
46.19.86.156 | srael 147.237. 77. 243 |robi 1 e. i df . i | g =g nval i d segnent retransmssi on. drop 6
Ret ransmni ssi on Packet dr opped.
79. 180. 142. 219 |I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
207.46.13.50 |UWited Sates  |147. 237.72. 166 |aka i f il g =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
79. 180. 142. 219 |I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert
46.19. 85. 159 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
66.249.81.220 |Uited Sates  |147.237.76. 200 |ei tan. aka i df . i g =g nvalid segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
84.94. 126. 154 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i ssi
176. 13.10. 185 [l srael 147.237.77. 243 |nobi l e.i df . | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
31.210. 187. 171 [l srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
5.22.131.117 |[lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.52.152.191 |israel 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect
e SYNretransmt wth different .
149.88.8.214  |[Israel 147.237.77.233|atal .idf.il  [Bad TCP sequence wi ndow scal noni t or 4
2.52.148. 67 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
R SYNVACK retransmit wth different .
46. 19. 85. 60 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence i ndow scal & noni t or 4
46.120.17.187 |lsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
79.178. 223. 178 I srael 147. 237.72. 166 |aka i f . i1 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.121 |israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.169.251 |Israel 147. 237.72. 166 |aka i f . i1 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
109. 66. 201. 206 |I srael 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
37.26.148.181 |israel 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19.86.182  |Israel 147.237.0.19 |nadimatal .idf.il [0 My of the Sane Response Qode (404) in Session from Bock  [605
46. 19. 86. 182
46.19. 86. 182 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 311
109. 160. 165. 195|1 sr ael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode B ock 56
85. 250. 215. 2 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 35
77.125.121.12 |[israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 17
. . . Too Many of the Same Response Code (404) in Session from
109. 253. 131. 251l srael 147.237.0.34 |tikshuv.idf.il 109. 253. 131, 251 B ock 15
. . Paraneter Read Qlly Molation in
79.181.55.125 [Israel 147.237.72. 166 |[aka. i df . i | vaww aka, i o . i | / nai n/ sachar / popups/ nar ki vsachar . aspx None 9
80.178.28.147 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode B ock 3
79.178.178.151 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
80.246.136.28 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
79.178.178.151 |[lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/nekudot/i ndex B ock 3
2.54.145. 134 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
82. 166. 240. 204 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
109. 64. 117. 190 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 2
79.176.213.229 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.181. 2. 249 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
wwwv, ch z. aka. i i
66.249.66.20 | srael 147. 237, 77. 226 | "W ChamBLt Z. aka. 1 unaut hori zed RL Access to Bock |1
df.il wan chanat z. aka. i df . i1/t enpl at es/ cont act us/ cont act us. aspx
198. 71. 231. 29 ;“;tteeg 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed URL Access on waw i df.il/xnrpc. php Bl ock 1
85. 250. 84. 227 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/adnin B ock 1
46.19. 86. 28 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed UR. Access to nobil e.idf.il/sachar/index B ock 1
176.13.10. 185 |l srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 1
79.180.58.223 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
. ] Unaut hori zed URL Access to
122.58.51. 118 |New Zeal and [147. 237. 76. 31 |nakchal .idf.i |l 147. 237.76. 31 si p, st or agel f | es/ 8/ 1668. doc Bl ock 1
Lhi ted . . D stributed Unaut hori zed URL Access on
107.178.194.83 |g o 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
66. 249. 93. 67 I srael 147.237.77.233|atal .idf.il from 66, 249. 93. 67 Bl ock 1
84.111.224.11 [israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 64. 18 I srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ Bl ock 1
185. 120. 126. 89 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
2.54.165. 163 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
169. 229. 3. 91 g;g: 147.237.76.42 |refuah.idf.il Ill1egal Byte Gde Character in Header Nane B ock 1
79.182. 10. 59 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 253. 195. 193]l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
77.126.86.142 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249. 66. 182  [Israel 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to waw tikshuv.idf.il/main/giyus/general .aspx B ock 1
207. 46.13. 31 g‘;tt:: 147.237.72. 166 |aka. i df . i | Distributed Waut horized URL Access on 147.237. 72. 166/ B ock 1
85. 250. 211. 101 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ reset . css B ock 1
84.108. 104. 248 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
176.13.10. 185 |Israel 147.237.77.243|nobi l e.i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index Bl ock 1
79.180. 142. 219 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
149. 88. 126. 137 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
68. 180. 228. 175 g;g: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
197. 49. 65. 10 Egypt 147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 1
85.64.159. 143 I srael 147.237.72. 166 |aka. i df .i | thknown Paraneter __\ EVETATEENCRYPTED in None |1
wwv aka. i df . i |/ mai n/ gi yus/ questi onnai r e. aspx
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
14.192. 214. 188 |Mil aysia 147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 1
Il1legal Byte Gode Character in Method AEA | s[[#28]] VA,
Lhi ted . . xA" Al A@A»\ [ [ #31] ] A“AEA, ASACHFA AA—
169. 229. 3. 91 Sates 147.237.76.42 |refuah.idf.il -2u@° zi TA?YA! FARI Aqj A Ac Bl ock 1
AoARRR [ [#24] 1 A2[ [#31] ] GA A [[#12] ][ [ #20]] AA?7
109. 253. 220. 193]l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
66.249.78. 4 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
207. 46. 13. 136 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Lhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
84.108. 184. 139 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs DoS Attack None 1
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