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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
46.116. 161. 104 | srael 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 4551
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3054
46.19. 86. 153 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
2.54.13.189 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4
151. 0. 151. 137 Ronani a 147.237.0. 16 ny- kosher-kravi .i df.i | L4 Source or Dest Port Zero drop 4

87. 68. 148. 57 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
71.6.135.131 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_ Udp All _Nets Con Limt drop 2

66. 240. 236. 119 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il Bock Np All _Net drop 1
89.248.174. 4 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
62.219.134. 70 | srael 147.237.0. 15 kosher-kravi .idf.il B ock Wp Al Nets drop 1
62.219.134. 70 | srael 147.237.0. 16 ny-kosher-kravi .idf.il B ock Wp Al Nets drop 1
62.219. 134. 70 | srael 147.237. 0. 200 mdu. i df . i | B ock Wp Al _Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 148 gacenter. aka i df.il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaIure Devi ce Action ‘Count
5.9.87.111 Ger many 147.237.72. 166 aka.idf.il Cl06: HITP. najestic bot B ock 1
188. 165. 15. 19 France 147. 237.76. 30 hi mush.idf.il 28: HITP. AhrefBot craw er B ock 1
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|Top Attackers In ID|

195. 34. 150. 18

‘ Target Address

147.237.77. 216

A tacker
Country

Austria

‘Ste
dover.idf.i

‘Signature

Tehila - Perl LW with fake user agent

Lhi ted

163.172.13. 173 (147. 237.72. 166 | ngdom akaidf.il |ET SCAN NVAP -sS wi ndow 1024
. .. |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port denial of
66.249. 64. 133 |147.237.72. 166 |Lhited Sates |aka.idf.il i —
servi ce attenpt
94.102.48.195 |[147.237.76.86 |Netherlands navy.idf.il1|ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 69
2.54,13. 189 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 65
54.244.22.103 |Wited Sates 147.237.77. 233 |atal .idf. il drop First packet ismt SN drop 60
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
Sreaning Engine: TCP Invalid ' i ssi
5.22.135.190 | srael 147. 237. 76. 200 |ei tan. aka.i of . il 9 =9 Invalid segnent retransmssion. g 33
Ret r ansni ssi on Packet dropped.
149.88.8.214  [Israel 147.237.77. 233 |atal .i o .| Bad TCP sequence SiNretransmt wth different oo |24
w ndow scal e
66.249.81.196 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 15
Sreaming Engine: TGP Invalid i i ssi
141.8.132.112 |Russian Federation |147.237.72. 166 |aka. idf.il 9 =g Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dropped.
2.54.13.189 I srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 14
5.102. 254. 50 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |13
reaming BEngine: TCP Invali i i ssi
2.54.7.114 I'srael 147, 237 76. 200 |ei tan. aka i of i1 || S NG Engine: TCP Invalid finvalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
79.182. 152. 157 |Israel 147. 237. 76. 200 |ei tan. aka.i of . il 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
109. 253. 130. 244/l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |9
. . SYNretransmt wth different .
79.177.133.127 |lsrael 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e noni t or 8
176.13.9.157  [Israel 147.237.77. 233 |atal i df i Bad TCP sequence SWretransmt wth different o g
wi ndow scal e
109. 253. 130. 244|| srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 7
Sreamng Engine: TCP Invalid i i ssi
109.65.34.61  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaning Engine: TCP Invalid ' i ssi
2.54.162.158  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
222.161.54.135 |China 147.237.77.176 |natpash.if il |Bad TOP sequence SiNretransmt wth different o iior |6
w ndow scal e
Sreaning Engine: TQP Invalid ' i ssi
109. 65. 207. 26 |Israel 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
176.13.11.70 | srael 147.237.77. 23 |mbit e i1 | S2M NG Engine: QP Invalid finvalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
109. 64. 172. 115 |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
157.55.39. 169 |nited Sates 147.237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
31.210.186.86 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |5
84.108.15.239 |[Israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
5.102. 254. 50 | srael 147.237.77. 243 |nobi | e.idf . il drop First packet isn't SYN drop 5
46. 19. 86. 140 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
84.94.123.195 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor (4
Sreaming Engine: TCP Invalid i i SSi
157.55.39. 114 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
213.8.204.50 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
31.223.182. 12 g";'cis;i'géa” Territory. 147 237. 77. 216 |dover. i df . i drop First packet isnt SWN drop 3
Sreaning Engine: TCP Invalid ' i ssi
81.218.171.19 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
37.46.39. 124 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.179.39.208 | srael 147. 237.72. 167 | shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185.3.144. 111 |israel 147. 237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.126.6. 57 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 168 |Lhited Sates 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.180.125.84 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 81 I srael 147.237.77. 243 |nobil e.i df . i Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
87.68. 45. 41 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.15.66  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
93.173.252.40 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
79.181.137.63 |lIsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 2
46. 19. 85. 165 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
46.120. 5. 59 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |2
66.249. 66.182 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
87.68.58. 154 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Mainy of the Same Response Code (404) Bl ock 305
87. 68. 58. 154 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 132
87. 68. 58. 154 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 103
79.177.170. 249 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode Bl ock 52
109. 160. 165. 195|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 13
93.173.227.254 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
m ny- kosher - kr avi
109. 253. 213. 130|l srael 147.237.0. 17 i gfy il DOstributed |11egal Paraneter Encoding None 4
213.57.246.79 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.180. 13 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 92 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.127.184.11  |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
80. 246. 136. 177 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19. 86. 113 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.181.137.63 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
66.249.78.159 |[Israel 147.237.77.216|dover.idf .i | Mil tipl e Unauthori zed URL Access from 66. 249. 78. 159 Bl ock 2
79.179.20.103 [Israel 147.237.72. 166 |aka. i df . i | Distributed Abnornal |y Long Request Bl ock 2
79.176.213.229 [israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 130. 244/ sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 65. 4. 86 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessions: sigal gs oS Attack None 2
79.179.20.103 [israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in Mt hod B ock 2
79.179.20.103 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
66.249.78.199 [Israel 147.237.72. 166 |aka. i df . i | Unhknown Paranet er 5¢cf 35968 in aka.idf.il/news/ None 1
109. 66. 136. 100 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1247-hel at al . aspx B ock 1
NULL Character in Header Name at A+A'A AfQA...AxBA?! AEACAA,
"ROA ALra W [[#6] ] A¢AA[ [ #12] ] AcA A2t PAA-DAA« Al Acl At
79.179.20.103 [Israel 147.237.72. 166 [aka. i df . i | [[#711[[#25] ] ASAMA™BA A[ [ #28] ] [ [ #0] ] QRe A2Ae AA A?A A™pA Ae  |B ock 1
A Axt [ [#21] 1 ALA A%AALA A—A?AcA?4j AYBA™A A?<A°A =A%AE
@REAE~1A,C; AZ[ [ #8] ] HA%o
213. 8. 204. 50 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
. . . Unaut hori zed URL Access to
66.249. 66. 186 |l srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i o . i 1/ nai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
79.179.20.103 [Israel 147.237.72. 166 |aka. i df . i | Ml formed HTTP Header Line 2 B ock 1
176.13. 9. 157 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
79.178.125.94 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php Bl ock 1
169.229. 3. 91 Lhited Sates |147.237.77.170|maarachot . i df .l Mitiple Illegal Byte Gode Character in Header Nane from169.229.3.91 |H ock 1
46.19. 85. 150 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs oS Attack None 1
Pal esti ni an
82.205.82.170 |[Territory, 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wanidf.il/english/' Bl ock 1
Qccupi ed
. . . URL is Above Root Orectory
222.161.54. 135 |Chi na 147.237.77. 176 [mat pash. i df . i | v cogat i o i 1/ ../ shar ed/ user cont r ol s/ header upper / Bock |1
109. 92. 229. 83 147.237.77. 176 |mat pash. i df . i | Distributed Waut horized URL Access on wwwu cogat . i df.il/xmrpc. php [B ock 1
79. 180. 164. 247 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ B ock 1
79.179.20.103 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP Version from79.179. 20. 103 B ock 1
196. 22.142. 202 |South Africa  [147.237.77.216|dover.idf .il D stributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
. . Unknown Par anet er anp; docld in
66.249.78.146 |l srael 147.237.72.166 |aka. i df . i | ww aka i o i |/ chanat 2/ Kl al |/ def aul t. asp None 1
109. 64. 172. 115 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock
46.120.68.255 |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
. . D stributed Uhauthorized URL Access on
84.228. 150. 235 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bock |1
Illegal Byte Code Character in Header Nanme AxA'A AfQA..
AeBA?I AEACA A BOA A...r @ WA] [ [ #6] ] ACAA] [ #12] ] ACA A2t PAA-
79.179.20.103 [israel 147.237.72. 166 |aka. i df . i | DAA«_A! Al Af[ [ #7]1[ [ #25] 1 A>AMB™BA A [ #28] ] [[#0] ] QR A?A° A |B ock 1
A A2A A™pA AcA. At [ [ #21] ] A A A%AALA A—A?A«A?4] AYBA™A,
A?<A°A =A% AEGAEAE~1A,C; AZ[ [ #8] ] HA%o
169. 229. 3. 91 Lhited Sates [147.237.77.176|nat pash. i df . il Mitiple Illegal Byte Qode Character in Method from169. 229, 3. 91 Bl ock 1
41.34.235.139 |Egypt 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw i df . il/xnrpc. php B ock 1
. . O stributed Whaut hori zed URL Access on
149.88.8.214  |[Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1136- hel at al . aspx Bock |1
. . Unknown Paranet er anp; docid in
66.249.78.254 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ rai 1V i yus/ general . aspx None 1
109. 67. 52. 48 I srael 147.237.76.200(ei tan. aka. i df . i | PHP At t enpt B ock 1
NULL Character in Method [[#28]]15 [[#7]1[[#2]]1~A..A A*Ace
T[ [ #14] ] A2r AZwATAR?| A2 A'A. Agude v [ #25] | ASA
[[#15]]1 AcA) [ [ #12]] Az AZATAZAUYFAF] [ #14] ] AA20f [ [ #26] ] A+AE
A" [ [ #18] ] AE[ [ #0]] zz Ao [ #18] ] A% AA T [ #22]] (\ 8VAS nib
79.179.20.103 |[Israel 147.237.72. 166 |aka. i df . i | f A?<Aj At A,V AQ] [ #4] ] - AceA” LAE9A»! A-A"AvA-A, B ock 1
vgA-[ [#2] ]/ 1AEA_[ [ #6]] A-
A2i A2YACA-AT
" A 6A¢& A>AUAS| [ #29] ] qA?A—] [ #28] ] A[ [ #29] ] A-Acer AfhpA?A™ 0A%.
A AYAYR AsAT@ AeAj A-Y[ [ #16] ] vEAA? AQAAYXATATL] [ #4] I N: Avs
176. 13. 11. 70 I 'srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
P . |Uhaut hori zed URL Access to
66. 249.69. 120 | srael 147.237.0.15  kosher-kravi . idf.il wan kosher -kravi . i df.i1/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
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