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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3095
112.119.174.72 Hong Kong 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets drop 2
23.95.54. 18 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Bock Np All Net drop 1

115. 239. 228. 10 Chi na 147.237. 76. 30 hi nush. i df.il JLM Under Attack GCon Htp drop 1
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|Top Attackers In IPS|

Attacker Address
84. 245. 33. 104

|At tacker Qountry

Net her | ands

Target Address
147.237.77. 216

|Site
dover.idf.il

|Sgnature

Devi ce Action

|Count

5670: HITP. SQ Injection (SELECT) Bl ock 1
188. 165. 15. 55 France 147.237.0. 34 tikshuv.idf.il |28 HITP. AhrefBot craw er B ock 1
213.247.63.11 Net her | ands 147.237.0. 34 tikshuv.idf.il |5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
84. 245. 33. 104 147.237.77.216 Net her | ands dover.idf.il QA Injection - Select From 3
213.247.63. 11 147.237. 0. 34 Net her | ands tikshuv.idf.il S Injection - Select From 2
169. 50. 77. 72 147.237.77. 243 Qi t zerl and nobi | e. i df.il ET SCAN NVAP -sS wi ndow 1024 1
184.173. 48. 221 147.237.77. 243 Lhited Sates nobi l e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 147.237.0. 17 mny-kosher -kravi . i df. il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
Sreanmng Engine: TCP Invalid i i ssi
204.12.251.37 |Wited Sates  |147.237.72. 166 |aka idf i 9 =9 nval i d segnent retransmssi on. drop 16
Ret r ansm ssi on Packet dropped.
79.177. 203. 190 |I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
Russi an o Streaming Engine: TCP Invalid Invalid segnent retransnssion.
141.8.184.5 Federati on 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 9
Russi an s Sreaming Engine: TGP Invalid Invalid segnent retransnission.
141.8.132.112 | oL 147. 237.72. 166 |aka. i f .i | Ret r ansmi ssi on Packet  dr opped. drop 9
46.19.85.0 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19.85.0 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.213 |Israel 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
54.244.22.103 |[lhited Sates 147.237.77. 176 |t pash.i df .il |dr op First packet isn't SYN drop 6
41.33.232.66  |Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
46.19.86.170 |l srael 147.237.72. 156 |anan. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
109. 253. 199. 79 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 5
109. 253. 199. 79 [l srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
91. 200. 12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
reanming BEngine: TCP Invali i i ssi
79.179. 192. 126 |I srael 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid imvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
46.121.116. 72 |l srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
84. 228. 188. 143 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
46. 19. 86. 213 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.121.116. 72 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or
reaming BEngine: TCP Invali i i ssi
79.182.191.90 [Israel 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid imvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
87.68.46.185 |Israel 147.237.72. 166 |aka i df .i 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
5.102.254.71 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.182. 195. 158 |I srael 147.237.72. 166 |aka i f . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 168 |Wited Sates  |147.237.77. 243 |nobile.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.68.58.154 |l srael 147. 237.77. 243 |mbi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
46.19.86.245 [Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Russi an ) . |Streaming Engine: TQP Invalid Inval i d segnent retransnission.
130.193.51. 91 i on 147. 237. 76. 200 |ei tan. aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
185.3.144.35  |Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
157.55.39. 169 |Wited Sates  |147. 237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
81. 218. 149. 131 |l srael 147. 237.72. 166 |aka i f . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
79.181.118.9 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
185. 3. 146. 243 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.9.175 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
79.181.118.9 |israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber alert 2
5.29.238.218 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
2.54.9.175 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
81. 169. 237. 146 |CGer nany 147.237.76.38 |e.e.neitav.idf.ildr op SAMrul e drop 2
Sreaming Engine: TGP Invalid i i ssi
213.57.60.96 |l srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
79.181.118.9 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
68.180. 229. 121 |Wited Sates  |147. 237. 76. 200 |ei tan. aka i of il 9 =9 nvalid segnent retransmssi on. drop 2
Ret r ansm ssi on Packet dropped.
79.181.118.9 |[Israel 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nunber noni t or
5.29. 88. 115 I srael 147.237.77. 216 |dover.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i ssi
46.117. 167. 240 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
45.79. 168. 168 147.237.77. 176 |mtpash.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 2
79.181.118.9 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert 2
84.111. 112. 115 |I srael 147.237.77. 216 |dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 1
169.229.3.91 |[nited Sates  |147.237.76.200 |eitan. aka. idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




01-23-2016-10:04:07 to 01-23-2016-11:04:07

|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
46.19.85.237 |israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 311
46. 19. 85. 237
46.19.85.237 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 157
79.177. 170. 249 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 135
. . . Too Many of the Sanme Response Code (404) in Session from
79.182. 100. 146 |l srael 147.237.0.34 |tikshuv.idf.il 79 182. 100. 146 Bl ock 105
46.19.85.237 |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (403) in Session from Bl ock 38
46. 19. 85. 237
79.177. 170. 249 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 20
2.52.165.234 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 6
79.177.170. 249 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 6
176.13.6.191 |Israel 147.237.77.243|nobi | e. i df . i | Uhaut hori zed UR. Access to nobil e.idf.il/nekudot/i ndex B ock 4
87.69.102. 189 |[lIsrael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
41.68.13.242 |Egypt 147.237.77. 176 |mat pash. i df . i | Distributed Waut horized URL Access on ww cogat . i df.il/xmrpc. php |[B ock 2
109. 253. 199. 79 |I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 2
) . . D stributed Lhauthori zed URL Access on
208.184.112. 74 |Lhited Sates [147. 237. 77. 216 |dover . i df . i | v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 2
80. 246. 136. 177 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
) . . D stributed ULhauthori zed URL Access on
204.13.201. 138 [Lhited Sates [147.237. 77. 216 |dover . i df . i | v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 2
79.180.98.58 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None
41.68.13.242  |Egypt 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
82. 80. 30. 13 I srael 147.237.72. 166 [aka. i df . i | v aka, i df .|/ mai v sachar/ decl ar at i onexpl anat i on. aspx None 1
69. 171. 230. 100 |Lhited Sates |147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Unknown HTTP Request Met hod A?[[#31]] A2A—AvAL UaA?A
169.229.3.91 |lhited Sates [147.237.76.30 |hi nush.idf.il [[#26]] aoA b( A[[#24]] Au[ [ #20] ] &AA [ [ #16]] Acj AAYAQA?#2: A1 A™  |B ock 1
in LR
109. 253. 134. 95 [ srael 147.237.72. 166 |aka. i df . i | Wnknown Par amet er __VI EVBTATEENCRYPTED i n None 1
v aka. i df . i |/ nai n/ gi yus/ quest i onnai r e. aspx
198.71.62.23 |[lnited Sates [147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to list.ips.gov.il/list2005b. htm B ock 1
169.229.3.91 |[Lhited Sates [147.237.76.200|ei tan. aka. i df .il Abnormal |y Long Request et hod B ock 1
79.182. 100. 146 |l srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
66.220. 146. 23 |lLhited Sates |147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
169.229.3.91 |[thited Sates [147.237.76.30 |hi nush.idf.il Abnormal |y Long Request et hod B ock 1
207.46.13.162 |Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
) . . D stributed Unaut hori zed URL Access on
107.178. 194. 87 [Whited Sates [147. 237. 77. 216 |dover . i df . i | v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
82. 80. 30. 13 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
176.13.12.19 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
169.229.3.91 |lhited Sates [147.237.76.31 |nakchal .idf.il Illegal Byte Gode Character in Header Nane B ock 1
2.54.22.17 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
201.70.52.10 |Prazil 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ B ock 1
89. 139. 131. 141 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 1
Illegal Byte (bde Character in Method A2*[[#16]] A% [ #19] | +AACAf
169.229.3.91 |lhited Sates [147.237.76.200|ei tan. aka. i df .il 1[[#11]] 0" AA AACAR[ [ #24] ] AtAE[ [ #18] ] ASof [ [#16] ][ [#6] ] cA?ASAA?  |B ock 1
U
66.249.78.34 |[Israel 147.237.76.31 |nakchal .idf.il D stributed Unauthorized LRL Access on 147.237.76. 31/ robot s. t xt B ock
169.229.3.91 |lhited Sates [147.237.76.30 |hi nush.idf.il Illegal Byte Gde Character in LR B ock
) . . D stributed ULhauthori zed URL Access on
107. 178. 194. 87 |WLhited Sates [147. 237. 77. 216 |dover.idf . il v i dff . i | / 1133- 22638- hel dover . aspx. Bl ock 1
84.94.182.84 |Israel 147. 237.72. 166 |aka. i df . i | tnknoun Paranet er _Vl EABTATEENCRYPTED i n None 1
wn aka. i df . i | / mai n/ sachar / nai | box. aspx
m ny- kosher - kravi . i i i
176.13.22. 108 |israel 147.237.0. 17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny- kosher-kravi . i df . i1/ aj ax/ creat ecapt chai nage. aspx
169.229.3.91 |lnited Sates |147.237.76.31 |nakchal .idf.il Illegal Byte Code Character in Method ApARREA—AC A %A A2A?{ B ock 1
. . D stributed Uhauthorized URL Access on
109. 253. 199. 79 (I sr ael 147.237.77.233(atal .idf .il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1
46.19.86.154 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . SS. Uhtraceabl e Gnnection - Protocol violation
2.54.29. 20 I srael 147.237.72. 166 [aka. i df . i | (SSL_OONN QLI ENT_CERTI FI CATE_REQUEST) None 1
) . . Unaut hori zed URL Access to
204.12.251.37 |lLhited Sates [147.237.72.166|aka. i df . il wiww aka. i o i |/ ei t ary shar ed/ user cont rol s/ header Upper / Bl ock 1
91. 208. 99. 2 z";:gom 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua atal .idf.il/test/wp-adnn/ B ock 1
169.229.3.91 |lnited Sates [147.237.76.200ei tan. aka. i df . i | Illegal Byte Gode Character in URL B ock 1
! . . Uhaut hori zed URL Access to
68. 180. 228. 175 [Wited Sates |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8948- he/ r ef uah. aspx Bl ock 1
169.229.3.91 |[thited Sates [147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Code Character in Mthod from169. 229. 3. 91 B ock
109. 64. 12. 199 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
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