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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3038

115. 239. 228. 10 Chi na 147.237.76. 200 eitan.aka.idf.il |JLM Under Attack _Con Htp drop 2

78.162. 243. 85 Tur key 147.237.76. 34 yohal an.idf.il ock Wdp Al Nets drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1




01-23-2016-09:04:04 to 01-23-2016-10:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 162 France 147.237.77.176  |matpash.idf.il [C228: HITP.  AwrefBot crawer Bl ock 1
188. 165. 15. 235 France 147.237.77. 74 lawidf.il 28: HITP.  AwrefBot craw er B ock 1




01-23-2016-09:04:04 to 01-23-2016-10:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te \Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 12 147.237.77.170 |Whited Sates naarachot.i df .iI[ET SCAN NVAP - sA (2) 2
66. 249. 93. 32 147.237.72. 166 |Wnited Sates akaidf.il ET SCAN NVAP -sA (2) 2
220.231.195. 122(147.237.0.34 |China tikshuv.idf.il |ET SCAN NVAP -sS w ndow 4096 1
220.231.195. 122|147.237.0. 34 |China tikshuv.idf.il |ET SCAN NVAP -f -sS 1
193.104.41.54 |147.237.76.197 &Lj&‘f‘z o e himsh.idf.il |[ET SCAN Potential SSH Scan 1
167 0.204.220  |147 237 0.35  |col onbi & akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
131.109.15. 15 |147.237.0.200 [Wited Sates ndu. i df il ET SCAN NVAP -f -sS 1
220.231.195. 122(147.237.0.34 |China tikshuv.idf.il |ET SCAN NVAP -sS w ndow 2048 1
218.57.11. 7 147.237.76. 44 |[China erefuah.idf.il [ET SCAN Potential SSH Scan 1
193.104.41.54 |147.237.77. 216 &Lj&ﬁ' o dover.idf.il  |ET SCAN Potential SSH Scan 1
187 252.9.107  |147 237 76. 34 |vexdi co yohal an.i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
131.109. 15.15 |147.237.0.200 |Lhited Sates mu.idf.il ET SCAN NVAP -sS wi ndow 2048 1
88.204.187.90 |[147.237.76.38 [Kazakstan eeneitav.id.i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrule drop 36
85. 250. 188. 220 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 22
85. 65. 4. 85 I'srael 147.237.77. 243 |rmbit e i1 |1 €AMNg Enginer TCP Invalid finvalid segnent retransmssi on drop 16
Ret r ansni ssi on Packet dropped.
46.19. 85. 63 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 15
46. 19. 85. 63 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46.19. 85. 124 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
66.249.81.174 |Whited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 9
46. 19. 85. 63 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 7
46.121.43.130 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 219 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber alert 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data  |nonitor 6
79.183.217.29 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 219 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid AGK nunber noni t or 6
141.8.132. 112 :Z:::t”i o 147.237.72. 166 |aka.i df . ?Ra: ?ZTS?T? SESr;g(l)rr]]e: TP Invalid :%r:\éileitd dieg;gg;. retransmssion. g 6
157.55.30. 168 |United Sates  |147.237.77. 243 |rabiteiar. i1 |2 camng Engine: TCP Invalid - invalid segnent retramsnission. | 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 124 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
84.95. 48. 111 I srael 147.237.77. 216 |dover.idf i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect
141.8.184.5 g;z::t”i o 147.237.72. 166 |aka i df .i ;: ?i:sr;? SES:g(;:e: T Invalid Lg\(l:ileitd ;eggge”; retransmssion. -y 6
94. 230. 86. 11 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 85 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
157.55.39. 114 |Wnited Sates |147.237.72. 166 |aka idf. il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 5
Ret ransni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (4
82. 145. 208. 163 |Europe 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.210.187.220 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
31.210.187. 144 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
31.210.187. 190 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t o
46.121.43.130 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
79.177.52.81  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 89 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nvalid AGK nunber noni t or
31.210.187. 144 [Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
79.181.19.234 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
66. 249. 66. 33 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2
176. 13. 2. 104 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 2
5.102. 254. 188 |lsrael 147.237.76. 147 |chi nuch. aka.i of . i l[Bad TCP sequence Inval i d ACK nunber noni t or 2
212.4.4.154 Italy 147.237. 77. 216 |dover.idf . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
176. 13. 2. 104 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
85.65.199.179 |l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
94. 230. 86. 11 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber noni t or 2
85.65.199.179 |lIsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
66.102. 9. 71 Uited Sates  |147. 237, 76. 200 |eitan aka icr i1 | CaM NG Engine: TCP Invalid invalid segnent retramsnission. | 2
Ret r ansni ssi on Packet dropped.
85.65.199.179 | srael 147.237.76.86 |navy.idf.il Streaming Engine: TCP Invalid finvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
46.19. 85. 63 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
74.82.47. 14 Wited Sates  |147.237.72. 156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
51.254.141. 254 |United Kingdom|147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 96. 215 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 247. 219|Wited Sates  |147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
79.181. 59. 229 | srael 147.237.77. 216 |dover.idf.il ghr(ae:?snl?m&gl ne: TCP Invalid Inval i d checksum Packet dropped. |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 92 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
79.180. 51. 34 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
87.69.197.101 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
109. 253.199. 79 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 2
176.13. 2. 104 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
5.29.2.229 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php B ock 1
Russi an . . D stributed Unaut hori zed URL Access on
95. 163. 107. 36 er ati on 147.237.77. 216 |dover . i df .il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock
51.254.141. 254 |United Ki ngdom|147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . D stributed Lhaut hori zed URL Access on
198.50.145. 72 [Canada 147.237.77. 216 |dover.idf .il wiw i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
2.52.24.2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253.199. 99 |l srael 147. 237.72. 166 |aka. i df . i | Doubl e LRL Encoding - parameter: search in Bl ock 1
wn aka. i df . i |/ mai n/ gi yus/ pni ot handl er 1. asnx/ sear ch
84.108.87.1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 66. 64 | srael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 1/ 106631. pdf  [B ock 1
192.145.239.28 |[Uited Sates 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
40.77.167. 39 Lhited Sates  [147.237.76.31 |nakchal .idf.il [Wauthorized UR. Access to 147.237.76. 31/ robots. t xt B ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
- - Unaut hori zed URL Access to
66.249.78.234  |[Israel 147.237.72.166 |aka. i df . i | 147. 237.72. 166/ si p_ st or agel 1| es/ 6/ 70276. pf B ock 1
66.147.244. 130 |nited Sates  [147.237.77.176 |nat pash. i df.il [Dstributed PP Attenpt Bl ock 1
202. 67. 35. 25 | ndonesi a 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
5.29.2.229 I srael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
117. 177. 250. 153|Chi na 147.237.77. 216 |dover.idf . il Paranet er Type M ol ati on PageNumin www i df . i|/1395-en/ dover. aspx Bl ock 1
. . Lhknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct 139 in
85. 64. 35. 220 | srael 147.237.72.166 |aka. i df . i | whw aka. i df . i | / i v sachar / paysl i ps. aspx None 1
66. 249. 66. 126 | srael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 1/ 109741. pdf  [B ock
192. 145.239.28 |[Uhited Sates 147.237.77.74 |lawidf.il Unhaut hori zed LRL Access to www | aw i df.il/xnirpc. php Bl ock
43.250.248.10 |Japan 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
] . . . Paraneter Type Mol ati on PageNumin
68.180.228.109 [lhited States  |147.237.0.34 [tikshuv.idf.il [ = "= o T 901 he/ti kshuv. aspx Bl ock 1
66.147.244.130 [lLnited Sates 147.237.77. 176 |mat pash. i df . i|  |Unauthori zed URL Access to wwn cogat.idf.il/xnirpc. php B ock 1
] . . D stributed Unaut hori zed URL Access on
204.13.201. 137 |lhited Sates  |147.237.77.216|dover.idf .i| v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
120. 198. 231. 22 |Chi na 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation lang in wwidf.il/1395-en/ dover. aspx B ock 1
5.29.2.229 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php Bl ock 1
85. 64. 96. 215 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
. . O stributed Unaut hori zed URL Access on
193.90.12.90  |Norway 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
43.250.248.10 |Japan 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to ww i df.il/xmrpc. php B ock
109. 64. 12. 199  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 66. 15 I srael 147.237.77. 170 |mmar achot . i df . i | |haut hori zed UR. Access to naarachot.idf.il/pdf/files/2/109702. pdf- |[B ock 1
] - - D stributed Lhaut hori zed URL Access on
208.184.112.74 |[Wited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
122.193. 14. 106 |Chi na 147.237.77. 216 |dover.idf .i | Paraneter Type Molation SortOr in wawidf.il/1395-en/ dover.aspx Bl ock 1
5.29.2.229 I srael 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 1
- . Unknown Par anet er 4d9c6f 40 in
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | vw aka. i df . i 1/ mai n/ kapat 2/ cont act Us. aspx None 1
195.62.53. 168 |SSian 147.237.76.42 |refuah.idf.il  |Uhauthorized LR Access to /1ogin B ock 1
Federation
79.181.137.59 [Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None
66. 249. 66. 18 I srael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/5/ 112745. pdf B ock
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