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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3056
183. 60. 48. 25 Chi na 147.237.0. 33 idf.il Frk_Under At tack_Con_Tcp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

A tacker

Target Address ount ry Signature
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.66.15 [147.237.77.170 [thited Sates |[maarachot.idf.il ET SCAN NVAP -sA (2) 2
58.253.96. 122 [147.237.0.33 [China idf.il ET SCAN NVAP -sS wi ndow 3072 1
112. 196. 49. 101 [147. 237.76.86 |india navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 232. 63. 27 |147.237.0.34 ;hir:;gom tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 [147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.72.14 [China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.24 |China elifestyle.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.246.0.97 [147.237.77.235|Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
58.253.96. 122 [147.237.0.33 [China idf.il ET SCAN NMAP -sS wi ndow 4096 1
192167871 147 237 76.30 |india hivmsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112. 196. 49. 101 |147. 237.76.86 |India navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147.237.0.33 |France idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.77. 226 |Chi na wwv chanat z. aka. i df . i | |ET SCAN Potential SSH Scan 1
59.45,79.117 [147.237. 76. 148|Chi na gqcenter. aka. i df . il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.8.45 |[China eeitanidf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.0.33 |hina idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.179. 102. 136l srael 147.237.77. 170 |naarachot.idf .il [Bad TCP sequence Invalid ACK nunber monitor |17
212.179. 102. 136|l srael 147.237.77. 170 |naarachot .idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |15
212.179. 102. 136|I srael 147.237.77. 170 [maarachot .idf .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.179. 102. 136l srael 147.237.77. 170 [maarachot .idf .il [dr op Frst packet isn't SYN drop
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
157.55.30.160 |Uited Sates |147.237.77. 243|moiteicr. i1 |2 €M NG Engine: TGP Invalid linvalid segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.
8.37.228.21 é{”;(’;ym’us 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
212.179. 102. 136l srael 147.237.77. 170 |naarachot.idf .il [Bad TCP sequence Invalid ACK nunber alert 5
91.200.12.106 |Wkraine 147.237.77. 233 |atal .idf.il drop SAMrul e drop 4
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data nonitor |4
91.200.12.141 |kraine 147.237.76.42 |refuah.idf.il drop SAMrule drop 4
91.200.12.141 |Wkraine 147.237.77. 233 |atal .idf.il drop SAMrul e drop 4
91. 200. 12. 106  |krai ne 147.237.76. 42 |refuah.idf.il dr op SAMrul e drop 4
109. 67.100.30 |Israel 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Inval id |invalid segnent retransmssion. Packet |y 3
Ret ransmi ssi on dr opped.
178. 255. 215. 87 |France 147, 237.76. 147 |chi nuch. aka i dr i | " €2 NG Engi ne: TGP Invalid Jinvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
157.55.39. 168 |Wited Sates |147. 237. 7. 243|oti 1o iar i1 || SN NG Egine: TGP Invalid finvalid segnent retransmission. Pecket |, o 3
Ret ransmi ssi on dr opped.
79.176.28.190 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on. Packet drop 3
Ret ransni ssi on dr opped.
208.52. 154. 243 |United Qates |147. 237. 77. 216 |dover. i df i1 Streamng Engine: TCP TCP segrrent out of naxi numalloved f 3
Segrent Limt Enforcenent sequence. Packet dropped.
46. 19. 86. 20 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
81.169. 237. 146 |Ger many 147.237.8.46 [e.chinuch.idf.il [drop SAMrul e drop 2
81.169. 237. 146 |Ger many 147.237.76. 176 [test. ncore.idf.il [dr op SAMrul e drop 2
14. 203. 155. 223 |Austraia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
74.82.47.14 Lhited Sates [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 120. 148. 229] srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |1
169. 50. 77. 72 Swi t zer| and 147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 1
216.218.206.94 |Lhited Sates |147.237.76. 147 |chinuch. aka.idf .il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
83.31.64.81 Pol and 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 1
212.21.66.6 Ger many 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 247. 251 |Whited Sates [147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
156. 198. 211. 237 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.28 Lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 136. 254. 161 :Z:::t”ion 147.237.77. 170 [mmarachot .idf .il [Bad TCP sequence Inval i d ACK nunber alert 1
119. 81. 188. 158 |Hong Kong 147.237.76. 177 |[ncore.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
85. 64. 39. 163 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nvalid ACK nunber aert 1
212.21.66.6 Ger many 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
184.105. 247. 252|Uhited Sates [147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cerent drop 1
208.52.154.243 |Whited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
5. 136. 254. 161 gz:;;r: on 147.237.77. 170 |maarachot .idf .il |Bad TCP sequence Invalid ACK nunber noni t or 1
184.105. 139. 79 |lWhited Sates |147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 1
137. 186. 210. 146|Canada 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 39. 163 I srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Inval i d ACK nunber nonitor |1
212.28.230. 205 |Lebanon 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |1
188. 120. 148. 189l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
208.52.154.243 [Wited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
184.105.139. 95 |lhited Sates [147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149.78.154.69 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 1
85. 64. 39. 163 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber monitor |1
46. 19. 86. 20 I srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
2.52.175. 250 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 3
79.176. 3. 20 I srael 147.237.0.19 |madi matal . idf.il|Suspicious Response Code B ock 2
50.62.176.164 |lhited Sates 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt Bl ock 1
157. 55. 39. 64 Lhited Sates 147.237.72. 156 |anan. i df . i | Lhaut horized LRL Access to list.ips.gov.il/list.htm B ock 1
50. 62.177. 4 Lhited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to wwuidf.il/xmrpc. php B ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.201.138 [Uited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
86. 98. 126. 103 g:;de‘”ab 147.237.77.216|dover . i df . i | O stributed PHP Attenpt B ock 1
50.62.176.164 [lLnited Sates 147.237.77. 176 |nmat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xnirpc. php B ock 1
157.55.39. 137 |Uhited Sates 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
37.128.148.119 |Net herl ands 147.237.77. 216 |dover.idf .i | Dstributed PHP At tenpt B ock 1
] . . O stributed Uhaut hori zed URL Access on
204.13.201. 138 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
86. 98. 126. 103 Eﬂi:rtaetdesprab 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed LRL Access on waw i df.il/xmrpc. php B ock 1
50.62.176.164 |Liited Sates 147.237.77.216|dover. i df .i | Dstributed PHP At enpt Bl ock 1
. - -|Uhaut hori zed URL Access to
178.255. 215. 87 |France 147.237.76. 147 chi nuch. aka. i df . i wan chi nuch. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66.249.78.173 |[Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwwidf.il/atal 1/izkor/vi ew i ng. asp B ock 1
37.128.148.119 |Netherl ands 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed LRL Access on waww i df.il/xnrpc. php Bl ock 1
207. 46. 13. 50 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 207.46.13. 50 B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
50. 62.176.164 [Lhited Sates 147.237.77. 216 |dover.i df .i | O stributed Lhaut hori zed URL Access on www i df . il /xnirpc. php B ock 1
184. 105. 247. 196|lnited Sates 147.237.77. 243 |nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
] . . Unaut hori zed URL Access to
68.180.228. 175 |Lhited Sates 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9031- he/ r ef uah. aspx B ock 1
. . Paraneter Read Qhly Molation in
46.117.135.232 |Israel 147.237.72. 166 |aka. i df . i | v aka i of i |/ nai 1V sachar / egi strati onwi zar di regi st er . aspx None 1
208.52. 154. 243 |lhited Sates 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to /moadm n/ moadni n. php B ock 1
] - - D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
50. 62.177. 4 Lhited Sates 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock
193.169.86.17 [kraine 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ B ock
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